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I FIDO Next Generation Authentication

FIDO and beyond
Adding Identification to Authentication
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FIDO Next generation authentication
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FIDO and PKI? BUNDES%RUCKEREI

FIDO is an authentication system based on asymmetric cryptography
without the typical PKI directory services on end user level.

An ecosystem will be needed to establish trust in FIDO tokens
for relying parties nevertheless.

Elements of this ecosystem could be modelled closely after
mechanisms successfully established in classical PKI systems.
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Establishing Trust — Four Dimensions /
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FIDO and beyond5

joining authentication and identification.
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Authentication and Identification BUNDES %RUCKEREI

Classical PKI based mechanisms typically mix elements of
authentication and identification.

FIDO mechanisms allow a clear differentation between
authentication and identification.

Positive aspects both for the relying party as well as the user
(data protection, provide only the minimum amount of data required).
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Authentication and Identification worlds /
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~Proprietary" authentication systems Governmental eID Solutions
e.g. usernames/passwords, ApplelD, token... with officially verified ID

Typically, NO Interaction between these tWo worlds.
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Bridging the worlds /
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4

,Proprietary" authentication systems Governmental eID Solutions
e.g. usernames/passwords, ApplelD, token... with officially verified ID

Bridging the world offers advantages for users and relying parties.
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Layered Authentication/Identification model for FIDO and PKI

PKI
Token + Certificate

uaf
Token + PIN/Biometrics

u2f
Token only

Ascending level of compexity

Different levels
of identification possible

Recognition,
user consent, identification

Recognition with user consent
but without identification

Recognition
without identification
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The Solution The Token /
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ONE TOKEN

* X %
PKI /ID]
enabled

kK
( FIDO
enabled

TWO WORLDS
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The Solution The Token BUNDES /:RUCKEREI

CC Certified chip hardware and chip operating system
(CC EAL4+).

FIDO ready certified application,
PKI application pre-installed using CV ePasslet suite.

PKI application certified according to European standards for
Secure signature creation devices, i.e. eIDAS ready!
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Use cases ’
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Identification

PKI based signing/Encryption/ID provisioning

Post issuance of PKI cert/Federation ID

Authentication

Authentification using FIDO
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Two interesting migration scenarios ’
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Move an existing FIDO ecosystem to a FI DO PKI / ID

ecosystem.
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FIDO offers a new userfriendly approach to
authentication — FIDO is the future.

Trust in FIDO mechanism will rely both on trust
into the token as well as in the ecosystem.

FIDO can be combined easily with (PKI/ID based)
identification mechanisms — bridging two worlds.

Switch from device to user centric approach is vital —
the success will largely depend on this!




Thank you very much for your attention.




Disclaimer ’
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