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Abstract

Adoption of FIDO (Fast Identity Onlingjandards has been rapid and universal. FIDO has
becomesynonymouswith securee-authentication.In Asia PKI (Public Key Infrastructure)
retainsa very important role to secure the trusted infrastructurehighly regulated sectors
includingfinancial healthcareand governmentThe acceleraton and the adoption of FIDO
standardsbased on the existing PKI systemould enable organizations to leverageeth
existing PKI infrastructure anqmovide a better useexperience for PKI applications.

According to the practice of members of FIDO HrelAsia PKI ConsortiurARKI{; there are
three possible scenariosovering FIDQ@eployment all leveraging the FIDO UAF protocol
ScenaridOneis that FIDUs offered asa better primaryauthentication methocanddeployers
would migratePKibasedor other legacyuthenticationmechanisms$o FIDGbased solutions
Scenariolwois that FIDGsoffered as an alternative authentication method to provide better
user experienceScenaridl hreeis FIDO offered toomplementanother protocolsuch as PKI
based protocol.

Scenaridl is easiefor designing new servisérom the scratch; otherwise, it would be a slow
process. Scenar® & 3will need to work with existing servisePKlservices in Asia could be
a good target fothe second andhe third scenario, that is, FIDO could provalealternative
authentication method inan existing PKI serviseor compement PKI witha better on
boarding process. Those areas could covedemtfication, eAuthentication, and e
Transaction in Asian countries with national PKIl/elD infrastrustared digital signature
legislation.

From a technical aspect, there are three approaches to integrate FUDXPand PKlas
required for scenarios 2 and B this paper we name these approache<sss 1, 2, and 3.
For AQass 1, only the authenticator is shared between FIDO and Rl dass 2,the
registration process for FIDO and PKlIsgnechronized, eithelbootsrapped by each otheor
combinedin onesingle sequencd-ordass 3, the key pair between FIDO and PKI is shared.

This paper depistthe current or planned cases to integrate FID@Fand PKI in Asm
countriesand provides recommendations to consolidate the efforts among different works
underthe premise that the proposed approacheeeO2 YL Al yi G2 CL5hQ& Od:

1. Development of PKI in Asia

Many Asian countries/areas such as Korea, China, India, Taiwan, Thailand, Hong Kong, and
Macau have legislated national PKI/elD infrastructéeKIC represents the financial and the
government sectors in the regido promote interoperability among PKIs in the region and

to activate ecommerce utilizing the PKIs in the region.

Table 1. Legislation and applications of PKI in Asia countries/region s
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Country/ | National/Regional Digital Signature Financial Regulation elD and Other PKI
Region PKI Legislation on PKI Applications
: ) | elDi¥ (Optional, with PK),
China (Some regions) (ESLY, 2005) Mandatgry for financial eGovernment,
transaction above
) e-Commerce, etc.
certain amourd
Hon J . Optional elDI®l (Mandatory, with PKI
9 (HKPost?) (ETO, 2000) P option), eGovernment,
Kong
e-Commerce, etc.
. .. | elD¥ (Mandabry, signed by
India (CCAIM) (ITA-CCA®8!, lg/lankd?tory fotr. high risk PKI), eGovermnment,
2000) ank transactions e-Commerce, etc.
Japan [10] 11] Optional elD™4 (Optional, with PKI
P (IPKIET) (ESaCBAM, P option), eGovernment,
2000) e-Commerce, etc.
Korea . Obtional elD (Optional withait PKI)
(NPKI, GPKI) (ESAI3, 1999) p eGovernment,
(Mandatory~2014)
e-Commerce
Macao ) p 1y Obtional elD (Mandatory, with PKI
(eSignTrugt4) (EDSLY, 2005) p option), eGovernment,
e-Commerce, etc.
. .| elD?U (Optional, with PKI)
1 1 ) '
Taiwan (GPKI8, (ESAY® 2002) | Mandatory fOI’. high risk eGovernment,
FPKILT)) bank transactioh¥’ e-Commerce, etc.
and allonline stock
trading?’
Thailand (22 3 Optional elD, eGovernment,
(NRCA22) (ETAR, 2001) p e Commerce

In addition to Asia, the Europen UnioMQ& w S 3 dzf Nai %1@/3014 @n9eledironic
identification and trust services (elDAS went into effect onl July, 2016. elDAS regulates
electronic signatures, electronic transactions, involved bodies and their embedding processes
to provide a safe way for users to condedectronictransactions

1.1. Korea

Korea has two kinds of PKI schemes. One is for indigidudl compares, the other is for
public servarg in government. National PKNPKIl)was established in 1999 undéne
Electronic Signature Aet

- National PKI
o = o o

| Established in 1999 under the Electronic Signature Act
| Competent Authority : MSIT (Ministry of Science and ICT)

- Government PKI
P —

| Established in 2001 under the E-Government Act
| Competent Authority : MOIS (Ministry of the Interior and Safety)

| Root CA : KISA (Korea Internet Security Agency) | Root CA : GCMA (Government Certification Management Authority)

| Main Customer : Individual, Company | Main Customer : Public Servants

Figure 1. National PKI and Government PK 1in Korea

ThecompetentAuthority of NPKI is MSIT (Ministry of Science and KIS hasthe role of
the Root CA in NPKI. Th&PKlcertificates are issued to individuals and companies from the
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Accredited Cé and subscribersan also use their certifates toauthenticate toonline
government services.

The governmenPKI was establisheéd 2001 underthe W92 SNy YSy 4 ! OG0 Q | yR
authority of this domain is MOIS (Ministry of the Interior and Safety). This domain issues the
certificate only topublic servants Theyuse GPKI certificates for their civil administration.

For the interoperability between NPKI and GRiéd two domains are issued Certificate Trust
List (CTL) separately.

*  Foreign ° y Ministry/of/Science and qF Ministry)ofithelinterior, d
- Government . IR . IGT} al and|Safety, ]

Recognition

NPKI GPKI
National Root CA Government Root CA
(KISA) (GCMA)
Certification issuance / Certification issuance /
Management Management
Accredited Accredited Accredited Accredited
LR N J LR N )

CA CA CA CA
issuance / issuance /
Management Management

E-Government E-Government
sse o o
Service Service
Provider Provider
Subscriber Subscriber

Figure 2. Interoperability of PKls in Korea

Through 2016,ie number of certificates issued by accredited CAs in NPKI is 35.45 million.

3,545

3001 3,159 3:387
2,838 3
5 366 2654
2192 %
1710 1856
1,437
1,100
949
782
- I I

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

Accredited Certificate Subscriber (Unit : 10 thousand)

Figure 3. Number of certificate in NPKI of Korea  [2°]

NPKI certificate are widely used innternet banking, online stockading, online shopping
and egovernment (GC) services
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<Internet banking> <smartphone banking> <E-civil petition service>

e e

2 iy

No. of transactions (daily average): 87,500thousand No. of transactions (daily average): 52,900 thousand No. of applications: 58,460 thousand

Amount (daily average): 42,400 billion Won Amount (daily average): 3,100 billion Won No of issues: 58,700 thousand
No. of readings: 7,780 thousand

Figure 4. Applications of NPKI in Korea

1.2. Taiwan

Taiwan enacted the Electronic Signaturelaon November 4", 2001 This acgoverns the
legal status and use of electronic records and electronic signatiBewe then the
government and privateextorshave beerdevoted to develop the PKI systems, especially in
e-government and financial sectors.

Government
Sector

Private Sector

Financial
PMA

Other CAs

Bankers
Association

GTestCA
2003/3

HCA
2008/8 A
RDEC XCA @

2004/3
= MOEACA DOH

GCA
2003/3 MOICA 2003/8 A
RDEC A 2003/5

CA Companies

MOI MOEA
RDEC :
CA Companies
Government Applications Financial Applications
B2B Applications
B2C Applications

Enterprise Applications

Figure 5. Overall development of PKI in Taiwan

1.1.1. Government PKI

{AYyO0S GKS FANRG 3I208SNYyYSydG /! oD/ ! 0O nment NI SR
PublicKey Infrastructurd!®l (GPKI) haevolved into a hierarchical PKI, which comprises
several CAs established by different ministriégure 6 below shows the CAs in the
hierarchical structure ahe Taiwan GPKIThe wide adoption of PKI tecblogies has not only
enhanced information security of Taiwargevernmentbut also providegreatr efficiencies

and carbon reduction.
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GRCA

All kinds of test J’ l Healthcare

g Government  Organizational Businesses Citizens Professionals,
certs, for . : entities
et Agencies/Units, Healthcare orgs,
eveloping Server (e.g., school, Healthcare
apps EIVErS  not-for-profit org.) Servers

Figure 6. Hierarchical Structure of Taiwan GPKI

Among those CAs in TaiwaBPKI, GRCA, GCA, MOEACA, MBIC2ACAand GTestCA have
been outsourced to Chunghwa TelecBfh All are established by using the HiPKI Certificate
Management Suite developed by Chunghwa Telecom.

Smartcards issuelly GPKhre able to support twdactor authentication and can replace
traditional single factor, ID & password logirMoreover, the electronic signature and
encryption mechanisms protect integrity, n@apudiation and the confidentiality of online
transactions, and thus enhance information security. By replacing manual proce sspsmadg

paper documents with processes of electronic signing, improved efficiencies and a reduction
in paper is realized.The number of smartcards issued by this product already exceed 4
million.

1.1.2. Financial PKI

In Taiwan, financiadervices(includingcyber security banking and insurancapplicatiors)
play the most important role in private sectdrhe Taiwan Certificate Authority Corporation
[271(TWCAbDccupies thdargestportion in the financial marketTable 2 depicts keyilestones
of the TWCA.

Tabl e 2. Milestones of Taiwanés Financi al

Milestones

DEC.1999 Under the consent of Financial Ministry, TWSE (Taiwan Stock Exchange Corporat
FISC (Financial Information Service Corporation), TRADEVAN (Traca
Information Services Corporation), TDGTaiwan Depository & Clearing Corporation
and other excellent civic information corporations together to prepare to establish
Taiwan Certificate Authority Corporation (TWCA)

APR.2002 Openly recommended by the banking association of Taiwan, TWCA maRmgesial
Root CA in Taiwan

AUG.2002 TWCA is the first legal Certificate Authority awarded by the Commercial Departme
of Economic Ministry

SEP.2002 Root CA in Taiwan was completed

SEP.2002 FRCA started operation
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OCT.2002 The CPS of FRCA was approvbg the Commercial Department of Economic Minist

MAY.2004 Conducted financial certificate service fetax system

JUN.2007 Awarded the 1SO27001 certification for all CA system by the British Standards Ins
(BSI)

MAY.2009 Awarded the WebTrust céitation

JAN.2015 Provided Insurance-policy third party authentication and validation service (ISAV)

MAY.2015 Supported TDCC-voting service with TWID app

DEC.2015 Launched QRDV service to produce and validate safe QR code includiggature
from trusted parties

NOV.2016 Announced TWID platform with Financial Supervisory Commission (FSC) to provic
online authentication service

MAR.2017 Under the approval of the Ministry of the Interior to promote the MOICA natural pe
certificate verificatio service

MAY.2017 Cooperated with Taiwan Clearing House (TCH) to provide online bank account lin

service for securities company

TWCA laid the foundation of PKI by securities and banking businesses initially, and developed
more usages including infamce,i-voting, Hax, etc. Some government servickave also
started to adopt private certificatescludingi-tax.

Many service providers are eager to identify new users online, but the methods undertaken
are limited. Currently all uses must apply for a personal certificatdn person ina branch
office. Theissuedcertificatesarenecessary foonline service provider® identify new uses.

TWCA also providesntities an online authentication solutionwhich supports multiple
factors including €D, national health caml debit card, etc. With this solution, financial
institutions could adopt several factors to identify new usenline with muchgreater ease

and rigor.

The 2016TWChAas issued 4.2 million certificatesthe private sector.

Number of Certificates issued
UnittM -~ 472
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Figure 7. Number of Certificate sissued by TWCA
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1.2. Thailand

Entering the digital era is a global trend. It is evident that the global economy is being driven
by technological advances and a shift towards increased use of online platforms. With an
increase in aoline activities, strong government support and improvements in digital
infrastructure, Thailand is undergoing an enormous transformation to become a digital
economy with the widespread use of mobile devices as well as significant growth of e
government sevices, ecommerce markets and-payment systems.

The government of Thailaglda 5 SLJ NI YSYy G 2F t NP Pssystha Thai ! RY Ay
National ID Card, an official documeamdedfor proof of identity. In addition to displaying

basic information abut the cardholder, the Thai National ID Card also stores personal data

on its cryptographic chip in electronic formihe Thai National ID Carsl widely used for

conducting governmental and business transactiamsluding accessing public services,
establshinga business, and opening bank accounts.

The demand to conduct financial transactions with mobile devices has increlaaathtically
because uses can conveniently shopia a mobile deviceHowever, user convenience must
be balanced with appropriateecurity and authenticatiarCertain transactions require a legal
digital signature based on Public Key Infrastructure (PKI) technolbiggtefore, there is a
needto authenticatemobile usersto securelyconduct transactions with mobiléevices

For greder convenience, public and private sectors are searching for the best technology to
achieve both purposes. FIDO is one technology that can potentially address these
requirements as it can provide convenient and secure authentication.

However, certain trasactions require a legally binding legal digital signature basedkin
technology. Internet transactions would be much more convenient if a mobile phone could
be used for the purpose of authentication and a digital signature. For greater convenience,
public and private sectors are searching for the best technology to achieve both purposes.
FIDO ishe technology that can potentiallgndmeet the above requirements as it can provide
convenient and secure authentication.

1.3. Macao

CTT eSignTrust Certificatioar8ces! (eSignTrust) is Macao's firahd currentlythe only
Certificae Authority (CA)accredited bythe Macao Special Administrative Region (MSAR)
eSignTrust imanaged by Macao Post and Telecommunications BI#®&DTT) in accordance
with Electonic Documents and Signatures [!8(EDS Law) of MSAR (Law No 5/2005 of
MSAR).

According to EDS Law, the following types of signature and certificate are defined:

A Advanced Electronic Signature (AESan Electronic Signature that is uniquely linked
to the signatory, is capable of identifying him, is created using means that he can
maintain under his sole control and is linked to the data to which relates in such a
manner that any subsequent change of the data is detectable. According to the EDS
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Law, arElectronic Document signed with an AES has legal effectiveness, which is
evaluated according to the general legal rules and the agreement of the involved
parties.

A Qualified Electronic Signature (QES)yn Advanced Electronic Signature based on a
Qualified Certificate. According to the EDS Law, an Electronic Document that can be
represented as a written statement, signed with a Qualified Electronic Signature, has
full evidentiary value of the declarations attributed to its signatory.

A Electronic Signatur¢ES)s data in electronic form which are attached to or logically
associated with other electronic data and which serve as a method of authentication.
The EDS Law provides legal support for the electronic signature.

A Qualified Certificatessued by eSigniist provides a very high degree of assurance of
OSNIAFTFAOIGS K2f RSNDa ARSyGAGe F2NJ KAakKSNJI
corresponding key pair is generated and contained in a Secure Sigirea&on
Device (SSCD). The main usageSagreTrust Qualified Certificate is to create QES.
Another usage of eSignTrust Qualified Certificate is to provide additional factor of
authentication by eBanking!?®!

TheeSignTrust CA issudggital certificates tonaturalindividuals, users of orgamizons and
government bureaust three levels of distinctive credibility. Credibility of the certificate
RSLISYRa 2y SyTF2NOSYSyld 2F &dzo dandNthecefoNdsad A RSy
by eSignTrust to verify the data submitted by the requesterhis/her/its registration

application. Thenigherstrength and complexity of thievel of the security, the higher level

of credibility isachieved anassigned.

eSignTrustaunchal eSignCloud Service to provide a safe, reliable and-fusedly online

signing tool capable of providing re@me authentication for government departments,
business organizations and individual users. eSignCloud Service enables users to sign
electronic documents on mobile devices anywhere and anytime alongside its security
convenience and legal effectiveness.

a S{ A 3yis & AEBRSEd signature service. It is designed to allow easy integration for
Online applicationgo be upgraded to be eSignable web applications enablingnaale

I dzi KSY G AOI GA2Y 2 stdigd yeGaNdlle. Th& &ianckd sechirdty and
convenience of eSignCloud Service is of benefit to boost the confidence of the public
regarding online services and transactions.

eSignCloud Service requires users to create an account with their AESaterandcan be
used in conjunction with the free eSignTrust Mobile Omme Password (eSignTrust MOTP)
mobile application to enable twdactor authentication for stronger protection.

To further enhancéhe eSignCloud Service, eSignTrust intends te llag following aspects:
y  Comprehensive model for signature rules and policies
Yy Enhancement on authentication mechanism (fingerprint, NFC, Smart ID Card, etc)
Yy Supportfor full rangeof signature profiles
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QEShasal eSignCloud

Crossborder legal recognition ahremote authentication registration process
Trust Services Infrastructure forldentification, eAuthentication, eSignature and
relatedservices

<SS

1.4. India

Electronic Identification and Authentication services in India have maturedtbedast 15
years. Inrecent yearsithe government has put more thrust on paperless, cashless and
presenceless services and is encouraging policies and innovations around it.

The law for electronic records and electronic signatiftegas passed in India in 2000. This
gave degal backing for IT revolution in the country. This was also a mandatetiebnited
Nation€XCrossBorder electronic trade facilitation program. The early adoption of electronic
authentication started for Import and Export systems in India.

While electonic records were an initial movement, the digital/electronic signatures took
prominencein 200405 while company law boasf India introduced electronic facilitation

of filings. Furthemncomeyaxfiling have broughtdigital adoption toa larger populdion since
200607. Eventually, electronic authentication embraced larger implementations like in
eProcurement systems, railway booking agents, GST filing sysgeresnmentto-citizen
services, etc.

In the year 201412, India introduced its state of theNIi bl G A2y f L5 &aeaidsSy
¥, This is a unique caidss identity given to every resident of India in the fornad® digit

unique number after enrollment of such person with their demographic and biometric
information. This is a highly seed and structured system with large scale acceptance.

Today, 1.17 billiopeople inindiaarealready covered in this programore than 95% of the

total population.

The unique thing about Aadhaar is its céeds behavior. The original copy of Aadhaaalso

issued electronically (PKI based Digitally Signed PDF), which can be used directly in any
authentication system. On the other sidggvernments,banks and other regulated agencies

are allowed to gain secure connectivity to perform online verificatd their users directly

with Aadhaar. This online service is secured with PKI sarce/ption and signedavith a
tamper-proof transaction model. Using this server, users can authenticate themsbives
keying in their 12 digit Aadhaar plus authenticatfaotor.

Ly GKS @SINJ wHampZ LYRAIF f1FdzyOKSR g2NI RQa f I
amending its Information Technology KttThis eSign is backed thye Aadhaar system and

allows users to sign on the fly. This facilitasedrge number éplatforms to easily adopt PKI

for identification, authentication and signing processes in an online form. Today, banking and
government systems are enabled to use eSign and facilitate paperless, and presenceless
services.
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eSign has been widely adopteddaaurrently has more than 20 million users, which is nearly
: 2F GKS O2dzyiNRQa LRLMzA FGA2yd LG faz FIFO
through computers and mobile devices

1.4.1. Applications

In India, online systems are increasing day by Balpw are the key online applications which
citizensare required to use:

1. Banking & Financial websites Applications
. eCommerce websites / applications
. Tax filing websites

. Enterprise or Retail Customer login websites / apps

. ETendering Websites

2

3

4

5. Government to Citen services
6

7. Entertainment / Movie tickets

8

. Airlines & Railway websites / apps

1.4.2. Authentication Mechanisms

All these systems have devised their own authentication techniqglies Majority of them

use Username + Password systen®ome of themalso have One Time Password
authentication either as primary factor or a second factor. In addition to this, PKI has played
a crucial role in fulfilling secure authentication gaps awerlast decade. In several banking
systems, PKI is a sexbfactor authentication for corporate fund transfei/henit comes to
government platforms like -@enders, PKI plays important role in primary authentication as
well as encryption of data. Ithe recent past, Aadhaar has also become an easy to adopt
(Open API) authentication model for most modern systems.

1.4.3. Developing Trends

Aadhaar is one of the mostritical developmens in India where government emphasis
continues for larger adoption in identification of citizens. Most of the Aadhaar datahas
registeed mobile and email ID, along withuthenticed demographic information and
photograpls. Hence, it is being adopted to provide authorized access for online
authentication / KYC using Biometric / OTP based verification.

India is also known for iterge andsophisticatednational Public Keynfrastructure (PKI).
While this is highly regulated, the National PKI setup comprises of 4 public certifying
authorities and 3 closgroup certifying authoritiesall regulated bythe Indian gvernment.

The certificates nder this PKare trusted by Adobe, Microsoft and other platforms which

have PKI based user software. India also has a large user base of PKI. There are more than 15
Copyright © 2018 FIDO Alliance and AsiaPKI Consortium, All Rights Reserved. Page12




million long termdigital signatures issued and used across several applications. With the
recent innovations, electronic signatures have crossed 20 million usershhelps any new
system to adopt it easily with Open APIs regulated by government. The recent Goods and
Service Tax (GST) system is also one of the largestaig&Kl to help narly 10 million users

to interact & file electronically.
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2. Case Study of FIDO and PKI

FIDOipyfari KS ¢ 2 NI RQa f | NBS a-basef,heedperablefdpluggabhd & 0 | y |
authentication based on public key cryptograpRiDO is suitable for provity better security

of online servicesvhile also reduing cost for the enterprise becauseig compatible with

most mobile devices and browsershe overall process is simpéd more securefor
consumerghan legacy solutions.

AlthoughFIDO and PKI abased on public key cryptograpftiiey take different approaches.

FIDO makes the protocol applicabte various vertical solutions that require user

Fdz KSYGAOFGA2y ® LG A& T2 Oazd SsEspuldiy cryfogfeaplzNA v 3
method to authenicate the user toa Relying PartyQedentials areguarded by user
verification(e.g. biometrics basedr PIN basedandthey are typicallystored securelyithin

on-device secure elemeniThebiometric verification is only required on the client side to

perform local authentication in order to unlock the private key for conducting the

ONB LI 23INI LIK& OF f Odzt I (i wll yeder I¢ateShe de¥iGNisharirmA 2 Y S (0 N
only the essential informatiorwith the authentication server and the relyingagy during
authenticatiors. The user, key pair and the relying party are a tuple which means &8O

one key pair per relying party and avoids tieageof a global correlation handleThe design

principle ofthe FIDOprotocoldoes rot allowtrackngusS NBE Q  ca&réssmditipk: telying

parties. Theldentity bindingrequiredto be performedis outside FIDQ scopeand can be
implemented according to thdemand or regulations

PKlsystens, on the other hand address the needs of digital signature gtion with the
involvement of trusted third parties, such a<Certificate Authorities(CA, Registration
Authorities (RA and Validation Authorigs (VA. In addition, PKI also inclusie set ofpolides
andproceduresto create, mana@, distribute, exeaite, store processs well as wherevoking
digital certificatesor manadng public key encryptionThe revocation and validation of
certificates is required as one certificate is relevant to multielgingparties. The purpose
of a PKI is to facilitatthe secure electronic transfer of information for a range of network
activities such as-eommerce, internet banking, electronic government, etc.

Due to the complexity and the practical issues when deployingsélitions the identity
federation serviceemergesandit aims at solving the trustanchor issuesHowever, identity
federation works better withira small trust circle composed by already known parties where
the definition of identity context is clear and similar across all the parties. For dgamp
identity federation service for banking allea user to identify himself to other baskas the
context of identity provided by the user can easily mapped to another bank for identification
purpose.

I There stillexisttracking methodgsuch as Cookiestce) that could be used outside of the FIDO protocol to
GNF Ol dzaSNR& o0SKIF GA 2N
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While PKI tries to create glolytecognized créentialswith specified attributes, it is suitable
to combine PKI witlanidentity federation service. Also, a PKI enalxeot of trust can easily
integrate into an identity federation service to enlartie existing trust circle and augment
the weak trusgrelations As for individualelyingpartieswho want to have finggrained profile

of aspecificuser, FIDO can be complemesd with a PKI ecosystem to ensure there exists a
strong and standardized identity binding across relying partiége have depicted the
identification andauthentication flow below:

Relying Party

RP Service

!

Authentication Service

L

IdP Verify Hub

PKI Flow

FIDO Flow

e L

- h' Self-hostedFIDO ! Centralized
Server (Optional) ! FIDO Server
4

A

Figure 8. Identity Federation Flow

A user accessg an RP servicewill be asked to providénis PKI credentiahnd proof of
possession of the private kg the RP Serviciirst. The RP Service wviitlen hand over the
credential tothe IdP VeriicationHub. The credential will be forwaed to Identity Providers
such as Telecom, Banking or Government IdPs depgrah which kind of PKI the user
possesse A FIDO Server can be deployea tentralizedmanrer by a PKprovideror self
hosted by the relying party The difference between tlese two deploymentmodek will
depend on businesequirements user experience and regutaly compliance

An RP that ward to enhancethe user experience can ogb use HDO as the primary
authentication method aftean initial identity binding step based &Kl identification (with
aselthosted FIDO server). In this way, the overall PKI authenticationismeduced and the

user carperformthe authentication on their sirtphones naturally and seamlessly. In short,
PKI provides the fundamental root of trust and general attributes of a user while FIDO can
complement this with such foundatios and even enhance the performance and user
experience by its standafblased secuty requirementas well as the enforcement of solution
certification processs

{AyO0S 620K CL5h YR tYL IINB o6FaSR 2y GKS atly
common cryptographicomponentbetweena FIDO and Pklystemin which theapproach
willnot@A 2t I 4GS CL 5 h Qand thésdcaity Gguirdnibidis yoOckypithgphic keys
are met, including key sizes, crypto algorithms, key generation procedure, key protection, etc.
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