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AGENDA

The Problem




Data Breaches...

783 data breaches in 2014
>1 billlon records since 2012

$3.5 million cost/breach



“76% ot 2012 network
intrusions exploited weak or
stolen credentials™

2013 Data Breach Investigations Report




The world has a PASSWORD PROBLEM
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WE CALL OUR
NEW MODEL

Fast IDentity Online

online authenfication using
public key cryptography
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The Solution
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HOW OLD AUTHN WORKS
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HOW FIDO AUTHN WORKS
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Authentication Challenge Biometric Verification* Authenticated
Online

Second Factor Experlence (U2F Standards)
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Second Factor Challenge Insert Dongle* / Press Button Authenticated

Online

*There are other types of authenticators
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User needs to login or User Approval
authorize a transaction
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Signed Response verified using
Public Key Cryptography

Login Complete
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No 3rd Party in the Protocol

No Secrets on the Server side

Biometric Data (if used) Never Leaves Device

No Link-ability Between Services

No Link-ability Between Accounts




— Better Security for online services
Reduced cost for the enterprise
Simpler and Sater for consumers
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The Alliance




/The Fast IDentity Online (FIDO)
A Alliance 1s an open industry
7. association of over 220 global
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Develop Operate Pursue Formal
Specifications Adoption Programs Standardization




FIDO SCOPE

MODERN

AUTHENTICATION
Federation
[ Passwords Yigelgle]
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Updates




FIDO TIMELINE
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—2014 FIDO ADOPTION —

“Secure Consumer Paymenis Enabled for
Alipay Customers with Easy-to-Use

Fingerprint Sensors on Recently-Launched
Samsung Galaxy §5”, GO gle

September 17, 2014

Alibaba Group

“Google Launches Security Key,
World’s First Deployment of Fast
Identity Online Universal Second
Factor (FIDO U2F) Authentication”,

October 21, 2014

“PayPal and Samsung Enable
Paypa[" Consumer Payments with Fingerprint

Authentication on New Samsung

Galaxy S57,

Feb 24, 2014



keys as an additional method for two-step verification,
giving you stronger authentication protection.”
August 12, 2015

“Google for Work announced
Enterprise admin support for
FIDO® U2F “Security Key”,
April 21, 2015

Bankof America.
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“Qualcomm launches
Snapdragon fingerprint
scanning technology’,

March 2, 2015 G

“the technology
supporting fingerprint
sign-in was built
argest mobile network in according to FIDO

Japan becomes first (Fast IDentity Online)
wireless carrier to enhance standards.”
customer experience with September 15, 2015

natural, simple and strong
ways to authenticate to
DOCOMO’s services using
FIDO standards”

May 26, 2015

“Microsoft Announces FIDO
Support Coming to Windows 10”
Feb 23, 2015

GitHub

;

—2015 FIDO ADOPTION —

“Today, we're adding Universal 2nd Factor (U2F) security

“GitHub says it
will now handle
what is called
the FIDO
Universal 2nd
Factor, or U2F,
specification”
October 1, 2015
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Deployments are enabled by -

FIDO Cerlified™ Producis

available today




Certified

INK LT - AP e . :
'ﬁ\mU;rl-iAS,ASk a BLUINK LTD. - &= Daon @grlﬁw Entersekt
(7
E:!:BI FEITIAN GO gle G O-Trust HAPPLINK G)HYPERSECU®

in/fPin n i magicJack .
( eon @ LG Electronics _magic ‘lgi MicroStrategy

NTT . O

NokNok  docomo W QUALCOMW RAONSECURE
ST SEEE  sendory’ P ~ Lyy
SAMSUNG SDS \J SK planet Sonavation life.qugmented

USwmoncAuT  SurePass{) [@)Synaptics TendyR®N  Yahoo! JAPAN




Certified

v Available to anyone
v Ensures interoperability

v" Promotes the FIDO ecosystem -
N

Steps to certification:
1. Conformance Self-Validation

2. Interoperability Testing Q —
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. Certification Request
e

. Trademark License (optional) CONFORMANCE INTEROPERABILITY CERTIFICATION

fidoalliance.org/certification

SUBMISSION
CRITERIA
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CERTIFICATION
MARK USAGE
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AGREEMENT




New in 2015 FIDO Alliance Announces Government Membership Program
— US and UK Government Agencies are First to Join

Government Agencies to Participate in Development of FIDO Standards for
Universal Strong Authentication

“The fact that FIDO has now welcomed government
participationis a logical and exciting step toward further
advancement of the Identity Ecosystem; we look forward to

continued progress.”
CAICT iE{FiERx

Bundesamt
fur Sicherheit in der
Informationstechnik

NIST

National Institute of
Standards and Technology

U.S. Department of Commerce

Government Members
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EXPERIENCE SIMPLER, STRONGER AUTHENTICATION




