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Safer and smarter payments: 
the case for passkeys at 
checkout

Jonathan Grossar
Vice President, Authentication Products
Mastercard
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Contactless is the 
benchmark

Intuitive, simple, fast 
and ubiquitous

99% 
of payments via 
contactless

65% 
on a device
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Challenges persist online, where 
authentication remains inconsistent, reliant 
on OTPs and under-adopted

higher fraud rate 
vs physical 

14X

increase in card fraud 
in 2022-23, with CNP 
accounting for 90% of 

the total

+36% 27%

of shopping carts are 
dropped because the 

checkout is too complex, 
or the site is slow

of organisations observed 
declines in conversion rates 

tied to increased 
verification checks

75%
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Payment passkeys are a necessary 
redefinition of authentication standards at 
checkout

Bolstered by 
tokenisation as 
the foundation

Users set up once with 
an ID&V check via 
their Issuing bank

Consistent authentication 
experiences across merchants 
and checkout channels

Additional data shared with 
Issuers to strengthen 
transaction integrity

Strong multi-factor 
authentication
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The road to adoption

Merchant education

Enablement of PSPs/tech partners across 
different merchant integration models

User education to drive passkey adoption

Evolving the specifications to support more use 
cases and continue improving UX & security

Scale passkey registration through 
issuer banking apps
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