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Methodology

(
y
g /f b
+ The survey was conducted among 10,000 consumers across ‘ | /
UK, France, Germany, US, Australia, Singapore, Japan, South | /
Korea, India and China.

« The interviews were conducted online by Sapio Research in :
August 2024 using an email invitation and an online survey. 0

« At an overall level results are accurate to + 1.0% at 95%
confidence limits assuming a result of 50%.
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Research objectives 5

s

he aim was to understand global consumer

password habits and experiences with online
fraud, compared to results from 2023 and 2022.

The objectives include:

- Understanding password habits compared to previous - Measure the awareness of FIDO Alliance and its goals
years to identify trends and changes in consumer towards a password-less future
behaviour

- Understanding awareness and attitudes towards - Understand attitudes towards identity verification
passkeys
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Respondent demographics summary 6

Country of residence Gender Age
Age range % of respondents
18 to 24 15%
25 to 34 26%

%0

54% 46%

45 to 54

55 to 64
65+

1000 per market

Employment status

11% were part-time
©® 55% were full-time

@ 6% were either self-employed or had their own
business

@ 28% were in education, homemakers, caregivers,
retired or unemployed
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Geography / countries 7
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Key stats 9

Consumers say biometrics
are the preferred method
for logging in (28%) and

Similarly to 2023,

R
@9, 16% are familiar
7 4

believe it's also the most
secure way of doing so

with FIDO Alliance

s A L and its goals (29%)

Passwords remamhthde 1in 5 (19%) feel The most valued
mO:tI corpm(?n metho more concerned attribute when enrolling
OTI108EING 1N across about the reliability in a new service or

different accounts and . D : :
' CCot . and security of verifying identity online
devices, with financial : is a trusted security
services being the system§ following the method (69%)
- rise of Al
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Summary & overview 10

Passkey awareness has increased in 2024

A larger proportion of people (57%) are familiar with passkeys in 2024 compared to previous
years (52% 2023, 39% 2022). With 62% of those familiar, enabling the use of passkeys on their
apps and websites. Furthermore, of those familiar with passkeys, 84% are also aware of FIDO.
This suggests that consumers are placing more trust in utilising passkeys to access accounts
rather than relying upon remembering passwords and password managing systems.

Passwords are still the most common way to log in

Despite there being a significant decrease in password usage, passwords are generally still the
most common way to log into accounts and devices. Yet, over a quarter (29%) of consumers
believe biometrics to be the most secure way to log into their online accounts, apps and smart

devices.
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Summary & overview 11

The importance of identity verification

People feel that it is most important that they can remotely verify their identity when it comes to
financial services (81%) and identity documents (80%). Furthermore, the most valued attribute

when verifying identity online is a trusted security method (69%), followed by speed of process
(52%).

Scams are becoming more frequent and sophisticated

Over half (53%) have seen an increase in the number of suspicious messages they are receiving,
with the majority of these messages being received via SMS (53%) or email (49%). A further 51%
have reported an increase in the sophistication of these suspicious messages, particularly
amongst younger generations.
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Comparisons to
2022 and 2023



Awareness of FIDO Alliance and it's goals 14

16% were familiar with the FIDO Alliance and what it is trying to achieve. This is consistent with 2023.
m 2024 w2023 m 2022

0,
— UMY | definition

Alliance
72%

China 35%

16%
I 16% i o

Yes - it develops authentication
standards to reduce the world's reliance || 16% (Correct definition)

on passwords 14% Singapore 20%
UK 16%
0,
Yes - it develops anti-virus software to = ;;o )
protect consumers online L 7‘; (Incorrect definition) > Germany 14%
(V]
South Korea 11%

B 7 us 11%

Yes - it develops security keys to protect L
P v €ystop 8% (Incorrect definition)
consumers online Australia 9%
6%
France 8%
Japan 6%

Q1. Have you heard of the FIDO Alliance and what it is trying to achieve? Select one Base: 10,000 (2024), 10,010
(2023), 10,044 (2022)




Financial services accounts

15

34% of consumers have logged into their financial services account by using biometrics in the past 60 days. This increases to 53% in

Singapore. Financial services accounts

giometrics | 34%

Entering only a password manually (no 2FA) ‘_ 31%

A One Time Passcode (OTP) sent to my handset ‘_ 30% _
or tablet 0 Singapore
Using my browser’s auto form-fill to enter my 0
password ‘_ 19% South Korea

Authentication application ‘_ 19% China
Social login [ 18% India

Entering only my password using a password 0 UK
anager I s
Japan
A one-time link sent to my email ‘_ 18%
Australia
QR code \- 14%
Germany
Physical security key ‘- 10%
us
Other = 1%
France

| do not use online banking ‘- 12%

Q2. In what ways have you logged into your financial services accounts in the past 60 days (banking, credit cards,

%

53%

47%

44%

42%

35%

30%

27%

23%

22%

21%

Base: 10,000

retirement accounts, etc)? Select all that apply



Financial services accounts 16

Biometrics remains the most common method to log into financial services accounts.

Showing top three ways of logging into financial services year on year

I S R N
* ®

1st Biometrics (34%) Biometrics (33%) Entering my password (51%)
* Entering only a password*
Entering only a password manually / One time passcode : : 0
2nd manually (31%) sent to my handset or tablet (both Biometrics (30%)
31%)

x

3rd One time passcode (OTP) sent to

. . ok .
my handset or tablet (30%) Social login (20%) One time passcode (OTP) sent to

my handset or tablet (28%)

o , . , *Please note this option is new
:Significantly different to 2023 *:S/gn/ﬁcantly different to 2022 this year and cannot be tracked

Q2. In what ways have you logged into your financial services accounts in the past 60 days? Select all that apply Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Work computer / accounts 17

36% of consumers have logged into their work computer or account by entering a password manually in the past 60 days

Work computer or work accounts
45-54: 37%
36% —»| 55+:32%

Entering only a password manually (no 2FA)

Male: 26%

AOneTi P de (OTP tt handset or tablet
ne Time Passcode ( ) sent to my handset or table Female: 20%

23% —

Biometrics (e.g. fingerprint or face scan) 22%

22%

Entering only my password using a password manager

Authentication application (e.g. Authy, Duo, Microsoft or Google _ 21% ) Aware of FIDO: 33%
Authenticator) Unaware of FIDO: 14%
Social login (e.g. Sign-in with Google, Facebook) _ 20%
Using my browser’s auto form-fill to enter my password - 18%
A one-time link sent to my email - 16%

Qrcode [N 13%
Physical security key (e.g. Yubikey, Google Titan) - 12%
| do not need to log into a work computer - 13%

Q3. In what ways have you logged into your work computer or work accounts in the past 60 days? Select all that apply Base: 10,000




Work computer / accounts 18

Entering a password manually remains the most common method to log into work accounts

Showing top three ways of logging into work computers year on year

Entering only a password Entering only a password , 0
st manually (36%) " manually (37%) sk ATERG iy [Pl (525
2nd A One Time Passcode (OTP)sent  One time passcode (OTP) sent to One time passcode (OTP) sent to
to my handset or tablet (23%) my handset or tablet (24%)* my handset or tablet (21%)
* Entering my password using a
3rd Biometrics (22%) passord manager (22%) Biometrics (19%)

*

*:Sign/ﬁcantb/ different to 2023 *:Signiﬁcantly different to 2022

Base: 10,000 (2024), 10,010
(2023), 10,044 (2022)

Q3. In what ways have you logged into your work computer or work accounts in the past 60 days? Select all that apply




Social media accounts 19

30% of consumers have logged into their social media accounts by entering a password manually in the past 60 days

Social media accounts
, China: 42%
Entering only a password manually (no 2FA) _ 30% ——» Germany: 21%

Using my browser’s auto form-fill to enter my password _ 25%

Biometrics (e.g. fingerprint or face scan) _ 24%

A One Time Passcode (OTP) sent to my handset or tablet _ 200 —»

18-24: 25%
65+: 8%

Entering only my password using a password manager - 19%

A one-time link sent to my email - 16%

Authentication application (e.g. Authy, Duo, Microsoft or
A B

Google Authenticator)
QR code - 10%

Physical security key (e.g. Yubikey, Google Titan) - 9%
Other 2%

| do not use social media accounts - 13%

Q4. In what ways have you logged into your social media accounts in the past 60 days? Select all that apply Base: 10,000




Social media accounts 20

Entering only a password manually continues to be the most common way to log into social media accounts

Showing top three ways of logging into social media accounts year on year

Entering only a password

: L :

1st manually (30%) * Sodial login* (32%) Entering my password (37%)

2nd Using my browser’s auto form- Entering only a password Remaining logged into my account
fill to enter (25%) . . manually (26%) (31%)

Using my browser’s auto form-fill

. _ .
to enter me password (22%) Biometrics (18%)

3rd Biometrics (24%) | '

o : . : *Please note this option was not used
:Significantly different to 2023 :Significantly different to 2022 this year and cannot be tracked

Q4. In what ways have you logged into your social media accounts in the past 60 days? Select all that apply Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Media and streaming 21

Nearly a quarter (24%) of consumers have logged into their media and streaming accounts by entering a password manually in the past
60 days Media and streaming accounts

Entering only a password manually (no 2FA) _ 24% _|—> Aware of FIDO: 30%

Unaware of FIDO: 21%

Using my browser’s auto form-fill to enter my password _ 19%

Social login - 18%

o

Entering only my password using a password manager - 16%
India 24%

A One Time Passcode (OTP) sent to my handset or tablet - 16%
China 20%

Biometrics (e.g. fingerprint or face scan) - 15%
Singapore 12%
A one-time link sent to my email - 13% UK 12%

Authentication application (e.g. Authy, Duo, Microsoft or Google 0
Authenticator) - 12% o 12%
QR code - 9% Australia 11%
0,
Physical security key (e.g. Yubikey, Google Titan) - 8% Germany 10%
South Korea 10%
Other 1%
Japan 9%
| do not use multi-media accounts _ 23%

France 7%

Base: 10,000

Q5. In what ways have you logged into your media and streaming accounts, such as Netflix or Spotify in the past 60

days? Select all that apply



Media and streaming 22

Entering a password continues to be the most popular way consumers log into their media and streaming accounts, with using a
browser’s auto form-fill being the second most popular method in 2024, 2023 and 2022 (19%, 20% and 14% respectively).

Showing top three ways of logging into streaming accounts year on year

Entering my password /

Entering only a password Entering only a password . .
1st o . Remaining logged into my account
manually (24%) * manually (25%) * (both 30%)
2nd Using my browser’s auto form-  Using my browser’s auto form-fill  Using my browser’s auto form-fill
fill to enter me password (19%) to enter me password (20%) to enter me password (14%)
3rd Social login (18%) Social login (19%) OueHielpasse0d el en el

handset or tablet (13%)

*:Sign/ﬁcantb/ different to 2023 *:Signiﬁcantly different to 2022

Q5. In what ways have you logged into your media and streaming accounts, such as Netflix or Spotify in the past 60 Base: 10,000 (2024), 10,010

days? Select all that apply (2023), 10,044 (2022)



Smart home devices 23

17% of consumers have logged into their smart home devices by entering a password manually in the past 60 days

Smart home devices

25-34: 20%
Entering only a password manually (no 2FA) _ 17% > 65+: 8%
Biometrics (e.g. fingerprint or face scan _ 16% ——
(g fingerp ) | Male: 19%
, , | Female: 14%
Entering only my password using a password manager _ 14%
A One Time Passcode (OTP) sent to my handset or tablet _ 13%

Using my browser’s auto form-fill to enter my password _ 12%
Social login (e.g. Sign-in with Google, Facebook) _ 12%
Authentication application (e.g. Authy, Duo, Microsoft or Google _ 12% | Aware of FIDO: 25%
Authenticator) 0 | Unaware of FIDO: 6%
A one-time link sent to my email _ 10%
Physical security key (e.g. Yubikey, Google Titan) _ 9%
QR code NN 9%
Other 1%

| do not use smart home devices 41%

Q6. In what ways have you logged into your smart home devices, such as video doorbells, speakers, cars or other Base: 10,000

internet-connected devices in the past 60 days? Select all that apply



Smart home devices 24

Manually entering a password is still the top way consumers log into their smart home devices, with biometrics closely following

Showing top three ways of logging into smart home devices year on year

e am | ;2
* *

Entering only a password Entering only a password : 0
1st manually (17%) manually / Biometrics (both 17%) Entering my password (22%)
: : One time passcode sent to my Remaining logged into my account
0,
2nd EIEMETIES (11o%) handset or tablet (14%) (18%)
Entering my password using a HEERIE ity [PEEERiDe USTE &
3rd smyp & password manager / Social login Biometrics (14%)

password manager (14%) (both 13%)

*:Sign/ﬁcantb/ different to 2023 *:Signiﬁcantly different to 2022

Q6. In what ways have you logged into your smart home devices, such as video doorbells, speakers, cars or other Base: 10,000 (2024), 10,010

internet-connected devices in the past 60 days? Select all that apply (2023), 10,044 (2022)



Login security 25

Over a quarter (29%) of consumers believe biometrics are the most secure way to log into their online accounts, apps and smart devices
Most secure way to log into online accounts

Biometrics (e.g. fingerprint or face scan) _ 29% : %

i 0
Using a complex password that only I will ‘- 15% Singapore 39%
0
remember Japan 37%
A One Time Passcode (OTP) sent to my ‘- 14% South Korea 35%
handset or tablet
I I UK 31%
Authentication application (e.g. Authy, Aware of FIDO: 16%
Duo, Microsoft or Google Authenticator) Unaware of FIDO: 7% China 30%
A password manager India 26%
Germany 25%
Physical security key (e.g. Yubikey, Google
Titan) Australia 24%
A browser’s auto form-fill to enter my us 21%
password
France 21%
QR code
| don't know

Q7. What do you believe is the most secure way to log in to your online accounts, apps and smart devices? Select one Base: 10,000




Login security 26

Almost a third (29%) believe that biometrics are the most secure way to log into online accounts, with this belief increasing year-on-year

Showing three most secure ways to log in online accounts year on year

I T
® *

1st Biometrics (29%) Biometrics (28%) Biometrics (26%)

®

2nd Using a complex password that Using a complex password that Using a complex password that
only I will remember (15%) only I will remember (16%) only I will remember (17%)
3rd One time passcode sent to my One time passcode sent to my One time passcode sent to my
handset or tablet (14%) handset or tablet (15%) handset or tablet (14%)

*:Sign/ﬁcantb/ different to 2023 *:Signiﬁcantly different to 2022

Q7. What do you believe is the most secure way to log in to your online accounts, apps and smart devices? Select one Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Preferred login methods

27

28% prefer to use biometrics, while 17% prefer to use passwords that only they will remember

Preferred way to log into online accounts

Biometrics (e.g. fingerprint or face scan) _ 28% —

Singapore: 45%
France: 21%

Using a complex password that only | will
remember

18 to 24: 16%

A One Time Passcode (OTP) sent to my
handset or tablet

A browser’s auto form-fill to enter my
password

A password manager

Authentication application (e.g. Authy, Duo,
Microsoft or Google Authenticator)

Physical security key (e.g. Yubikey, Google
Titan)

QR code

| don't know

Q8. What is your preferred way to log in to your online accounts, apps and smart devices? Select one

65+: 25%

Base: 10,000




Preferred login methods 28

Consumers continue to prefer logging into online accounts using biometrics, however, a significant number (17%) still uses complex

passwords Showing top three ways of logging into social media accounts year on year
1st Biometrics (28%) Biometrics (27%) Biometrics (24%)
2nd Using a complex password that Using a complex password that Using a complex password that
only | will remember (17%) only I will remember (17%) only | will remember (18%)
3rd One time passcode sent to my One time passcode sent to my One time passcode sent to my

handset or tablet (13%) handset or tablet (14%) handset or tablet (12%)

*:Sign/ﬁcantb/ different to 2023 *:Signiﬁcantly different to 2022

Q8. What is your preferred way to log in to your online accounts, apps and smart devices? Select one Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Steps taken for account protection

29

41% have improved the strength of their passwords to protect their accounts from being hacked or compromised.

| have improved the strength of my
passwords

| now use biometrics (e.g. fingerprint or face
scan)

| now use authentication application (e.g.
Authy, Duo, Microsoft or Google
Authenticator)

| now use a password manager

| now use physical security key (e.g. Yubikey,
Google Titan)

Other

No

*:Significan tly different to 2023
:Significantly different to 2022

Q9. Have you taken any of the following steps over the past twelve months to protect some or all of your accounts

Steps taken to protect accounts from being hacked

35%
35% m 2024
33%

20%
19%
9%

from being hacked or compromised? Select all that apply

41 %
42%
43%

m 2023
B 2022
Why not?
Because it's too 39%
. 37%
complicated 36%

36%
41%

Because | don't
know how

42%
Becguse! dqnt 26%
believe it will 24%
happen to me 23%
7%
Other 78%% *Only asked to

those that said “no

Base: 10,000




Security concerns 30

77% are very/somewhat concerned about the security of their Smartphone.

W Very concerned W Somewhat concerned m Not concerned at all N/A - do not own B R O
somewhat somewhat

concerned (2024) | concerned (2023)

Smartphone | 39% 38% 18% L1/ 77% 78%
PC or laptop 34% 39% ET 9% 72% 73%
Home Security (Video doorbell, security system, baby
. L 24% 27% 16% 33% 51% 52%
monitor)
Entertainment (Connected TV, Smart speaker) ‘ 17% 31% 31% 21% 48% 49%

Connected car \ 19% 25% 19% 38% 44% 45%

Utilities (smart appliances like fridges, ovens, lighting

| 16% 25% 29% 30% 41% 40%
systems etc)

Fitness equipment (Peloton, Mirror, FitBit) ‘ 13% 22% 40% 35% 35%

Q10. Please express how concerned you are about the security of each smart device you may own? Base: 10,000 (2024), 10,010

(2023)



Accessing online services 31

56% of people have given up on accessing an online service at least once in the past month because they couldn't remember the
password. On average respondents have given up twice in the past month, falling slightly from last year.

Mean: 1.91
25-34: 67% ) China: 71%
65+: 30% - | | Australia: 45% Mean: 2.11
44% 56% Mean: 1.82
41% 41% A \
33% 33% 33%
W 2024
m 2023
m 2022
80
16% 16%
s 5% °%
. . 1% 1% 1% 2% 2% 2%
. — I B e

Never 1to 2 3to5 6to 10 11to 15 More than 15

Q11. In the past month, roughly how many times have you given up on accessing an online service because you Base: 10,000 (2024), 10,010

couldn’t remember the password? Select one (2023), 10,044 (2022)



Abandoning purchases 32

42% of people have abandoned a purchase at least once because they couldn't remember their password in the past month.
This increases to 50% for those aged 25-34

58% 57% 57% 25-34: 50% Mean: 1.45
65+:17%
Mean: 1.57
I Mean: 1.36
42%
| m 2024
\ m 2023
24% 24% 24%
m 2022
12% 12% 4194
4% 5% 5%
--. 1% 1% 1% 1% 1% 1%
Never 1to2 3to5 6to 10 11to 15 More than 15

Q12. In the past month, roughly how many times have you abandoned a purchase because you couldn’t remember Base: 10,000 (2024), 10,010

your password? Select one (2023), 10,044 (2022)



Resetting and recovering passwords 33

Over 2in 3 people (70%) had to reset / recover their password at least once this month. On average, respondents have reset their
password twice in the past month.

Female: 68% | | 35-44: 73%
Mean: 2.25 Male: 66% X | 55-64: 54%
- 70%
Mean: 2.42 A
|
Mean: 2.15
29% 40% 41%
33%
30% 30%
m 2024
m 2023
19% 20% 1994 m 2022
6% 7% 7%
I I — [
Never 1to2 3to5 6to 10 11to 15 More than 15

Q13. In the past month roughly how many times have you had to reset or recover your password? Select one Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Frequency of entering a password to sign into apps and websites 34

On average, people enter a password 4 times a day to sign into apps and websites. Females are likely to enter a password more times
(84%)

Male: 84% ~ | Aware of FIDO: 90%
Female: 82% | | “| Unaware of FIDO: 80%
Mean: 3.5 83%
Mean: 3.38 A \
45%
Mean: 3.12
37% 38%
29% 28% 29%
W 2024
m 2023
17% 16% m 2022
13%
1% 11%
8%
I I . .6% .6% -

Never 1to2 3to5 6to 10 More than 10

Q14. On average, roughly how many times a day do you enter a password to sign into apps and websites? Select one Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Familiarity with passkeys 35

Familiarity with the concept of “passkeys” to access apps and online accounts continues to increase year on year

57% 2024 vs. 52% 2023 | Aware of FIDO: 84%
vs. 39% 2022 Unaware of FIDO: 45%
: A \ W 2024 m2023 W 2022
34%
28%
23%
21%
17% 18%
16% 15%
14% °
1% 12%
Very familiar Somewhat familiar Unsure Not very familiar Not familiar at all

Q15. Are you familiar with the concept of “passkeys” to access your apps and online accounts? Select one Base: 10,000 (2024), 10,010

(2023), 10,044 (2022)



Use of passkeys

36

Of those familiar with the concept of ‘passkeys’, 62% have enabled passkeys on their apps or websites. This is more common amongst

males than females
2024 m2023

Yes

62%
59%

| Male: 64%

"| Female: 60%

55+:40%
18-34: 21%

25% |
No
26%

1%
13%

| haven't been offered the chance to use
passkeys

_ 1%
| don't know what a passkey is
2%

Q16. Have you enabled passkeys on any of your apps or websites? Select one

China
India
UK
Japan
Singapore
us
Germany
Australia
France

South Kore

80%
73%
66%
62%
58%
58%
56%
52%
46%
a 44%

*Asked to those familiar with
the concept of passkeys

Base: 5690* (2024), 5189* (2023)




Impact of Al on attitude towards authentication 37

1in 5 (21%) report that Al has not changed their view towards authenticating themselves online, however, a significant 19% say that they
feel more concerned about the reliability and security of systems

(- - - - - - - -"=-=-=-=-=-""=-=-="-""="-"=-=""="-"=-"=-"=-=-"=""==-=-"="-"=-=-"7===%= ~N
I It makes me more concerned about the reliability _ 199 I China: 27%
I and security of systems ° I Japan: 13%
N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e J

It emphasises the need for stronger, more _ 16%
sophisticated authentication 0
It makes me want to learn more about how
R
technology can combat these challenges
| am unsure about the impact or need more
nformati - I 1%
information to decide
It makes me want to use more traditional security
- I 2%
methods, like passwords

Q17. In the last twelve months, has Al changed how you feel when authenticating yourself online? Select one Base: 10,000




Number of suspicious messages/ online scams, and where this is most common 38

Of the 53% of people that have noticed an increase of suspicious messages or scams online, half have noticed this increase in SMS
messages and emails

—_

. 25-34: 63%
20% ‘ " 55-64: 35%
21%

— 53% Where?

Yes - significant increase

33%

Yes - somewhat increase
33%
33% .
No change Email
31%

&

49%
50%

4%
No - somewhat decrease ol 2004
0,
4% ocial media _ 1%
e 2% e
No - significant decrease . m 2023 messages o
0

32%

Fake adverts 33%

Instant
messaging apps

33%
33%

Not sure

24%
259%  *Asked to those that have
noticed an increase at Q18

Fake articles

Q18. In the last few months have you detected a change in the number of suspicious messages or scams online? Select one Base: 10,000 (2024), 10,010 (2023)

Q18. Where have you noticed this increase? Select all that apply 5278%* (2024), 5426* (2023)



Sophistication of suspicious messages / scams 39

Half (51%) of people have noticed an increase in the sophistication of suspicious messages or scams online, particularly amongst younger

age groups 25-34: 61%
» 55-64:33%
: A \ India 75%
China 64%
35%
32% 32% Singapore 63%
South Korea 55%
France 49%
199, 20%
us 47%
1% UK 46%
4% Australia 45%
° 3%
2% 2%
German 37%
. . ma g
I - Japan 29%
Not sure No - significant ~ No - somewhat No change Yes - somewhat  Yes - significant
decrease decrease increase increase

Q18. In the last few months have you noticed a change in the sophistication of suspicious messages or scams online? Base: 10,000 (2024), 10,010

Select one (2023)




Opinions
towards online
verification



Importance of remote verification across services 47

People feel that it is most important that they can remotely verify their identity when it comes to financial services (81%) and identity

documents (80%) m Very Important Important
Financial services 57% 81%

|dentity documents 55% 80%
Healthcare 46% 79%
Government services 48% 77%
Legal services 46% 74%
Utilities 33% 71%

Social media 31% 69%

Retail 23% 61%

Entertainment/streaming services 22% 59%

Gaming 17% 44%

Q19. How important is it to have the option to verify your identity remotely for the following services? Base: 10,000




Most valued attributes when verifying identity online 42

The most valued attribute when enrolling in a new service or verifying identity online is a trusted security method (69%), with around
half (52%) valuing a fast service

India: 80%
\ 65+:74%
18-24: 64%
Intuitive user experience _ 39%

Nothing to remember 11%

Q20. When enrolling to a new service or verifying your identity online, what are the top three things you value? Select Base: 10,000

top three



Frequency of verification by different methods 43

Respondents are most frequently asked to verify their identity through two-factor authentication (52%) and SMS verification (51%)

m Always Often
% Always / often

Two-factor authentication 52%

SMS verification 51%

Email verification 48%

Fingerprint scanning 40%

Facial verification 36%

Face verification + document scan 30%
Social media account verification 30%
ID scanning 29%

Government-issued digital ID 29%
Knowledge-based authentication 28%
Selfie with ID 250

Video verification 23%

Voice recognition 20%

Q21. When enrolling online, how often are you asked to verify your identity using the following methods? Base: 10,000




Frequency of verification by different methods 44

Almost three quarters (71%) feel positively about verifying their identity online. Amongst those who feel negatively, this is
predominantly due to a lack of trust in security of solutions (57%).

B Positive mIndiferent B Negative
Why negative?

| don't trust the security _
of solutions >7%
| prefer to identify 0
myself in-person - 33%
It takes too long - 25%

The experience is 0
disjointed - 15%

It is convenient _ 64%
Why positive?
[ > It is speedy - 48%
The experience
is seamless

Other | 1%

| have experienced bias . 9%

Other I 2%

*Asked to those that feel positive at Q22
**Asked to those that feel negative at Q22

Q22. How do you feel about verifying your identity online? Select one Base: 10,000

Q22. Why do you say you feel positive? Select all that apply 7059*
Q22. Why do you say you feel negative? Select all that apply 817**







Country 46

0
0
0
ppan [—
0 m 2023
o: |
10%
0
10%
o
10%
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Age 47

24%24%
23 0 W 2022

m 2023
W 2024

18%

16%

9% 9%
8% 8%

18to 24 25to 34 35to 44 45to 54 55to 64 65+

SAPIO Audience | Brand | Content Research

RESEARCH




Gender

48

2022 2023

53% 53%
47% 46%
Male Male
1% = Female 1% = Female
= Prefer not to say ® Prefer not to say

SAPIO

RESEARCH

2024

54%
46%

Male
0% ® Female
® Prefer not to say

Audience | Brand | Content Research




Employment status 49

Full-time

Part-time

Own business / Self-employed / Freelance
Education / Studies

m 2022

m 2023
W 2024

Retired

Homemaker

Caregiver (e.g. looking after disabled / elderly § 1%
relative) 0%

Unemployed -;ifﬁ%

Other I 1373

SAPIQ Audience | Brand | Content Research

RESEARCH ~
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Your team at Sapio Research

Any questions’

Harriet Kennedy

Lizzie Smith Ines Silva
Associate Director Senior Research Executive Junior Research Executive
LSS I el TE e e Tl harriet.kennedy@sapioresearch.com

lizzie.smith@sapioresearch.com

Audience | Brand | Content Research

_

SAPIO

RESEARCH


https://www.linkedin.com/in/harriet-kennedy/
https://www.linkedin.com/in/ines-silva-56937a199/
https://www.linkedin.com/in/lizzie-smith-558586174/

ﬁhank you

Audience ¢ Brand . Content Research

Sapio Research (+44) 0207 2361 604
Pentagon House team@sapioresearch.com
52-54 Southwark Street ~ Sapioresearch.com
London

SAPIO SET 1TUN £ Nin

RESEARCH ~


http://www.sapioresearch.com/
https://www.linkedin.com/company/sapio-research
https://www.facebook.com/sapioresearch/
https://twitter.com/SapioResearch
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