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1. INTRODUCE FIDO2

FIDO?2 is the overarching term for FIDO Alliance’s newest set of specifications. With FIDO2,
user only need the security key (protected by PIN/Fingerprint/FacelD) to login to many
systems/applications instead of having to remember multiple passwords and changing them

frequently.

VinCSS made a remarkable achievement in the technology market when they launched
“VinCSS FIDO2® Touch 1” authenticator compliant with the FIDO2 standards.

VinCSS FIDO2® Touch 1 currently supports popular browsers such as Chrome, Edge,
Edge Chronium, Firefox, Safari.

For more information, see: http.://passwordless.vincss.net
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2. MANAGE PIN CODE

The PIN code for VinCSS FIDO2® Touch 1 is set to prevent unauthorized use or protect
the key in case its lost. To create, change or reset PIN code for VinCSS FIDO2® Touch 1, please
follow the steps below.

2.1. Windows Platform

Note: For Windows 10 version older than 1803, operations to manage security key will be
performed on Chrome browser (same as macOS platform).

2.1.1. Create a new PIN code for VinCSS FIDO2® Touch 1

Access Start > Settings
Select Account > Sign-in options > Security Key. Then click the Manage button

Sign-in options

9 -

Manage a physical security key that can log you into
applications.

<> Sync your settings

Touch the yellow logo on the security key

Windows Hello setup

Touch your security key.

Initial default, VinCSS FIDO2® Touch 1 has no PIN, to set PIN code for VinCSS
FIDO2® Touch 1, in the Security Key PIN section, click Add

Windows Hello setup

==x Security Key PIN

Creating a PIN for your security key helps keep you
secure

Add
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- Input the PIN code, then click OK

Windows Hello setup

Set up a security key PIN

2.1.2. Change PIN code for VinCSS FIDO2® Touch 1

- Access Start > Settings
- Select Account > Sign-in options > Security Key. Then click the Manage button

Sign-in options

counts

= Your info

- ecurity key that can log you into

) Email & accounts

S\ Sign-in optians
Acoess work or school

A Family & ather users

> Sync your settings

- Touch the yellow logo on the security key

Windows Hello setup

Touch your security key.
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- In the section Security Key PIN, click Change to change the PIN code of the security
key

Windows Hello setup

::: Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change

- Input information in the order: old PIN, new PIN, confirm new PIN. Then click OK

Viindows Hello setup

Change your security key PIN

ecurity key PIN

2.1.3. Reset PIN code for VinCSS FIDO2® Touch 1

In the case of forgetting the PIN code of VinCSS FIDO2® Touch 1, user can reset the
PIN, that means user’s security key credentials are removed, and user needs to re-register the
key as new key. In case the PIN code is entered incorrectly many times (more than 8 times),
the device will be locked permanently, where the user has no choice other than to reset the
security key to use as a new device.

To reset VinCSS FIDO2® Touch 1, please do the following steps:

- Access Start > Settings
- Select Account > Sign-in options > Security Key. Then click the Manage button

2 Settings
@ Home Sign-in OptiOnS
D) tris option s currently unavailable—dick 1o learn more

daws Hello PIN
Accounts .

8= Your nfo

Manage a physical security key that can log you into

=7 Email & accounts applications.

<y Sign-in options

Access work or school

A Family & other users

; Sync your settings
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- Touch the yellow logo on the security key

Windows Hello setup

Touch your security key.

- In section Reset Security Key, click Reset

Windowes Hdllo setup

i:: Security Key PIN
- Creating a PIN for your secunty key helps keep you
secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

- Press Proceed to reset PIN code for VinCSS FIDO2® Touch 1

Windows Hello setup

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.
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- Unplug the VinCSS FIDO2® Touch 1 security key from the computer, then plug it in
again

Windows Hello setup

Reinsert your security key.

- Double-tap the yellow logo on the VinCSS FIDO2® Touch 1 security lock

Windaws Helio setup

Touch your security key twice within 10 seconds

- PIN code reset is successful

Reset Complete.

Done
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2.2. macOS Platform
2.2.1. Create a new PIN code for VinCSS FIDO2® Touch 1

- Open Chrome browser, go to Setting > Privacy and Security > More > Manage
security keys

& Mansge securty kays

- Initial default, VinCSS FIDO2® Touch 1 has no PIN. To set PIN code for VinCSS

FIDO2® Touch 1, on the Manage security keys interface, click Create a PIN, then touch
the yellow logo to confirm

Create a PIN

- Next, enter PIN code and confirm and then click Save to create a PIN

Create a PIN

- Click OK to finish setting the PIN code for VinCSS FIDO2® Touch 1
Create a PIN

PIN wa
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2.2.2. Change PIN code for VinCSS FIDO2® Touch 1

- To change the PIN code for VinCSS FIDO2® Touch 1, on the Manage security keys
interface, select Create a PIN and touch the yellow logo to confirm

Create a PIN

- In the window Change a PIN, enter the current PIN code, at the bottom enter the new
PIN to change and confirm again, then select Save to change

Change a PIN

- Click OK to complete the change of PIN code for VinCSS FIDO2® Touch 1

Change a PIN

2.2.3. Reset PIN code for VinCSS FIDO2® Touch 1

In the case of forgetting PIN code of VinCSS FIDO2® Touch 1, user can reset the PIN,
that means user security key credentials are removed, and the user needs to re-register the key
as a new key. In case the PIN code is entered incorrectly many times (more than 8§ times), the
device will be locked permanently, user has no choice other than to reset the security key to use
as a new device.

To reset VinCSS FIDO2® Touch 1, please do the following steps:

- On the Manage security keys interface, select Reset your security keys and touch the
yellow logo on VinCSS FIDO2® Touch 1 to confirm
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Reset your security key

) cont

Cancel

- Tap on the yellow logo on VinCSS FIDO2® Touch 1 again to confirm and finish
resetting the VinCSS FIDO2® Touch 1.

Touch to confirm reset

2.3. Linux Platform

These versions of Linux already support VinCSS FIDO2® Touch 1 natively:
- Ubuntu 20.04
- Debian 10.5
- CentOS 8
For Ubuntu 18.04 or previous versions, need to config “udev rules”.
Other operations to manage security key will be:performed on Chrome browser (same as
macOS platform).
2.3.1. Configure “udev rules” for Ubuntu 18.04 or previous versions
- Create a file named 66-vincss-fido2-access.rules in /etc/udev/rules.d folder with the
following content:
ACTION!="add|change|move", GOTO="mm_usb_device_blacklist_end"

SUBSYSTEM!="usb", GOTO="mm_usb_device_blacklist_end"
ENV{DEVTYPE}!="usb_device", GOTO="mm_usb_device_blacklist_end"

# VinCSS FIDO2 Touch 1

ATTRS{idVendor}=="0483",ATTRS{idProduct}=="a2ca", ENV{ID_MM_DEVICE_IGNORE}="1"
# VinCSS FIDO2 VOS Aris Pro

ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4eel", ENV{ID_MM_DEVICE_IGNORE}="1"
# VinCSS FIDO2 VOS Aris

ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4ee7", ENV{ID_MM_DEVICE_IGNORE}="1"
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LABEL="mm_usb_device_blacklist end"

# VinCSS FIDO2 Touch 1
SUBSYSTEM=="hidraw", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="a2ca",
TAG+="uaccess"
# VinCSS FIDO2 VOS Aris Pro
SUBSYSTEM=="hidraw", ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4eel",
TAG+="uaccess"
# VinCSS FIDO2 VOS Aris
SUBSYSTEM=="hidraw", ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4ee7",
TAG+="uaccess"

- After that, access Terminal and run this command:

sudo udevadm control --reload-rules && sudo udevadm trigger

Access  “https://github.com/VinCSS-Public-Projects/FIDO2-Support/tree/main/Linux”  for

download newest rules file.
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3. AUTHENTICATION WITH VINCSS FIDO2® TOUCH 1

3.1 Passwordless authentication for Microsoft service

- Access https://microsoft.com, select Sign in

™\
All Microsoft + Search O Cart & | Signin \/P\/

- Enter account information (username/password) to login

BT Microsoft

Sign in

A 4

No account? Create one!
Sign in with a security key (2)

Sign-in options

- After successful login, select View account

All Microsoft ~  Search O cCat W user ([

==

Sign out

“ View account
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- Select Security info to change security settings

. Overview

My Security info |

2 Devices

{ Password

£3 Organisations =
S) Settings & Privacy

7o My sign-ins Why can't | edit®

=3 Office apps

£ Subsenptions

- Select Add method to add login method

R Overview Security info

8, Security info These are the methods you use to sign in 10 your account or reset your password.

59 Crganisations 4 Add method

B Devices

-

No items to display.

Lost device? Sign out averywhare

- Select Security key from the list and press the Add button

|
Add a method

Q

Security key ‘

- To use security key, Microsoft requires to setup two-factor authentication first. Click
Next to activate two-factor authentication

Security key

To set up a security key, you need to sign in with two-factor

authentication.
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- Select Next to continue

BY Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

- Input the country code and phone number to receive the verification code

Phone

You can prove who you are by texting a code to your phone.
What phone number would you like to use?

’ Vietnam (+84) v| 999999999

(®) Text me a code

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

- Enter the 6-digit code received via SMS to confirm the correct phone number
(Example: code is 123456)

Phone

We just sent a 6-digit code to +84 999999999, Enter the code below.
123456

Resend code

- Enable two-factor authentication successful. Click Next to continue

Phone

@ SMS verified. Your phone was registered successfully
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- Confirm registered information, click Done to return to the Security info page

Success!

Well done. You have successfully set up your security info, Choose "Done” to continue signing in.

Default sign-in method: Phone - text 999959999

Phone
-84 999999999

- Select Add method > Security Key, then click Add

Add a method

Which metrod woud you ke to 8347

Security key

- Select USB device

Security key

Choose the type of security key that you have.
B UsB device

Rl NFC device

- Plug in VinCSS FIDO2® Touch 1 to the computer and select Next

Security key

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your

security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer’'s website.

Back Next
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- Click OK in the next message

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com as

This request comes from Chrome, published by Google LLC,

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

- Enter the PIN code set up earlier and press OK

Windows Security

Continue setup

Please enter your security key PIN.

@ -
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- Tap the yellow logo on VinCSS FIDO2® Touch 1 to continue

Windows Security

Continue setup

0

Touch your security key.

Cancel

- Name the security key to identify the key in case user uses multiple keys for the account,
click Next to confirm

V)
D

™
(
(

Name your security key. This will help distinguish it from other keys.

VinCSS FIDO2 Authenticator

- Click Done to complete the Security key registration

wN
D
}
D

You're ready to go!

You can use your security key instead of a username and password
the next time you sign in.

Make sure that you follow your security key manufacturer’s
guidance to perform any additional setup tasks such as registering

your fingerprint.
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3.2. Passwordless authentication with OVPN service

- Right-click on the VinCSS OVPN Client icon on the taskbar or tray bar, select the
imported profile, then select Show windows

Connect VPN_Profile_Username »

Show windows ,
Import Profile
Remove

About
Quit
Ym) T x ENG

28.08.20

- On VinCSS OVPN Client interface, select Connect > Yes (to authenticate with VinCSS
FIDO2® Touch 1)

WO Client

VinCSS OVPN Client

VPN Profile Usemame

Do you want authenticate with
OAuth2

This maybe support FIDOZ protocol

(-]

CONNECT

- Enter Username, then select Login. Next, plug in the VinCSS FIDO2® Touch 1 to the
computer
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- Enter the PIN code of VinCSS FIDO2® Touch 1 and select Next

PIN required
Enter the PIN for your security ke
PIN

B QR Codelogin

- Then, touch the yellow logo on the VinCSS FIDO2® Touch 1 hard key

Use your securty with

ty Kay 10 compiste the reniast

Connocted. It will auto hide to system tray

VinCSS OVPN Client
Connecting

VEN_Profile Usemame

DISCONNECT

()
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- VPN connection is successful. This window will auto-hide after a short period of time.
On the tray bar will display a green app logo icon indicating a successful connection.

1547
AN NG, oo B

3.3. Two-factor authentication with Google service

- Go to https://accounts.google.com, login with username and password

Google
Signin
Use your Google Account
Email or phone

Forgot emall?

Not your computer? Use Private Browsing windows to sign

in. Learn more

Create account m

- Click the account icon in the upper right corner, select Manage your Google Account

Gmail Images 3i: o

This account is managed by vincss.net. Learn more

Manage your Google Account

&+ Add another account

Sign out

Privacy Policy * Terms of Service
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- Select Security on the left menu

Google Account Q

D)

Home

=Z] Personal info
(® Data & personalization

@] Security

2. People & sharing

Payments & subscriptions

- Select 2-Step Verification to enable two-factor authentication

Signing in to Google

2-Step Verification Q@ on >
App passwords None >

- Select ADD SECURITY KEY from the list of authentication method

x Backup codes

These printable one-time passcodes allow you to sign in when away from your phone, like
when you're traveling
SETUP
n Voice or text message
Get codes by text message or phone call

SET UP
Or Security Key
A security key Is a verification method that allows you to securely sign in. These can be built in

to your phone, use Bluetooth, or plug directly into your computer’s USB port

ADD SECURITY KEY [

- Select Next to register security key
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Have your Security Key?

Make sure your key is with you, but not connected to your computer.

If you need a key, contact your administrator.

CANCEL NEXT

- When the Register your Security Key screen appears, plug in VinCSS FIDO2® Touch
1 to the computer

Register your Security Key

1. Insert your Security Key in your computer's USB port or connect
it with a USB cable

2. Once connected, tap the button or gold disk if your key has one
of them.

p;

Having trouble?

CANCEL NEXT

- At this step, browser may request to read security key information, select Allow to
continue.

myaccount.google.com wants to

[E see the make and model of your Security Key

Block Allow
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- Name the security key to identify the key in case user uses multiple keys for the account,
press Done to confirm

Security Key registered

Your Security Key is registered. From now on, you'll use it to sign in
with 2-Step Verification.

Security Key name

VinCSS FIDO2 Touch1

- Registration has completed, from now on all Google services w111 requlre user to login
with both password and security key.

o Security Key (Default) @

After you enter your password, use your security key to finish signing in
[ VinCSS FIDO2 Toucht (Added: Just now) 7/

Last used: -

ADD SECURITY KEY

To check the login flow, access https://accounts.google.com then login with username
and password

Google
Pang nhap

Str dung Tai khoan Google ctia ban

Email hodc 8 dién thoal

Ban quén dja chi email?

Khong phai may tinh cia ban? Hay sir dung ché do
Khéch dé dang nhap mét cach riéng tu. Tim hiéu thém

Tao tai khoan
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- After being authenticated with the password, browser requests user to authenticate with
the security key. User plugs in VinCSS FIDO2® Touch 1 to computer, touch the logo
on VinCSS FIDO2® Touch 1 to perform two-factor authentication.

Use your security key with google.com

v

Insert your security key and touch it

Choose another option ¥ Cancel

- Succesful two-factor authentication, now user logged into account:

Google
Xac minh 2 budc

Budc bd sung nay chimg minh rang chinh ban
dang c6 dang nhap

Q v

3.4. Two-factor authentication with Facebook service

- Login to https://facebook.com then go to Settings and select Security and Login on
the left menu

< Settings & privacy
a Settings

@ Privacy Checkup

& Privacy shortcuts

= Activity log

@ News Feed preferences

e Language
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- In the 2-Factor Authentication section, choose to edit Use 2-Factor Authentication

Two-factor authentication

@ Use two-factor authentication Edit
~ We!'ll ask for a code if we notice an attempted login from an unrecognised device or browser.

0 Authorised logins View
Review a list of devices on which you won't have to use a login code
S App passwords P

Use special passwords to log in to your apps instead of using your Facebook password or login codes

If user hasn’t enabled 2-factor authentication yet, user must choose to add authentication
method via OTP on Google Authenticator app or SMS. The example below chooses to
receive OTP via SMS

Two-factor authentication X

" Add phone number

Country code Vietnam (+84) w

Phone number 912345678

This phone number will be enabled for two-factor authentication and
login. We may also use the number added here to help protect our
community, accurately count people who use our services, and assist you
in accessing Facebook and opt-in programmes, but not for purposes such
as suggesting friends or providing ads. Only you will see this number on
your profile.

If the number added here is provided elsewhere across Facebook

Company Products, it may be used for other purposes including
suggesting friends or providing ads. Learn more

ca"ccl m

Enter the code sent to mobile phone

Two-factor authentication X

Enter code

Enter the 6-digit code that we sent to *** *** ** g to finish setting up two-factor
authentication.

O Resend Code
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Successful verification:

Your security method

2k FRE £k g
Text message (SMS)

- Select Security Key un

Manage

der section Add a Backup Method.

Add a Backup Method

Recovery Codes

authenticati apg

2t 3 backup method so you can log in even if your secur

‘g Authentication App
You'll receive a login code via an authentication
“ Security Key

ty method isn't available

Setup

Setup

3 verification code via text message or an Setup

- Attach VinCSS FIDO2® Touch 1 to computer and touch the logo on security key

"

STEP 1:

J58 port

Two-Factor Authentication X

' Insert Your Security Key

Facebook account

PLEASE FOLLOW THE FOLLOWING STEPS

you have a USB security key, you can use it 1o protect your

STEP 2:
security key Into a f the key has a blinking light

press the button or gold disk

Cancel

Public document

Page 28 | 37



N i

Cyber Security Services

VinCSS Cyber Security Service
Website: https://www.vincss.net
Email: v.office@vincss.net

- Enter PIN code of VinCSS FIDO2® Touch 1 to authenticate, then click Next

- Touch the logo on VinCSS FIDO2® Touch 1 to complete the registration

e

&«

PIN required

Enter the PIN for your security key

PIN

CanCEI m

Use your security key with facebook.com

Touch your security key again to complete the request.

Cancel

- Name the security key to identify the key in case user uses multiple keys for the account,
click Save to confirm

Two-factor authentication

Name your key

If you have a USB security key, you can use it to protect your

Facebook account.

ENTER A NAME FOR YOUR NEW KEY

[VinCSS FIDO2 Touch 1| m

Cancel
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- To check the login flow, access https://facebook.com then login with username and

password
facebook
Facebook helps you connect and share with the Cfeate an accou nt
peoplein your life. It's quick and easy.
Birthday
PR AR

sender

Female  Male ' Custom @

Cruate o Pugn far & ealetiry, hand of Iusiness

- After authenticated with password, browser requests user to authenticate with the
security key. User plugs in VinCSS FIDO2® Touch 1 to computer, touches the logo on
VinCSS FIDO2® Touch 1 to perform two-factor authentication.

Two-factor authentication required

Insert your security key

After inserting your key, press the button or gold disk to continue.

Use a different method

Successful authentication

Remember Browser

If you save this browser, you won't have to enter a code when you log in from this browser
again.
Save Browser

® Don't Save

Continue
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3.5. Two-factor authentication with Dropbox service

- Access to Dropbox service at https://dropbox.com/, login and select Settings

Q Search Q -

H {0 =
Add photo

1.05 MB of 2 GB used
Upgrade

Settings

Install

H Sign out

- At Security, turn on the Two-step verification feature, then select Add the Security keys
feature

E+3 Personal account

- Select Begin setup to start the registration process of VinCSS FIDO2® Touch 1

Add security key

o® :'-)

A security key allows you to complete two-step verification securely and conveniently, when

legging into Dropbox. Learn more
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e — VinCSS Cyber Security Service
i : Website: https://www.vincss.net

- Enter the password to proceed with the registration

Add security key

For security, please enter your password for : (.com.

- Connect VinCSS FIDO2® Touch 1 to computer

Add security key

o@® ]-)

Start by inserting your security key into a USB port

Learn more

- Touch the yellow logo on VinCSS FIDO2® Touch 1

®

Use your security key with www.dropbox.com

Jrity Key and touch it

Choose another option
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- At this step, browser may request to read security key information, select Allow to
continue.

- Name the security key to identify the key in case user uses multiple keys for the account,
click Finish to confirm.

Add security key

°o® |[]

Key added!

You can now use your security key to complete two-step verification when you sign
into Dropbox.

If you'd like, you can also set a nickname for this security key, so that it's easier to
tell apart from any other key you have.

VinCSS FIDO2 Touch 1

- To check the login flow, access https://dropbox.com then login with username and
password

e ea—— 2.3 propbox
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- After being authenticated with the password, browser requests user to authenticate with
security key. User plugs in VinCSS FIDO2® Touch 1 to computer, touches the logo on
VinCSS FIDO2® Touch 1 to perform two-factor authentication.

Use your security key with www.dropbox.com

another option

3.6. Two-factor authentication with Twitter service

- Access https://twitter.com, login into account. Choose More > Setting and Privacy >
Security

Account
Privacy and safety

Notifications.

Content prefaranc:

General

Disslay Security

Data ussge Data and permissions
Accessitiity Display Inguage

About Twittse Country

Your Twhter data

Apps and sessions

Duactivale your sccount

- At Security section, select Two-factor authentication and check the Security Key
feature

Two-factor authentication
Two-factor authentication
Text message

Authentication app

Security key

Additional methods

Backup codes
t [

Temporary password
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- Enter the login password and select Verify to confirm the registration process

Enter your password

- Select Start to start registration

Security key

= : -
Use a physical security key to log in to twitter.com using a supported web browser. You
can either insert the key into the USB port of your computer or sync it to your mobile

device over Bluatooth or NFC,

We’ll walk you through adding the key to your Twitter account.

K o )

- Connect VinCSS FIDO2® Touch 1 to computer, then touch the yellow logo on VinCSS
FIDO2® Touch 1

@

Use your security key with twitter.com

and touch it

Cancel

You're all set

Now you can use the security key when you log in to twitter.com from a compatible web
browser.
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- To check the login flow, access https://twitter.com/ then login with username and
password

L

Log in to Twitter

- Select Choose a different two-factor authentication method

Log in with text message

Check your phone with the number ending in # for a text message, and enter the
authentication code below to log in to Twitter.

lm |

Need help? ¢

- Select Security key

, English (UK) ~

Choose a different two-factor
authentication method

You can choose from any of these methods.

+ Text message

Need help?
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- Connect VinCSS FIDO2® Touch 1 to the computer, then touch the yellow logo on
VinCSS FIDO2® Touch 1 to complete the login process

®

Use your security key with twitter.com

Cancel
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