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WHAT IS REGTECH?

RegTech:  Technology  that  he lps  bus inesses  comply  wi th  
regu lat ions  ef f ic ient ly  and inexpens ive ly.

- A u s t r a l i a n  S e c u r i t i e s  a n d  I n v e s t m e n t s  C o m m i s s i o n  ( A S I C )

-Or -

RegTech :  technology  that  seeks  to  prov ide  “n imble,  
conf igurable,  easy  to  integrate,  re l iab le,  secure  and cost -
ef fect ive”  compl iance  so lut ions

- D e l o i t t e



AUTHN IS REGTECH…RIGHT?

Nimble?

Configurable?

Easy to 

integrate?

Cost effective?Secure?

Reliable?
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OLD AUTHENTICATION - OTPS

Old strong authentication required a separate channel or device…

ONE-TIME PASSCODES
Improve security but aren’t easy enough to use

STILL 
PHISHABLE

USER 
CONFUSION

TOKEN
NECKLACE

SMS 
RELIABILITY1

1NIST SP800-63-3: “Out-of-band authentication using the [public switched telephone network] (SMS or voice) is discouraged and is being considered for removal in future editions of this guideline.”
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OLD AUTHENTICATION – SMART CARDS

INCONVENIENT 

SMART CARDS OFFER STRONG CRYTOGRAPHIC SECURITY BUT…
SMART CARDS

Offer strong cryptographic security but are:

COSTLY

Old strong authentication required a separate channel or device…

POOR BYOD SUPPORT



THE AUTHN CHALLENGE

Nimble

Configurable

Easy to 

integrate

Cost effectiveSecure

Reliable

We need authentication solutions that can meet the “RegTech” 

definition - allowing better business models and customer 

experiences to flourish - without concerns about security, privacy 

and other compliance requirements 
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AREAS OF INNOVATION + REGULATION

• eIDAS

• National IDs

• Digital 
Government

• GDPR

• Stop 81% of 
breaches 

• EHR

• Patient Access

• Doctor Access 

• Payments + 
FinTech

• PSD2

• KYC

Financial 
Services

Health 
Care

eGov/

Citizen 
Services

Privacy 
& 

Security
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Compl iance i s  dr iv ing  a  need for  better  authent icat ion



Security

Privacy Interoperability

Usability
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FIDO AS REGTECH

FIDO delivers on key priorities
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FIDO IMPACT ON POLICY

FIDO specifications offer governments newer, better options for 
strong authentication – but governments may need to update 
some policies to support the ways in which FIDO is different.

As technology evolves, 

policy needs to evolve with it.
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FIDO IMPACT ON POLICY

Governments are just starting to figure this out.

As technology evolves, 

policy needs to evolve with it.



AS TECHNOLOGY EVOLVES, 
POLICY NEEDS TO EVOLVE WITH IT

• While this statement was true of most “old” MFA 
technology, FIDO specifically addresses these cost 
and usability issues

• FIDO enables simpler, stronger authentication 
capabilities that governments, businesses and 
consumers can easily adopt at scale

1) Recognize that two-factor authentication 

no longer brings higher burdens or costs
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AS TECHNOLOGY EVOLVES, 
POLICY NEEDS TO EVOLVE WITH IT

• Recognized by the U.S. government (NIST) in 2014; again in 
2017 in SP-800-63-3

• “OMB (White House) to update guidance on remote electronic 
authentication” to remove requirements that one factor be 
separate from the device accessing the resource

• The evolution of mobile devices – in particular, hardware 
architectures that offer highly robust and isolated execution 
environments (such as TEE, SE and TPM) – has allowed these 
devices to achieve high-grade security without the need for a 
physically distinct token

2) Recognize technology is now mature enough to enable

two secure, distinct authn factors in a single device
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AS TECHNOLOGY EVOLVES, 
POLICY NEEDS TO EVOLVE WITH IT

2) Recognize technology is now mature enough to enable

two secure, distinct authn factors in a single device
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AS TECHNOLOGY EVOLVES, 
POLICY NEEDS TO EVOLVE WITH IT

• Taiwan’s Financial Supervisory Commission (FSC) in 
December 2016 changed its e-Banking Security Control 
regulations to make clear: Client-side biometrics are 
appropriate to use for e-Banking applications

• Previous version: Pointed only to server-side biometric 
match

3) As governments promote or require strong authentication, 

make sure it is the “right” authentication 
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AS TECHNOLOGY EVOLVES, 
POLICY NEEDS TO EVOLVE WITH IT

• The market is in the midst of a burst of innovation around 
authentication technology—some solutions are better than others. Don’t 
build rules focused on old authentication technology 

• Old authentication technologies impose significant costs and burdens on 
the user—which decreases adoption

• Old authentication technologies have security (i.e., phishable) and 
privacy issues—putting both users and online service providers at risk

3) As governments promote or require strong authentication, 

make sure it is the “right” authentication 



Priorities:
• Ensuring that future online products 

and services coming into use are 
“secure by default”

• Empowering consumers to “choose 
products and services that have built-
in security as a default setting.”

“[We will] invest in technologies like Trusted Platform Modules 
(TPM) and emerging industry standards such as Fast IDentity Online 
(FIDO), which do not rely on passwords for user authentication, but 
use the machine and other devices in the user’s possession to 
authenticate. 

The Government will test innovative authentication mechanisms to 
demonstrate what they can offer, both in terms of security and 
overall user experience.”

FIDO IS IMPACTING HOW GOVERNMENTS THINK 
ABOUT AUTHENTICATION
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U.S. Commission on Enhancing 
National Cybersecurity:
• Bipartisan commission established by 

the White House in 2016– charged 
with crafting recommendations for 
the next President

• Major focus on Authentication

FIDO IS IMPACTING HOW GOVERNMENTS THINK 
ABOUT AUTHENTICATION
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US COMMISSION ON ENHANCING NATIONAL 
CYBERSECURITY

“Other important work that must be undertaken to 
overcome identity authentication challenges includes the 
development of open-source standards and specifications 
like those developed by the Fast IDentity Online (FIDO) 
Alliance. FIDO specifications are focused largely on the 
mobile smartphone platform to deliver multifactor 
authentication to the masses, all based on industry 
standard public key cryptography. 

Windows 10 has deployed FIDO specifications (known as 
Windows Hello), and numerous financial institutions have 
adopted FIDO for consumer banking. Today, organizations 
complying with FIDO specifications are able to deliver 
secure authentication technology on a wide range of 
devices, including mobile phones, USB keys, and near-field 
communications (NFC) and Bluetooth low energy (BLE) 
devices and wearables. 

This work, other standards activities, and new tools that 
support continuous authentication provide a strong 
foundation for opt-in identity management for the digital 
infrastructure.”
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Security

Privacy Interoperability

Usability
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FIDO DELIVERS ON KEY PRIORITIES
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QUESTIONS?

THANK YOU!

jeremy.grant@venable.com

@jgrantindc

mailto:jeremy.grant@venable.com

