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The FIDO Authenticator Metadata Specification defines so-called "Authenticator Metadata" statements. The
metadata statements contains the "Trust Anchor" required to validate the attestation object, and they also
describe several other important characteristics of the authenticator. The metadata service described in this
document defines a baseline method for relying parties to access the latest metadata statements.

This section describes the status of this document at the time of its publication. Other documents may supersede
this document. A list of current FIDO Alliance publications and the latest revision of this technical report can be
found in the FIDO Alliance specifications index at https://www.fidoalliance.org/specifications/.

This document was published by the FIDO Alliance as a Proposed Standard Specification. If you wish to make
comments regarding this document, please Contact Us. All comments are welcome.

Implementation of certain elements of this Specification may require licenses under third party intellectual
property rights, including without limitation, patent rights. The FIDO Alliance, Inc. and its Members and any other
contributors to the Specification are not, and shall not be held, responsible in any manner for identifying or failing
to identify any or all such third party intellectual property rights.

THIS FIDO ALLIANCE SPECIFICATION IS PROVIDED “AS 1S” AND WITHOUT ANY WARRANTY OF ANY
KIND, INCLUDING, WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTY OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

1 Notation
1.1 Key Words

2 Overview
2.1 Scope
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2.2 Detailed Architecture

3 Metadata Service Details

3.1 Metadata BLOB Format

3.1.1 Metadata BLOB Payload Entry dictionary
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3.1.3 StatusReport dictionary

3.14 AuthenticatorStatus enum
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Type names, attribute names and element names are written ascode
String literals are enclosed in “”, e.g. “UAF-TLV”.
In formulas we use “|” to denote byte wise concatenation operations.

The notation base64url(byte[8..64]) reads as 8-64 bytes of data encoded in base64url, "Base 64 Encoding
with URL and Filename Safe Alphabet" [RFC4648] without padding.

Following [WebIDL-ED], dictionary members are optional unless they are explicitly marked asrequired.
WebIDL dictionary members MUST NOT have a value of null.

Unless otherwise specified, if a WebIDL dictionary member is DOMString, it MUST NOT be empty.
Unless otherwise specified, if a WebIDL dictionary member is a List, it MUST NOT be an empty list.
For definitions of terms, please refer to the FIDO Glossary[FIDOGIlossary].

All diagrams, examples, notes in this specification are non-normative.
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Note: Certain dictionary members need to be present in order to comply with FIDO requirements. Such
members are marked in the WebIDL definitions found in this document, as required. The keyword required
has been introduced by [WebIDL-ED], which is a work-in-progress. If you are using a WebIDL parser which
implements [WebIDL], then you may remove the keywordrequired from your WebIDL and use other means
to ensure those fields are present.

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [REC2119].

This section is not normative.

FIDOMetadataStatement] defines authenticator metadata statements.

These metadata statements contain the trust anchor required to verify the attestation object (more specifically
the KeyRegistrationData object), and they also describe several other important characteristics of the
authenticator, including supported authentication and registration assertion schemes, and key protection flags.

These characteristics can be used when defining policies about which authenticators are acceptable for
registration or authentication.

The metadata service described in this document defines a baseline method for relying parties to access the
latest metadata statements.

FIDO Authenticator

FIDO Server

Attestation Object

1. Verify 2. Support policy
attestation configuration
object using using Metadata
trust anchor

from Metadata

Afttestation Key

Metadata

Authenticator Vendor Metadata Service

___ Provide Metadata
as part of FIDO Certification

Figure 1 FIDO Metadata Service Architecture Overview

This document describes the FIDO Metadata Service architecture in detail and it defines the structure and
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interface to access this service. It also defines the flow of the metadata related messages and presents the
rationale behind the design choices.

The metadata BLOB file contains a list of metadata statements related to the authenticators known to the FIDO
Alliance (FIDO Authenticators).

The FIDO Server downloads the metadata BLOB file from a well-known FIDO URL and caches it locally.

The FIDO Server verifies the integrity and authenticity of this metadata BLOB file using the digital signature. It
then iterates through the individual entries and parses the metadata statements related to authenticator models
relevant to the relying party.

Individual metadata statements are included in the entry of the metadata BLOB file, and may be cached by the
FIDO Server as required.

FIDO Server

Direction of data flow

Direction of connection
1. Download & verify

Metadata BLOB from
well-known URL

T

Download
Metadata BLOB

l

Metadata Service

Authenticator Vendor

__ Provide Metadata
as part of FIDO Certification

Figure 2 FIDO Metadata Service Architecture

The single arrow indicates the direction of the network connection, the double arrow indicates the direction of
the data flow.

The metadata BLOB file is accessible at a well-known URL published by the FIDO Alliance.

The relying party decides how frequently the metadata service is accessed to check for metadata BLOB
updates.

This section is normative.
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The relying party can decide whether it wants to use the metadata service and whether or not it wants to
accept certain authenticators for registration or authentication.

The relying party could also obtain metadata directly from authenticator vendors or other trusted sources.

The metadata service makes the metadata BLOB object (see Metadata BLOB) accessible to FIDO Servers.

This object contains all metadata for each authenticator including the metadata statements defined in[EIDOM
etadataStatement]. The BLOB object contains one signature.

3.1.1. Metadata BLOB Payload Entry dictionary

Represents the MetadataBLOBPayloadEntry

dictionary MetadataBLOBPayloadEntry {

AAID aaid;

AAGUID aaguid;

DOMString[] attestationCertificateKeyIdentifiers;
required MetadataStatement metadataStatement;
BiometricStatusReport[] biometricStatusReports;

required StatusReport][] statusReports;

required DOMString timeOflLastStatusChange;

DOMString roguel istURL;

DOMString roguelistHash;

};

aaid, of type AAID
The AAID of the authenticator this metadata BLOB payload entry relates to. See[UAFProtocol] for the
definition of the AAID structure. This field MUST be set if the authenticator implements FIDO UAF.

NOTE: FIDO UAF authenticators support AAID, but they don’t support AAGUID.

aaguid, of type AAGUID
The Authenticator Attestation GUID. See[FIDOKeyAttestation] for the definition of the AAGUID structure.
This field MUST be set if the authenticator implements FIDO2.

NOTE: FIDO2 authenticators support AAGUID, but they don’t support AAID.

attestationCertificateKeyIdentifiers, of type DOMString[]
A list of the attestation certificate public key identifiers encoded as hex string. This value MUST be

calculated according to method 1 for computing the keyldentifier as defined in [REC5280] section 4.2.1.2.

e The hex string MUST NOT contain any non-hex characters (e.g. spaces).

o All hex letters MUST be lower case.

o This field MUST be set if neitheraaid nor aaguid are set. Setting this field implies that the attestation
certificate(s) are dedicated to a single authenticator model.

FIDO U2F authenticators do not support AAID nor AAGUID, but they use attestation certificates dedicated to
a single authenticator model.
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metadataStatement, of type MetadataStatement
The metadataStatement JSON object as defined in[FIDOMetadataStatement].

biometricStatusReports, of type BiometricStatusReport[]
Status of the FIDO Biometric Certification of one or more biometric components of the AuthenticatofFIDOB;

ometricsRequirements].

statusReports, of type StatusReport[]
An array of status reports applicable to this authenticator.

timeOfLastStatusChange, of type DOMString
ISO-8601 formatted date since when the status report array was set to the current value.

rogueListURL, of type DOMString
URL of a list of rogue (i.e. untrusted) individual authenticators.

rogueListHash, of type DOMString
base64url(string[1..512])

The hash value computed over the Base64url encoding of the UTF-8 representation of the JSON encoded
roguelList available at rogueListURL (with type rogueListEntry[]). The hash algorithm related to the signature
algorithm specified in the JWTHeader (see Metadata BLOB MUST be used.

This hash value MUST be present and non-empty wheneverrogueListURL is present.

This method of base64url-encoding the UTF-8 representation is also used by JWT [JWT] to avoid encoding
ambiguities.
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EXAMPLE 1
{
"no": 1234,
"nextUpdate": "2014-03-31",
"entries": [
{

"aaid": "1234#5678",
"metadataStatement": "Metadata Statement object as defined in Metadata Statement spec."

"statusReports": [

{
"status": "FIDO CERTIFIED",

"effectiveDate": "2014-01-04"

}

]I
"timeOfLastStatusChange": "2014-01-04"

"attestationCertificateKeyIdentifiers": [
"7c0903708b87115b0b422def3138c3c864e44573"

]I
"metadataStatement": "Metadata Statement object as defined in Metadata Statement spec."

"statusReports": [

{
“status": "FIDO_CERTIFIED",

"effectiveDate": "2014-01-07"

"status": "UPDATE_AVAILABLE",
"effectiveDate": "2014-02-19",
"url": "https://example.com/updatel234"
}
1,
"timeOfLastStatusChange": "2014-02-19"

}

3.1.2. BiometricStatusReport dictionary

Contains the current BiometricStatusReport of one of the authenticator’s biometric component.

dictionary BiometricStatusReport {
required unsigned short certlevel;

required DOMString modality;

DOMString effectiveDate;

DOMString certificationDescriptor;
DOMString certificateNumber;

DOMString certificationPolicyVersion;
DOMString certificationRequirementsVersion;

};

certlLevel, of type unsigned short
Achieved level of the biometric certification of this biometric component of the authenticatofFIDOBiometrics

Reguirements].

modality, of type DOMString
A single a single USER_VERIFY short form case-sensitive string name constant, representing biometric

7135


https://webidl.spec.whatwg.org/#idl-unsigned-short
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-DOMString
https://webidl.spec.whatwg.org/#idl-unsigned-short
https://webidl.spec.whatwg.org/#idl-DOMString

modality. See section "User Verification Methods" in [FIDORegistry] (e.g. "fingerprint_internal"). This value
MUST NOT be empty and this value MUST correspond to one or more entries in field
userVerificationDetails in the related Metadata Statement[FIDOMetadataStatement]. This value MUST
represent a biometric modality.

For example use USER_VERIFY_ FINGERPRINT for the fingerprint based biometric component. In this case the
related Metadata Statement must also claim fingerprint as one of the user verification methods.

effectiveDate, of type DOMString
ISO-8601 formatted date since when the certLevel achieved, if applicable. If no date is given, the status is
assumed to be effective while present.

certificationDescriptor, of type DOMString
Describes the externally visible aspects of the Biometric Certification evaluation.

For example it could state that the "biometric component is implemented OnChip - keeping biometric data
inside the chip only.".

certificateNumber, of type DOMString
The unique identifier for the issued Biometric Certification.

certificationPolicyVersion, of type DOMString
The version of the Biometric Certification Policy the implementation is Certified to, e.g. "1.0.0".

certificationRequirementsVersion, of type DOMString
The version of the Biometric Requirements [FIDOBiometricsRequirements] the implementation is certified to,
e.g."1.0.0".

3.1.3. StatusReport dictionary

Contains an AuthenticatorStatus and additional data associated with it, if any.

New StatusReport entries will be added to report known issues present in firmware updates.

The latest StatusReport entry MUST reflect the "current” status. For example, if the latest entry has status
USER VERIFICATION BYPASS, then it is recommended assuming an increased risk associated with all
authenticators of this AAID; if the latest entry has status UPDATE AVAILABLE, then the update is intended to
address at least all previous issues reported in this StatusReport dictionary.

The certification of FIDO Authenticators does NOT cover the security characteristics of multi-device keys.

dictionary StatusReport {
required AuthenticatorStatus status;

DOMString effectiveDate;

unsigned long authenticatorVersion;
DOMString batchCertificate;

DOMString certificate;

DOMString url;

DOMString certificationDescriptor;
DOMString certificateNumber;
DOMString certificationPolicyVersion;
DOMString[] certificationProfiles;
DOMString certificationRequirementsVersion;
DOMString sunsetDate;

unsigned long fipsRevision;

unsigned long fipsPhysicalSecuritylevel;

};
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status, of type AuthenticatorStatus
Status of the authenticator. Additional fields MAY be set depending on this value.

effectiveDate, of type DOMString
ISO-8601 formatted date since when the status code was set, if applicable. If no date is given, the status is
assumed to be effective while present.

authenticatorVersion, of type unsigned long
The authenticatorVersion (firmware version) that this status report relates to. In the case of
FIDO_CERTIFIED* status values, the status applies to higher authenticatorVersions until there is a new
statusReport.

For example, if the status would be USER_VERIFICATION_BYPASS, the authenticatorVersion indicates the
vulnerable firmware version of the authenticator. Similarly, if the status would be UPDATE_AVAILABLE, the
authenticatorVersion indicates the updated firmware version that is available now. If the status would be
SELF_ASSERTION_SUBMITTED, the authenticatorVersion indicates the firmware version that the self
assertion was based on.

The firmware version of the authenticator providing the attestation can be found in the attestation certificate in
extension id-fido-gen-ce-fw-version (OID 1.3.6.1.4.1.45724.1.1.5).

batchCertificate, of type DOMString
Base64-encoded [RFC4648] (not base64url!) DER [ITU-X690-2008] PKIX certificate value related to the

current status, if applicable.

As an example, this could be an Batch Attestation Certificate (see[FIDOMetadataStatement]) related to a set
of compromised authenticators (USER_KEY_REMOTE_COMPROMISE).

certificate, of type DOMString
Base64-encoded [RFC4648] (not base64url!) DER [ITU-X690-2008] PKIX certificate value related to the

current status, if applicable. This field will typically not be present if field batchCertificate is present.

As an example, this could be an Attestation Root Certificate (see[FIDOMetadataStatement]) related to a set
of compromised authenticators (ATTESTATION_KEY_COMPROMISE).

url, of type DOMString
HTTPS URL where additional information may be found related to the current status, if applicable.

For example a link to a web page describing an available firmware update in the case of status
UPDATE_AVAILABLE, or a link to a description of an identified issue in the case of status
USER VERIFICATION_ BYPASS.

certificationDescriptor, of type DOMString
Describes the externally visible aspects of the Authenticator Certification evaluation.

For example it could state that the authenticator is a "SecurityKey based on a CC EAL 5 certified chip
hardware".

certificateNumber, of type DOMString
The unique identifier for the issued Certification.

certificationPolicyVersion, of type DOMString
The version of the Authenticator Certification Policy the implementation is Certified to, e.g. "1.0.0".

certificationProfiles, of type DOMString[]
array of strings. Each entry represents a supported certification profile. The supported profiles are defined in

the active version of the Authenticator Certification Policy document. At the time of writing this specification,
the supported profiles are: "consumer" and "enterprise".
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certificationRequirementsVersion, of type DOMString
The Document Version of the Authenticator Security Requirements (DV)[FIDOAuthenticatorSecurityRequire
ments] the implementation is certified to, e.g. "1.2.0".

sunsetDate, of type DOMString
ISO-8601 formatted date since when the status wil expire, if applicable. If no date is given, the status is

assumed to not have a scheduled expiry.

fipsRevision, of type unsigned long
The revision number of the FIPS 140 specification, e.g. "3" in the case of FIPS 140-3. This entry MUST be

present if and only if the status entry is one of FIPS140_CERTIFIED_L*.

fipsPhysicalSecurityLevel, of type unsigned long
In the case the status represents a FIPS certification, this field contains the "physical security level" of the

FIPS certification. This entry MUST be present if and only if the status entry is one of
FIPS140_CERTIFIED_L*. It MUST reflect the physical security level which might deviate from the overall
level.

3.1.4. AuthenticatorStatus enum

This enumeration describes the status of an authenticator model as identified by its AAID/AAGUID or
attestationCertificateKeyldentifiers and potentially some additional information (such as a specific attestation
key).

enum AuthenticatorStatus {
"NOT_FIDO_ CERTIFIED",
"FIDO_CERTIFIED",
"USER_VERIFICATION_BYPASS",
"ATTESTATION_KEY_COMPROMISE",
"USER_KEY_REMOTE_COMPROMISE",
"USER_KEY_PHYSICAL_COMPROMISE",
"UPDATE_AVAILABLE",
"RETIRED",
"REVOKED",
"SELF_ASSERTION_SUBMITTED",
"FIDO_CERTIFIED L1",
"FIDO_CERTIFIED L1lplus",
"FIDO_CERTIFIED L2",
"FIDO_CERTIFIED_ L2plus"”,
"FIDO_CERTIFIED L3",
"FIDO_CERTIFIED_ L3plus",
"FIPS140 CERTIFIED L1",
"FIPS140_CERTIFIED L2",
"FIPS140 CERTIFIED_ L3",
"FIPS140_CERTIFIED L4"

3.1.4.1. Certification Related Statuses

The certification of FIDO Authenticators does NOT cover the security characteristics of multi-device keys.

NOT_FIDO_CERTIFIED
This authenticator is not FIDO certified.
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Applicable StatusReport fields are:

« effectiveDate - When status was achieved
» authenticatorVersion - The minimum applicable authenticator version.

o url - To the authenticator page or additional information about the authenticator

SELF_ASSERTION_SUBMITTED
The authenticator vendor has completed and submitted the self-certification checklist to the FIDO Alliance. If

this completed checklist is publicly available, the URL will be specified in url.

Applicable StatusReport fields are:

» effectiveDate - Date of incident being reported

¢ authenticatorVersion - New authenticator version that is

FIDO_CERTIFIED
This authenticator has passed FIDO functional certification. This certification scheme is phased out and will

be replaced by FIDO_CERTIFIED_L1.

Applicable StatusReport fields are:

« effectiveDate - When certification was issued

« authenticatorVersion - The minimum version of the certified solution

o certificationDescriptor - Authenticator Description. l.e. "Munikey 7¢ Black Edition"
o certificateNumber - FIDO Alliance Certificate Number

« certificationPolicyVersion - Authenticator Certification Policy

« certificationProfiles - list of supported certification profiles

« certificationRequirementsVersion - Security Requirements Version

o url - URL to the certificate, or the news article about achievement of the certification.
These fields are applicable to any of the FIDO_CERTIFIED_*.

FIDO_CERTIFIED_L1
The authenticator has passed FIDO Authenticator certification at level 1. This level is the more strict

successor of FIDO_CERTIFIED.

FIDO_CERTIFIED_L1plus
The authenticator has passed FIDO Authenticator certification at level 1+. This level is the more than level 1.

FIDO_CERTIFIED_L2
The authenticator has passed FIDO Authenticator certification at level 2. This level is more strict than level
1+.

FIDO_CERTIFIED_L2plus
The authenticator has passed FIDO Authenticator certification at level 2+. This level is more strict than level

2.

FIDO_CERTIFIED_L3
The authenticator has passed FIDO Authenticator certification at level 3. This level is more strict than level

2+.

FIDO_CERTIFIED_L3plus
The authenticator has passed FIDO Authenticator certification at level 3+. This level is more strict than level

3.

FIPS140_CERTIFIED L1
The authenticator has passed FIPS 140 certification at overall level 1.
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Applicable StatusReport fields are:

o certificateNumber - certificate number as given in the FIPS certificate

o url - URL to the FIPS certificate (e.g. https://csrc.nist.gov/projects/cryptographic-module-validation-
program/certificate/[nn])

o sunsetDate - the sunset data as given in the FIPS certificate
o fipsPhysicalSecurityLevel - the level of the physical security according to the FIPS certificate
These fields are applicable to any of the FIPS140_CERTIFIED_*.
FIPS140_CERTIFIED_ L2

The authenticator has passed FIPS 140 certification at overall level 2.

FIPS140_CERTIFIED L3
The authenticator has passed FIPS 140 certification at overall level 3.

FIPS140_CERTIFIED_L4
The authenticator has passed FIPS 140 certification at overall level 4.

RETIRED
The authenticator vendor has decided to retire the product, that this authenticator should not be accepted

any longer. For example if a prototype version of the authenticator was added to FIDO MDS and has now
been superseded by the final product, the entry for the prototype might be set to "retired".

Applicable StatusReport fields are:

« effectiveDate - Date of retirement

o url - URL to the news/corporate article explaining the reason for retirement

REVOKED
The FIDO Alliance has determined that this authenticator should not be trusted for any reason. For example

if it is known to be a fraudulent product or contain a deliberate backdoor. Relying parties SHOULD reject any
future registration of this authenticator model.

Applicable StatusReport fields are:

« effectiveDate - Date of incident being reported
« authenticatorVersion - New authenticator version that is

o url - URL to the news/corporate article explaining the reason for revocation

3.1.4.2. Security Notification Statuses
USER_VERIFICATION_BYPASS

Indicates that malware is able to bypass the user verification. This means that the authenticator could be
used without the user’s consent and potentially even without the user’s knowledge.

Applicable StatusReport fields are:

effectiveDate - Date of incident being reported
o authenticatorVersion - Minimum affected authenticator version

« batchCertificate - Base64 DER-encoded PKIX certificate identifying the compromised batch attestation
certificate related to the affected authenticators.

« certificate - Base64 DER-encoded PKIX certificate. Might not be present if batchCertificate is present.
identifying the attestation root certificate related to the affected authenticators.

o url - URL to the news/corporate article explaining the incident
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ATTESTATION_KEY_COMPROMISE
Indicates that an attestation key for this authenticator is known to be compromised. The relying party

SHOULD check the certificate field and use it to identify the compromised authenticator batch. If neither the
batchCertificate nor the certificate field are set, the relying party should reject all new registrations of the
compromised authenticator. The Authenticator manufacturer should set the date to the date when
compromise has occurred.

Applicable StatusReport fields are:

« effectiveDate - Date of incident being reported
« authenticatorVersion - Minimum affected authenticator version

o batchCertificate - Base64 DER-encoded PKIX certificate identifying the compromised batch attestation
certificate related to the affected authenticators.

« certificate - Base64 DER-encoded PKIX certificate. Might not be present if batchCertificate is present.
identifying the attestation root certificate related to the affected authenticators.

« url - URL to the news/corporate article explaining the incident

USER_KEY_REMOTE_COMPROMISE
This authenticator has identified weaknesses that allow registered keys to be compromised and should not
be trusted. This would include both, e.g. weak entropy that causes predictable keys to be generated or side
channels that allow keys or signatures to be forged, guessed or extracted.

Applicable StatusReport fields are:

effectiveDate - Date of incident being reported
« authenticatorVersion - Minimum affected authenticator version

o batchCertificate - Base64 DER-encoded PKIX certificate identifying the compromised batch attestation
certificate related to the affected authenticators.

« certificate - Base64 DER-encoded PKIX certificate. Might not be present if batchCertificate is present.
identifying the attestation root certificate related to the affected authenticators.

o url - URL to the news/corporate article explaining the incident

USER_KEY_PHYSICAL_COMPROMISE
This authenticator has known weaknesses in its key protection mechanism(s) that allow user keys to be

extracted by an adversary in physical possession of the device.

Applicable StatusReport fields are:

» effectiveDate - Date of incident being reported
« authenticatorVersion - Minimum affected authenticator version

« batchCertificate - Base64 DER-encoded PKIX certificate identifying the compromised batch attestation
certificate related to the affected authenticators.

« certificate - Base64 DER-encoded PKIX certificate. Might not be present if batchCertificate is present.
identifying the attestation root certificate related to the affected authenticators.

o url - URL to the news/corporate article explaining the incident

3.1.4.3. Info Statuses

UPDATE_AVAILABLE
A software or firmware update is available for the device. The Authenticator manufacturer should set the url

to the URL where users can obtain an update and the date the update was published. When this status code
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is used, then the field authenticatorVersion in the authenticator Metadata Statement [FIDOMetadataStateme
nt] MUST be updated, if the update fixes severe security issues, e.g. the ones reported by preceding
StatusReport entries with status code USER_VERIFICATION_BYPASS,
ATTESTATION_KEY_COMPROMISE, USER_KEY_REMOTE_COMPROMISE,
USER_KEY_PHYSICAL_COMPROMISE, REVOKED. The Relying party MUST reject the Metadata
Statement if the authenticatorVersion has not increased

Applicable StatusReport fields are:

» effectiveDate - Date of incident being reported

« authenticatorVersion - New authenticator version that is available. MUST match authenticatorVersion in
the metadata statement.

o url - URL to the page with the update info

Relying parties might want to inform users about available firmware updates.

More values might be added in the future. FIDO Servers MUST silently ignore all unknown AuthenticatorStatus
values.

3.1.5. RogueListEntry dictionary

Contains a list of individual authenticators known to be rogue.
New RoguelListEntry entries will be added to report new individual authenticators known to be rogue.

Old RogueListEntry entries will be removed if the individual authenticator is known to not be rogue any
longer.

dictionary RogueListEntry {
required DOMString sk;
required DOMString date;
1

sk, of type DOMString
Base64url encoding of the rogue authenticator’s secret key (sk value, see[FIDOEcdaaAlgorithm], section

ECDAA Attestation).
In order to revoke an individual authenticator, its secret key (sk) must be known.

date, of type DOMString
ISO-8601 formatted date since when this entry is effective.

EXAMPLE: ROGUELISTENTRY[] EXAMPLE
[
{ "sk": "MO-oagbelSSayzXaDUhh9LMKeT4Ziolbgn6W8kDaUfM",
"date": "2016-06-07"},
{ "sk": "k96Npt4jIIq7NNoNSGHOswp5PhU6jVuyf5jyYNtxrNQ",
"date": "2016-06-09"},

3.1.6. Metadata BLOB Payload dictionary:

Represents the MetadataBLOBPayload
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dictionary MetadataBLOBPayload {

DOMString legalHeader;
required Number no;
required DOMString nextUpdate;

required MetadataBLOBPayloadEntry[] entries;

};

legalHeader, of type DOMString
The legalHeader, which MUST be in each BLOB, is an indication of the acceptance of the relevant legal
agreement for using the MDS. The FIDO Alliance’s Blob will contain this legal header: "legalHeader":
"Retrieval and use of this BLOB indicates acceptance of the appropriate agreement located at
https://fidoalliance.org/metadata/metadata-legal-terms/"

no, of type Number
The serial number of this Metadata BLOB Payload. This serial number MUST be incremented whenever the
contents of the BLOB changes. Serial numbers MUST be consecutive and strictly monotonic, i.e. the
successor BLOB will have a no value exactly incremented by one.

nextUpdate, of type DOMString
ISO-8601 formatted date when the next update will be provided at latest.

NOTE: The FIDO operational approach to publishing the FIDO Metadata has changed. Guidance on
the download frequency and download approach is given in section Metadata BLOB Processing Rules.
The use of the "nextUpdate" field is discouraged and the field will be removed in the future. FIDO servers
should ensure this field is not required by their code.

entries, of type MetadataBLOBPayloadEntry[]
List of zero or more MetadataBLOBPayloadEntry objects.

NOTE: The "issued at" claim (iat) is included in the JWT header according to [REC7519].

3.1.7. Metadata BLOB

The metadata BLOB is a JSON Web Token (see[JWT] and [JWS]). It consists of three elements:

o The base64url encoding, without padding, of the UTF-8 encoded JWT Header (see example below),

 the base64url encoding, without padding, of the UTF-8 encoded Metadata BLOB Payload (see example at
the beginning of section Metadata BLOB Format>),

« and the base64url-encoded, also without padding, JWS Signature[JWS] computed over the to-be-signed
payload using the Metadata BLOB signing key, i.e.tbsPayload = EncodedJWTHeader | "." |
EncodedMetadataBLOBPayload

All three elements of the BLOB are concatenated by a period (".")MetadataBLOB = EncodedJWTHeader | "."
EncodedMetadataBLOBPayload | "." | EncodedJWSSignature

The hash algorithm related to the signing algorithm specified in the JWT Header (e.g. SHA256 in the case of
"ES256") MUST also be used to compute the hash of the metadata statements (see section Metadata BLOB

Payload Entry Dictionary).

The JWT Header SHALL include the "iat" ("issued at") claim as specified ifRFC7519].

3.1.7.1. Examples

This section is not normative.

FYAMPI E- FNCNNEN METANATA RINR
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L/AMI L s LINGUULY HIL i AVAT N ULUD

ewoJImx1Z2FsSGVhZGVyIjogIlJ1ldHIpZXZhbCBhbmQgdXN1IGI9mIHRoaXMgQkxPQiBpbmRpY2F0ZXMg
YWNjZXBOYW5jZSBvZiB0aGUgYXBwcmOwcmlhdGUgYWdyZWVtZW50IGxvY2FOZWQgYXQgaHROCHM6LY9m
aWRvYWxsaWFuY2Uub3InL211dGFkYXRhL211dGFKYXRhLWx1Z2FsLXRlcmlzLyIsCgkibm8i0iAxXNSwK
CSJuzXhOVXBkYXR1IjogIjIwMjAtMDMtMzAiLAoJImVudHIpZXMi0iBbewoJCQkiYWFpZCI6ICIXMjMO
IzU2NzgilLAoJCQkibWVOYWRhdGFTAGFOZW11bnQi0iB7CgkJCQkibGVnYWXIZWFkZXIi0iAiaHROCHM6
Ly9maWRvYWxsaWFuY2Uub3JInL211dGFkYXRhL211dGFKYXRhLXNOYXR1bWVudC1lsZWdhbCloZWFkKZXIv
TiwKCQkJICSIKZXNjcmlwdGlvbiI6ICIGSURPIEFsbGlhbmN1IFNhbXBsZSBVQUYgQXV0OaGVudGljYXRv
CciIsCgkJCQkiYWFpZCI6ICIXMjMOIzU2NzgilLAoJCQkIImFsdGVybmFOaXZ1RGVzY3JIpcHRpb25zIjog
ew0JCQkJCSIydS1SVSI6ICLQNI9GAOLjQvNC10YAgVUFGINCWOYPRgtC10L3RgtC40YTQUNC6OLDRgtC-
0YDQsCDQvtGCIEZIRE8gQWxsaWFuY2UiLAoJCQkICSImcilGUiI6ICIFeGVtcGxLIFVBRiBhdXRoZW50
aWNhdG9yIGR1IEZIRE8gQWxsaWFuY2UiCgkJCQL9LA0ICQkIImF1dGh1lbnRpY2FOb3IWZXJzaW9uIjog
MiwKCQkJCSIwcm90b2NVbEZhbW1seSI6ICI1YWYiLA0oJCQkIINNjaGVtYSI6IDMsCgkJCQkidXB2Ijog
W3sKCQkJCQkIIm1lham9yIjogMSwKCQkICQkIIm1pbm9yIjogMAoJCQkICX0sCgkICQkJewoICQkICQki
bWFgb3Ii0iAxLA0JCQkICQkibWlub3Ii0iAxCgkJCQkIfQoICQkIXSwWKCQkICSIhdXRoZW50aWNhdGlv
bkFsZ29yaXRobXMi0iBbInN1Y3AyNTZyMVI1Y2RzYV9zaGEYNTZfcmF3I10sCgkJCQkicHVibG1ljS2V5
QWXxnQW5KRW5 jb2RpbmdzIjogWyJ1Y2NfeDk2M19yYXciXSwKCQkJCSIhdHR1c3RhdGlvb1lR5¢cGVzIjog
WyJiYXNpY19mdWxsI10sCgkJCQkidXNlclZlcmlmaWNhdGlvbkR1dGFpbHMi0iBbCgkJCQkIW3sKCQkJ
CQkJIInVzZXIWZXIpZmljYXRpb25NZXRob2Qi0iAiZmluz2VycHIpbnRfawW50ZXJuYWwil AoJCQkJICQki
YmFEZXNjIjogewo]CQkJCQkIInN1bGZBdHR1c3R1ZEZBUiI6IDAUMDAWMDISsCgkJCQkICQkibWF4UmVO
cmllcyI6IDUsCgkICQkICQkiYmxvY2tTbG93Z2G93biI6IDMwLA0ICQkICQkIIm1heFR1bXBsYXR1lcyI6
IDUKCQkJICQkITQoJCQkICX1dCgkICQLdLA0ICQkIImtleVBYyb3R1Y3Rpb24i0iBbImhhcmR3YXJ1Iiwg
InR1ZSJdLA0JICQkIImlzS2V5UmVzdHIpY3R1ZCI6IHRydWUsCgkJCQkibWFOY2h1lc1Byb3R1Y3Rpb24i
0iBbInR1ZSJdLA0JCQkIImNyeXBOb1NOcmVuzZ3RoIjogMTI4LA0JCQkIImMFOAGFjaGllbnRIaW50Ij0g
WyJpbnRlcm5hbCIdLA0JCQkIINRjRGLlzcGxheSI6IFsiYW55IiwgInR1ZSIdLA0ICQkIINRjRGLzcGxh
eUNvbnR1bnRUeXB1IjogImltYWdlL3BuZyIsCgkJCQkidGNEaXNwbGF5UE5HQ2hhcmFjdGVyaXNOaWNz
IjogW3sKCQkJICQkid21kdGgi0iAzMjAsCgkJCQkIImhlaWdodCI6IDQ4MCwKCQkICQkiYmLORGVwdGgi
0iAxNiwKCQkJCQkiY29sb3JUeXB1IjogMiwKCQkICQkiY29tcHI1c3Npb24i0iAwLA0JICQkICSImaWx0
ZXIi0iAwLA0JCQkJICSIpbnR1lcmxhY2Ui0iAwCgkJCQ19XSwKCQkICSIhdHR1c3RhdGlvb1Ivb3RDZXJ0
aWZpY2F0ZXMi0iBbCgkJCQkJIIk1ISUNQVENDQWVPZOF3SUJBZO1KQU91ZXh2VTNPeTI3TUFVRONDcUdT
TTQ5QkFNQO1Ic3hJREF1QmdOVkIBTU1GMU50Y1hCclpTQkIkSFIsYzNSaGRHbHZiaUJTYjI5SME1SWXdAG
QV1EV1FRSORBMUdTVVJIQSUVGc2IHbGhibU5sTVIFdOR3WURWUVFMREFoV1FVWWAWRMRITERFU®1CQUAB
MVVFQnd3S1VHRNNieUJCYkhSdk1Rc3dDUV1EV1IFRSURBSKRRVEVMTUF rROExVUVCaE1DV1ZNdOhoYO5N
VFF3TmpFNE1UTXpNek15V2hj TkSERXhNVEF6TVRNek16TX1XakI3TVNBdOhnWURWUVFEREJKVF1XMXd1
R1VNUVhSMFpYTjBZWFJIwYjIOZ1Vt0OXZKREVXTUJRROEXVUVDZ3d0OUmtsRVR5QkJiR3hwWVclalpURVIN
QThHQTFVRUN3dO1WVUZHSUZSWFJ5d3hFakFRQmdOVkJIBY®1DVkJoYkc4Z1FXeDBiekVMTUF rROExVUVD
QXdDUTBFeEN6QUpCZO5WQkFZVEFsV1IRNRmt3RXdZSEtvWk1l6ajBDQVFZSUtvWkl6ajBEQVFjRFFnQUVI
0Gh2MkQwSFhhNTkvQmlwUTdSWmVoTCOGTUd6RmMQXxUUINO0XZBVXBPWjNham51UTkOUFI3YU16SDMzb1VT
QnI4ZkhZRHIxTOJiNThweEdxSEpSeVgvNk5RTUUOdOhRWURWUjBPQkJZRUZQbOhBMONMaHhGYkMwSXQ3
ekU0dzhoazVFSi9NQjhHQTFVZE13UVINQMFBR1BVSEEZzQ0x0eEZi1QzBJdDd6RTR30Gh rNUVKLO1Bd0dB
MVVKRXdRRk1BTUJBZjh3Q2dZSUtvWk1l6ajBFQXdIJRFNBQXdSUUTloQUowNlFTWHQ5aWhJYkVLWUtJanNQ
a3JpVmRMSWAOZnNiRFNINOVyYSmZ6cjRBaUJIxb11DWmYwK3pINTVhUWVBSGpJekE5WGO2M3JydUF4Qlo5
cHM5e3jJYTmxRPTO0iCgkJCQldLA0JCQkIImljb241i0iAiZGFOYTppbWFNZS9wbmc7YmFzZTYOLGLWQKIS
dzBLR2dvQUFBQU5TVWhFVWdBQUFFOEFBQUF2Q0FZQUFBQ213SmZjQUFBQUFYTLNSME1BcnMOYZzZRQUFB
QVJuUVUxQkFBQ3hqd3Y4WVFVQUFBQUpjRWhaY3dBQURzTUFBQTAEQWNkdnFHUUFBQWFoU1VSQlZHaEQ3
WnI1lYnhSbEdANZj1LelRCOEFNL11FaEUyVzdwUVp3jVOtLQmNsU3BIQVRsSRUxBUkU3a0@5FQONBMOZrVOsw
QOtLUONGSXNLQmMNNVKNEVOdORVNkQV1pZHdnZ2dKQm1lSaUloRmMvNHd50Dg4NHp10U5kbG5HVGZaS1Ay
bjNuTysrODg5MzNmdmVCQng rUHFDekp rVFV2QmIMbXBVRFd2Q1RIbXBjQ1Nad LhMQ2RYOVIWNVNrMT 11
YjVhdGY10TImRysvZXIBNTQxcTQ3YVAXTEXWYTLTSXIWTLVpOE1p0GQla®dUc2kzME5GdjdhaTluN1Fa
UE13YmR5czJ1clUyWE1XVWR50CtaY2F0bUdpbUU4eVhOM1IVZDNhMThuRjBmVWxvdlorMENUeldwZDJIW
aitlT20xYkV5eTZEeDRpNXBVTUAXdmVVNTA2cTIyN2ROAVACSXVmZnI2bldwVjBGUE5MaG93MTc1MUSt
Mj FMd1BIM3JWdFdqZno2NkxmcWw4dFg3R1JIs0V1GU1hzbVNzZWI5Y2VPR2JZazdNTL1VjR1BnOFpzYk1l
0XImUVVhYVYvSk1YOXNxZHpEQIN2cDBrwkhtVFpn0Xg3YkxIYQ1uVGhiMTZ1SittVmZRcTh5YVVaUU5SH
NjRpWForMC9rcTZ1T1pGTzBRAGFOZFALZ1huUTE50UJqOTFSNU9IRM5 rNTRqTjBtalVpcWxPM1hEVyYtN
bCs50G1LQjZOVzdyV3BaY1BjKzB6ZzROTHIZbFVjODZFNmVHRGpITXViVnBjdXN1YXImZO1ZR1IrNmJy
aFpWci9KYOh6b29MNzUIMGp Ll ZEXFeGIwV2NBcGKyW1VxaHU3Skx2c1ZzUVU4MXp rek9QZWVtTVIZd1Z1
UXNYN1BiaURRWTVKd1lpvbmZ0SysxV1k4SD11dHg1MzBoMG9iK2ptUllxajZvdWFZdkV1lblcvV2xZanA4
Y3diTw020DJOUHdXxVzFSNHRqLzJITSDEzSVIKWWwObW9ad LhwaVNXRHI3ZFhOUUh4YS9QSzMvKOIXcOsx
ZFRnSHU2VjhoUUozYndGa3dwRnIVT1E1IMHMxcjNsZXZtOHpaY3ExNytCQmF3NOs4bEVLNXF6alllYXJr
OUE4cDdQMOd6RES rbmQzRFFvdys2VUM4U1Z00DIpdXYzOGLtNO50YVhOVjFDVNE2Umd3NHBrc21iZGkz
YnUyRGU3WWZhQkJ4Y3FmdnFQc1VgR1FOVFEyMmxmZFVWV1Q20HJUSktGNURuU21VamdkcWcObVNTOXBt
C2ZES1IzRzZUbOgwaVc5YVY3TFAMSF1YS2xsVEROMEXUQXRrWUlhYW1wMVFqVnY rkK3V5R1V4VmRKMERO

V1hTbStiMXFSeHBsODRkZGZYMUxwMUBvZDY5dHNvZDB2czVoR3J10Xh10G8rZnBMUjFjR2h0OVEQ2Wj U3
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Qz1LTVdYZWZKZE9a0TRiYj lvcWQxUk9uUzdxSVRUekhpbUlxaXZiTzNnMERKVn1lrM1dRQmhCenRLMzVZ
SO5kT25j0E8zYWNTNMmZEWkZnS2FYTHNFSnA1cmRybG1CcXA40WNKY3MvbTdUdnMwcmtqR2Z0ONGIwalBv
Wm4zVUp1SU9ybTloyMn1QMWZtd1V4KO81Z1INXZWIWMWO re IN1IWUSWaHE3VFdiRG1IMVnZsanBsTGxvcDZD
TFhQKzJIXxdHZHTEIMLZzF2awW1JU2RNQmd6U29GWn11INTRxZCtgenhnc1BhVj1CQ3F1ZS90allrNnY2bEs5
Y3dpVWMVU1ROZj FIRHBNM2I10TI5N2gzVGh4NW96SzY5SExwWVd1QXdhcVM1Y3YyNnE3Y2Vi0GVmV1lh
UmVQM21GVTh6ajFrbIN3WLhITW1uQ2pZME9INYWxVN1IVRZINDTTNXUVFyMkgvWEZQN3NzWHgONV1sOTFC
eWVDZXA0bW9ab0g rMWZHM3hENHRUN3g4a3d5ajhud2I5ZXYyN1YwQjZkKzdINHpLdnVkQUg1MzdGanF5
ek9IZEpuSEV1emlYcS9XanhPYnZ0TWI2N250eXdzZWDJhVnNXdEM4KzQ4YUX1YXBFN3A1d@taaTBBMkFR
UlY1bnZSNEUrdUpjK2I2MWtBcHFIbnhCZ21kLzRWNVFQL210MThIREM3¢c1JIZnRtZXU1bGloVjBybi9B
TFgyMzJicWQOQkZuRHg3VmkxY1dTMnVmZjBJYKION3FleHhtVWo5UXVOWWp1cGQzdFLENMFiVOICTXJo
K2FwTmJPS3J0RjErdWdDYTRyaVhHZndNUFBOVmMmLhdmhVM1INTOFBbnVVYi9SMDAMMH1PU2VPYWRFODhB
cHNYRKkdmZ jMweW50bEpnTTUXxQ1U2dk45RXpnbnB2SEJGVX1pVnIhZVBpd®o1MORGNVpUWM5vbUV0Zzgl
a05VZDJIvSmkyV3ByNE9tbWtmT jR4ANHPpIZmIWRMM4ARHY4TnplaE5xT21kaWxHdKE2REd1ZVp3Tzc4QUFR
bjZjaUVrNitydzVWY3ZqdnFORF1QT29JVXdhS1NocnhBdVhMbGtINGFZdUdmTV1EYzEwVOY1VGEZzMWhQ
Sk9mY1VoclUvSmxJITmk2YzZ1lbFJIZZEJwbzYrK1lmang2MWxHTmZSbTRNRDVyYSjFqMOZvROhuakRTQk5h
cl1lVZ01MeUlzektwYjdOWHBvSGZQczhoM1dwMUXx6TmZ0azUOGWHhDMXdER1VEWXpYWWVmaDZ6L2NLdFZt
NEVCeGE5V1FHRHpZcjNMclVNUmpIRUtrazd6YUZLWVFBMmhHUVUxeis4NU5GV3BYRHIrejN2eDEwR3F4
UTZCemVOYm9CazVu0GsObmViUmgrazFoV2Z4VEYwRDFFeVdVczVuditkZ1FxS2F4enVDZEUwaXNIbDAy
TLE4YWgwbVhyMTIMYTNtMGY5d21r0St3TE5UTVkvODZNUG84eWkzMU9meGLUNIBXb3FHOStEWNV riwW5h
NTZtUlpONVdXU3k1cVZBMXI3VX1KcVhBbG56a21haSOnSFNEN1J rVH1paGO9nQUFBQUIKUTU1RXJI rSmdn
Zz09IgoJCQL9LA0ICQkic3RhdHVzUmVwb3J0cyI6IFt7CgkIJCQkic3RhdHVZzIjogIkZIRE9TQOVSVELG
SUVEIiwKCQkJCSJI1ZmZ1Y3RpdmVEYXR1IjogIjIwMTQtMDEtMDQiCgkJCX1dLA0JCQkidGltZUImTGFz
dFNOYXR1cONoYW5nZSI6ICIyMDEOLTAXLTAOIgoJCX0sCgkJewoICQkiYWFndWlkIjogIjAxMzIKMTEw
LWImMNGUtNDIwWOCIhNDAZLWFiNGY1ZjEyZWZINSIsCgkJCSItZXRhZGFOYVNOYXR1bWVudCI6IHSKCQkJ
CSJIsZWdhbEh1YWR1ciI6ICJodHRwczovL2ZpZGO9hbGxpYW5]ZS5vemcvbWVOYWRhdGEVbWVOYWRhAGEL
c3RhdGVtZW50LWx1Z2FsLWh1YWR1ci8iLA0oJCQkIImR1c2NyaXBOawW9uIjogIkZIRE8gQWxsaWFuY2Ug
U2FtcGx1IEZIRESYIEF1dGhlbnRpY2FOb3IiLA0JCQkIIMFhZ3VpZCI6ICIWMTMYZDEXMC1iZjR1LTQy
MDgtYTQwMy1hY jRmNWYXMmVmZTUiLA0JCQkIImFsdGVybmFOaXZ1RGVzY3JpcHRpb25zIjogewoJCQk]
CSJydS1SVSI6ICLQN9GAOLjQvNC10YAgRKLETZIgOLDRgIGCOLXQvAGCOLjRhNC4OLrQsNGCOL7RgNCw
INC-OYIgRKLETYBBbGxpYW5jZSIsCgkIJCQkIImZyLUZSIjogIkV4ZWIlwbGUgRKLIETzIgYXV0OaGVudGlj
YXRvciBkZSBGSURPIEFsbGlhbmN1IiwKCQkJCQkiemgtQ04i0iAi5L6G6IeqRkLETYBBbGXxpYWS5]jZeea
hOekuuS-1i0ZJRE8y6Lqr5Lu96amX6K235ZmoIgolCQkI fSwKCQkICSIwcm90b2NVvbEZhbWlseSI6ICIm
aWRvMiIsCgkJCQkic2NoZW1hI jogMywKCQkJCSIhdXRoZW50aWNhdG9yVmVyc21lvbiI6IDUsCgkICQki
dXB2IjogW3sKCQkICQkibWFgb3Ii0iAxLA0JCQkICSItaW5vciI6IDAKCQkICX1dLA0JCQKIImF1dGhl
bnRpY2F0aW9uQWxnb3JpdGhtcyI6IFsic2VjcDIINnIxX2VjZHNhX3NoYTIIN19yYXciLCAicnNhc3Nh
X3BrY3N2MTVfc2hhMju2X3JhdyJdLAoJCQkIInB1YmxpYOtleUFsZOFuZEVuY29kaW5ncyI6IFsiY29z
ZSJdLA0JCQkIImFOdGVzdGFOaW9uVHIwZXMi0iBbImIhc21jX2Z1bGwiXSwKCQkICSI1c2VyVmVyaWZp
Y2F0aW9uRGVOYWlscyI6IFsKCQkICQlbewoJCQkICQkidXNlclZlcmimaWNhdGlvbk11ldGhvZCI6ICIu
b251Ig0oJCQkICX1dLA0ICQkICVt7CgkICQkICSI1c2VyVmVyaWZpY2FOaW9uTWVOaG9kIjogInByZXN1
bmN1X21udGVybmFsIgoJCQkICX1dLA0oJCQkICVt7CgkICQkICSI1c2VyVmVyaWZpY2FQawW9uTwWVOaG9k
IjogInBhc3Njb2R1X2V4dGVybmFsIiwKCQkIJCQkIImMNhRGVzYyI6IHSKCQkIJCQkIJCSIiYXNLIjogMTAs
CgkJCQkICQkibWluTGVuZ3RoIjogNA0JCQkICQL9CgkICQkIFVOsCgkICQkIW3sKCQkICQkICSI1c2Vy
VmVyaWZpY2F0awW9uTWV0aG9kIjogInBhc3Njb2R1X2V4dGVybmFsIiwKCQkJCQkICSIjYURLc2Mi0iB7
CgkJCQkICQkIImIhc2Ui0iAxMCwKCQkICQkICQkibWluTGVuZ3RoIjogNA0JCQkICQkIFQoICQkICQL9
LA0JCQkJICQL7CgkICQkICQkidXNlclZlcmimaWNhdGlvbk11ldGhvZCI6ICIwemVzZW5jZV9pbnR1lcm5h
bCIKCQkICQkITQoICQkICVOKCQkICVOsCgkICQkia2V5UHIvdAGVjdGlvbiI6IFsiaGFyZHdhcmUiLCAL
c2VjdXI1X2VsZW1lbnQiXSwKCQkJICSJItYXRjaGVyUHIvdGVjdGlvbiI6IFsib25fY2hpcCIdLA0ICQkJ
ImNyeXBOb1INOcmVuZ3RoIjogMTI4LA0JCQkIIMFOAGFjaGllbnRIaW50IjogWyJleHRlcm5hbCISICI3
aXJ1ZCIsICJ3axJ1lbGVzcyIsICIJuZmMiXSwKCQkICSIJOYORpc3BsYXki0iBbXSwKCQkJCSIhdHR1c3Rh
dGlvblJvb3RDZXJ0aWZpY2FOZXMi0iBbCgkJCQkIIk1ISUNQVENDQWVPZOF3SUIBZO1KQUI1ZXh2VTNP
e€TJ3TUFVRONDcUdTTTQ5QkFNQO1Ic3hIJREF1QmdOVkIBTU1GMU50Y1hCclpTQkIKSFIsYzNSaGRHbHZ1
aUJTYj I5ME1SWXdGQVLEVIFRSORBMUATVVIQSUVGC2IHbGhibU5sTVIFdOR3WURWUVFMREFoV1FVWWdW
RmMRITERFU®1CQUABMVVFQnd3STVHRNNieUJCYkhSdk1Rc3dDUV1EVIFRSURBSKRRVEVMTUF rROEXVUVC
aE1DV1ZNdehoYO5NVFF3TmpFNE1IUTXpNek15V2hj Tk5ERXhNVEF6 TVRNek16TX1XakI3TVNBdOhnWURW
UVFEREJKVFIXMXdiR1VnUVhSMFpYTjBZWFJIwYjI0Z1VtOXZKREVXTUJRROEXVUVDZ3dOUmtsRVR5QkJ i
R3hwWVc1alpURVINQThHQTFVRUN3dOLWVUZHSUZSWFI5d3hFakFRQmdOVkIBYO1DVkJoYkc4Z1FXeDBi
ekVMTUF rROExVUVDQXdDUTBFeEN6QUpCZO5WQkFZVEFsVIRNRmt3RXdZSEtvWk16ajBDQVFZSUtvWk16
ajBEQVFjRFFnQUVIOGh2MkQwSFhhNTkvQmlwUTdSWmVoTCOGTUd6RMQxUUIN0XZBVXBPWjNham51UTkO
UFI3YU16SDMzb1lVTQnI4ZkhZRHIXTOJiNThweEdxSEpSeVgvNk5RTUUOdOhRWURWUjBPQkJIZRUZQbONB
MONMaHhGYkMwSXQ3ekUOdzhoazVFSi9NQjhHQTFVZET3UVINQmFBR1BVSEEZzQOx0eEZiQzBJdDd6RTR3
0GhrNUVKLO1Bd0dBMVVKRXdRRk1BTUJIBZjh3Q2dZSUtvWkl6ajBFQXdJRFNBQXdSUUloQUowNTFTWHQ5
aWhJYkVLWUtJanNQa3JpVmRMSWAOZnNiRFN1INOVySmZ6cjRBaUIxb11DWmYwK3pINTVhUWVBSGpJekES
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WG02M3JydUF4Qlo5cHM5ejIYTmxRPTO1CgkJCQLdLA0ICQKkIImljb2410iAiZGFOYTppbWFnZS9wbmc7
YmFzZTYOLGIWQk9SdzBLR2dvQUFBQU5TVWhFVWdBQUFFOEFBQUF2QOFZQUFBQ213SmZjQUFBQUFYTLNS
ME1BcnMOYzZRQUFBQVJuUVUxQkFBQ3hqd3Y4WVFVQUFBQUpjRWhaY3dBQURzTUFBQTAdEQWNkdnFHUUFB
QWFoU1VSQlZHaEQ3WnI1lYnhSbEdNZj1LelRCOEFNL11FaEUyVzdwUVpjVetLQmNsU3BIQVRsRUxBUkU3
a05FQONBMOZrvVOswQOtLUONGSXNLQmMNNVKNEVOdORVNkQV1pZHdnZ2dKQm1SaUloRmMvNHd50Dg4NHp1
0U5kbG5HVGZaST1AybjNuTys roDg5MzNmdmVCQngrUHFDekprVFV2QmIMbXBVRFd2Q1RJIbXBjQ1NadlhM
Q2RYOVIWNVNrMT1iYjVhdGY10TlmRysvZXIBNTQxcTQ3YVAXTEXWYTLTSXIWT1VpOE1p0GQla0dUc2kz
ME5GdjdhaTluN1FaUE13YmR5czJ1clUyWE1xVWR50CtaY2F0bUdpbUU4eVhOM1IVZDNhMThuRjBmVWxv
dlorMENUeldwZDIWait1T20xYkV5eTZEeDRpNXBVTUdXdmVVNTA2cTIyN2ROdAVdCSXVmZnI2b1ldwVjBG
UE5MaG93MTc1MU5tMj FMd1BIM3JIWdFdgZno2NkxmcWw4dFg3R1JIs0V1GU1hzbVNzZWI5Y2VPR2JZazdN
TLVjR1BnOFpzYk110XImUVVhYVYVvSk1YOXNXxZHpEQ1IN2cDBriwkhtVFpn0OXg3YkxIYO1uVGhiMTZ1Sitt
VmZRcTh5YVVaUU5SHNjRpWForMCOrcTZ1T1pGTzBRAGFOZFALZ1huUTE50UJqOTFSNU9JIRm5 rNTRgTjBt
alVpcWxPM1hEVytNbCs50G1LQjZ0VzdyV3BaY1BjKzB6ZzROTHIZbFVjODZFNmVHRGpJITXViVnBjdXNl
YXImZO1ZR1IrNmJyaFpWci9KYOh6b29MNzUIMGp LZEXFeGOwV2NBcGkyWlVxaHU3Skx2c1ZzUVU4MXpr
ek9QZWVtTVIZd1Z1UXNYN1BiaURRWTVKdlpvbmZOSysxV1k4SD11dHg1MzBoMG9iK2ptUllxajZvdWFZ
dkV1lblcvV2xZanA4Y3diTW020DJOUHdAxVzFSNHRgLzJITSDEZzSVIKWWwObW9adlhwaVNXRHI3ZFhoUUh4
YS9QSzMvK0IXcOsxZFRnSHU2VjhOUUozYndGa3dwRnIVT1EIMHMXxcjNsZXZt0HpaY3ExNytCQmF3NOs4
bEVLNXF6al1l11YXJrOUE4cDdQMOd6RES rbmQzRFFvdys2VUM4U1Z00DIpdXYzOGLtNO50YVhOV]FDVNE2
Umd3NHBrc21iZGkzYnUyRGU3WWZhQkJ4Y3FmdnFQc1VgRTFOVFEYyMmxmZFVWV1Q20HJUSKtGNURuU21V
amdkcWcObVNTOXBtc2ZES1IzRzZUbOgwaVc5YVY3TFAMSF1YS2xsVEROMEXUQXRrWUlhYW1wMVFQVnY r
K3V5R1V4VmRKMEROV1hTbStiMXFSeHBsODRkZGZYMUxwMU8vZDY5dHNvZDB2czVoR3J10Xh10G8rZnBM
UjFjR2hOVEQ2WjU3Qz1LTVdYZWZKZE9a0TR1iYj lvcWQxUk9uUzdxSVRUekhpbUlxaXZiTzNnMERkVnlr
M1dRQmhCenRLMzVZS05kT25j0E8ZYWNTNMZEWkZnS2FYTHNFSnA1cmRybG1CcXA40WNKY3MvbTdUdnMw
cmtqR2ZONGIwalBvWm4zVUp1lSU9ybloyMn1QMWZtd1V4KO81Z1NXZWIWMWO re INIWUS5WaHE3VFdiRG1M
VnZsanBsTGxvcDZDTFhQKzIxdHZHTEIMLzF2aW1JU2RNQmd6U29GWnT1INTRxZCtgenhnclBhVj 1CQ3F1
Z590allrNnY2bEs5Y3dpVWMvU1R0Zj FIRHBNM2I10TI5N29zVGh4NW96SzY5SExwWVd1QXdhcVM1Y3Yy
NnE3Y2Vi0GVmV11hUmVQM21GVTh6ajFrbIN3WlhITW1uQ2pZME9nYWxVN1VRZINDTTNXUVFyMkgvWEZQ
N3NzWHgONV1sOTFCeWVDZXAObW9ab0Og rMWZHM3hENHRUN3g4a3d5ajhud2I5ZXYyN1YwQjZkKzdINHpL
dnVkQUg1MzdGanF5ek9IZEpuSEV1emlYcS9XanhPYnZ0TWJI2N250eXdzWDJIhVnNXdEM4KzQ4YUx 1YXBF
N3A1dOtaaTBBMKFRUlY1bnZSNEUrdUpjK2I2MWtBcHFIbnhCZ21kLzRWNVFQL21OMThIREM3c1JIZnRt
ZXU1bG1loVjBybi9BTFgyMzJicWQOQkZuRHg3VmkxY1dTMnVmZjBJYKION3FleHhtVWo5UXVOWWp1lcGQz
dFLENmFiVOJCTXJoK2FwTmJPS3J0RjErdWwdDYTRyaVhHZndNUFBOVmlhdmhVM1INTOFBbnVVYi9SMDdAM
MH1PU2VPYWRFODhBCcHNYRkdmZjMweW50bEpnTTUxQ1U2dk45RXpnbnB2SEJGYX1pVnJhZVBpdOo1MORG
NVpUWm5vbUV0Zzg1a05VZDIvSmkyV3ByNE9tbWtmTjRANHPpIZmIWRMM4RHY4TnplaE5xT21kaWxHdKE?2
REd1ZVp3Tzc4QUFRbjZjaUVrNitydzVWY3ZqdnFORF1QT293VXdhS1NocnhBdVhMbGtINGFZdUdmTV1E
YZEwVOY1VGEzMWhQSk9mY1VoclUvSmxJTmk2YzZ1bFJZZEJwbzY rK1lmang2MWxHTmZSbTRNRDVyYSjFq
MO0ZvROhuakRTQk5hc11VZ01MeUlzektwYjdOWHBvVSGZQczhoM1dwMUXx6TmZ0azUOWHhDMXAERIVtWXpY
WWVmaDZ6L2NLdFZtNEVCeGE5V1FHRHpZcjNMclVNUmpIRUt razd6YUZLWVFBMmhHUVUxeis4NU5GV3BY
RHIrejN2eDEwWR3F4UTZCemV0Ym9CazVu0GsObmViUmgrazFoV2Z4VEYwWRDFFeVdVczVuditkZ1FxS2F4
enVDZEUwaXNIbDAyT1E4YWgwbVhyMTIMYTNtMGY5d21r0St3TESUTVkvODZNUG84eWkzMU9meG1UNBX
b3FHOStEWNVrWW5hNTZtU1pONVdXU3k1cVZBMXI3VX1KcVhBbG56a21haS9nSFNEN1J rVH1paG9nQUFB
QUIKUTU1RXJIrSmdnZz09IiwKCQkJICSIzdXBwb3J0ZWRFeHR1bnNpb2521jogW3sKCQkICQkIImlkIjog
ImhtYWMtc2VjcmVOIiwKCQkICQkIImZhaWxfaWzZfdwW5rbm93biI6IGZhbHN1CgkJCQkIfSwWKCQkICQLl7
CgkJCQkJICSIpZCI6ICIjcmVKUHIVAGYjdCIsCgkIJCQkICSImYWLsX21mX3Vua25vd24i0iBmYWxzZQoJ
CQkJCXOKCQkJICVOsCgkJCQkiYXVOaGYudGljYXRvckdldE1uZzm8i0iB7CgkJCQkIInZlcnNpb25zIjog
WyJVMKZfVjIiLCAiRKTET18yXzAiXSwKCQkICQkiZXh0ZW5zaW9ucyI6IFsiY3J1ZFByb3R1Y3QiLCAL
aGlhYy1zZWNyZXQiXSwKCQkJCQkiYWFndW1kIjogIjAxMzIKMTEwWYmYOZTQyMDhhNDAZYWIOZ]jVmMTJI1l
ZmU1IiwKCQkJICQkib3B0aW9ucyI6IHsKCQkICQkIInBsYXQi0iAiZmFsc2UiLAoJCQkJCQkicmsiOiAi
dHJ1ZSIsCgkJCQkJICSIjbGl1bnRQaW4i0iAidHI1ZSIsCgkJCQkICSI1cCIGICIOCNVIIiwkKCQkICQk]
InV2IjogInRydWUilLA0oJCQkICQkidXZUb2t1lbiI6ICImYWxzZSIsCgkJCQkICSIjb25maWci0iAiZmFs
c2UiCgkJICQkIfSwKCQkICQkibWF4TXNNU216ZSI6IDEYMDAsCgkJCQkIInBpb1V2QXVeaFByb3RvY29s
cyI6IFsxXSwKCQkICQkibWF4Q331ZGYudGlhbENvAW50SW5MaXNOIjogMTYsCgkJCQkIImlheENyZWR1
bnRpYWxJZEx1bmd0aCI6IDEyOCwKCQkIJCQkidHIhbnNwb3JOcyI6IFsidXNiIiwgIm5mYyJdLAoJCQkJ
CSJhbGdvcm10aG1zIjogW3sKCQkICQkICSI0eXB1lIjogInBlYmxpYylrZXkilLAoJCQkICQkIImFsZyI6
ICO3CgkICQkICXOsCgkICQkICXsKCQkICQkICSI0eXB1IjogInB1lYmxpYylrZXkiLAoJCQkJICQkIImFs
ZyI6ICOYNTcKCQkICQkIfQoJCQkICVOsCgkICQkIImlheEF1dGhlbnRpY2FOb3IDb25maWdMZW5ndGgi
0iAXMDIOLA0JCQkICSIkZWZhdWx0Q3J1ZFByb3R1Y3Qi0iAyLA0JCQkICSImaXJtd2FyzZVZlcnNpb24i
0iA1CgkJCQ19CgkICX0sCgkICSIzdGFOAXNSZXBvcnRzIjogW3sKCQkICQkic3RhdHVzIjogIkZIREIf
QOVSVELGSUVEIiwKCQkJICQkiZWZmZWNOaXZ1RGFOZSI6GICIYMDESLTAXLTAOIgoJCQkI fSWKCQkICXsK
CQkJCQkic3RhdHVzIjogIkZIRE9TfQOVSVELGSUVEXOwxIiwKCQkICQkiZWZmZWNOaXZ1RGFOZSIGICIy
MDIWLTEXLTE5IiwKCQkJCQkiY2VydGlmaWNhdGlvbkR1c2NyaXBOb3Ii0iAiRk1ETyBBbGXxpYW5]jZSBT
YW1lwbGUgRK1ETzIgQXV0aGVudGljYXRvciIsCgkJCQkIJImMN1cnRpZmljYXR1TnVtYmVyIjogIkZIRE8y
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MHTAWFID LWIHTUXEF ] LXFIDAXLLIWALUKJLUKLTZVYUU LHIAWNITUULVD LDVDU L JEVZLUIINPDZ4LULALMD4WL JEL
LA0JCQkJICSIjZXI0aWZpY2F0aWuUmVxdWlyZW1lbnRzVmVyc21lvbiI6ICIXLjAuMSIKCQkICXOKCQk]
XSwKCQkJIInRpbWVPZkxhc3RTdGFOdXNDaGFuZ2Ui0iAiMjAx0SOwWMSOWNCIKCQ19CgldCnO

EXAMPLE: JWT HEADER
{

"alg": "ES256",

"typ": "JIWT",

"iat": 1743490805,

"x5¢": [
"MIICZTCCAgugAwIBAgIBATAKBggqghkjOPQQDAjCBozENMCUGA1IUEAwweRVhBTVBM
RSBNRFMzIFRFU1QgSU5URVINRURIQVRFMSIwIAYJKoZIhvcNAQkBFhNleGFtcGxl
QGV4YW1wbGUuY29tMRQWEgYDVQQKDAtFeGFtcGxLIE9SRZEQMA4GA1UECwwHRXhh
bXBsZTELMAkGA1UEBhMCVVMxCzAJBgNVBAgMAK1ZMRIWEAYDVQQHDALXYWt1Zm11
bGQwHhcNMj EWNDESMTEZNTA3WhcNMzEwWNDE3MTEzNTA3W]j CBpTEpMCcGALUEAwWwWg
RVhBTVBMRSBNRFMzIFNJRO5JTkcgQOVSVELGSUNBVEUXI jAgBgkghkiGOwOBCQEW
E2V4YW1wbGVAZXhhbXBsZS5jb20xFDASBgNVBAoMCOV4YW1wbGUgT1IHMRAWDQYD
VQQLDAdFeGFtcGx1MQswCQYDVQQGEwIVUzELMAKGATIUECAWCTVKxEjAQBgNVBACM
CVdha2VmaWVsZDBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABNQIs6wTqixc+S+V
DAajF1PNat10KEWJE5jcWOvm6qp09SDAAMZvb4HHrvs+P5YRpHrSTUPdvK+uEQbd
Wg31P9ujLDAgMAKGA1UdEWQCMAAWHQYDVROOBBYEFLgsapcXV4ZoVHANRpPZwQe7
Yy20MAoGCCqGSM49BAMCAOgAMEUCIQC67za8ETIuyRiKgNDXIP1slaLl r3jzHOWVXF
Hx4bJ+zCsgIgG/tVBut0JUU+vvoHIo/otAUACH5bNHP3uIziDS+PTUc=",
"MITEHzCCAgegAwIBAgIBAjANBgkghkiG9wOBAQsFADCBmzEfMBOGA1UEAWWWRVhB
TVBMRSBNRFMzIFRFU1QgUK9PVDEiMCAGCSqGSIb3DQEJARYTZXhhbXBsZUBleGFt
cGxLLmNvbTEUMBIGA1UECgwLRXhhbXBsZSBPUkcxEDAOBgNVBAsMBOV4YW1wbGUx
CzAJBgNVBAYTALVTMQswCQYDVQQIDAINWTESMBAGAIUEBwWwWIV2F rZWZpZWxkMB4X
DTIXMDQxOTExMzUwN1oXDTQ4MDkwNDExMzUwN1lowgaMxJzA1BgNVBAMMHkYYQU1Q
TEUgTURTMyBURVNUIETOVEVSTUVESUFURTEiIMCAGCSqGSIb3DQEJARYTZXhhbXBs
ZUBleGFtcGx1LmNvbTEUMBIGA1IUECgwLRXhhbXBsZSBPUkcxEDAOBgNVBAsMBOV4
YW1lwbGUxCzAJBgNVBAYTALVTMQswCQYDVQQIDAINWTESMBAGALIUEBwwIV2F rZWZp
ZWxKMFKwEWYHK0ZIzj0OCAQYIKoZIzjODAQcDQgAENGUmMBbYNFQNTjP1RSfc70hsh
gbiIlZtpwQ5n6XRLA/WqOPSCfL15qQ+r7d1lcK1d3r3vLa+vm6G6vKHGCPEeUzgMv
MCOwWDAYDVROTBAUwAWEB/zAdBgNVHQ4EFgQUNk6F4RINGGVFe+0/chZwf rZd7ZUw;jVfj24CeEX5dnfvSr+SVvN5Q
BOuZ05M4 rmyZXyqBmOzK3fR+1E0/ZpInuwLC7X+W82zX1nMkplI3Q+Ixd7jfQ15S
YNE2K6rvRITO1wOP9ZqyDF7knGKpR1p70gxd37bD/VUbWpQ7gIAfsINH5KBLowH]
FFjw"

In order to produce the tbsPayload, we first need the base64url-encoded (without padding) JWT Header:
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EXAMPLE: ENCODED JWT HEADER
ewOKICALiYWxnIjogIKkVTMjU2IiwNCiAgInR5cCI6GICIKV1QiLAOKICAiaWFOIjogMTcOMzQ5MDgwNSwWN
CiAgInglYyI6IFsNCiAgICAiTULJIQ1pUQONBZ3VnQXdJIQkFnSUJBVEFLQmdncWhrak9QUVFEQWpDQm96
RW5NQ1VHQTFVRUF3d2VSVmhCVFZCTQOKICAgGIFITQk5SRk16SUZSRTIUXUWATVTVVULZKT1IVUKpRV1IG
TVNJdO1BWUpLb1lpJaHZjTkFRa0JGaE5sZUdGAdGNHeGwNCiAgICBRR1YOWVcxd2JHVXVZM] 1OTVIRAOVN
WURWUVFLREFORMVHRNRjR3hsSUU5U1J6RVFNQTRHQTFVRUN3dOhSWGhoDQogICAgYlhCc1pURUXNQWtH
QTFVRUJoTUNWVk14Q3pBSkInT1ZCQWANQWsxWk1SSXdFQVLEV1IFRSERBbFhZV3RsWm1sbAOKICAgIGIH
UXdIaGNOTWpFdO5ERTVNVEV6T1IRBM1doYO5NekV3TkRFMO1URXpOVEEZzV2pDQnBURXBNQ2NHQTFVRUF3
d2cNCiAgICBSVmhCVFZCTVITQk5SRk16SUZOST1IwNUpUa2NnUTBWU1ZFbEdTVU5CVkVVeElqQWdCZ2tx
aGtpRz13MEJIDUUVXDQogICAgGRTIWNFLXMXdiR1ZBWlhoaGJYQnNaUzVqYjIweEZEQVNCZO5WQKFvTUMw
VjRZVzF3YkdVZ1QxSkhNUkF3RGAZRAGKICAGIFZRUUXEQWRGZUdGAGNHeGXNUXN3Q1FZRFZRUUdFdOpW
VXpFTE1BaOdBMVVFQOF3Q1RWa3hFakFRQmdOVkIBYOONCiAgICBDVmRoYTIWbWFXVnNaREJaTUINROI5
cUdTTTQ5QWdFRONDcUdTTTQ5QXdFSEEWSUFCT1FKczZ3VHFpeGMrUytWDQogICAgREFhakZsUE5hdDEw
SOVXSkU1amNXT3ZtNnFwTzLTREFBTVp2YjRISHI2cytQNV1ScEhyU2xVUGR2Syt1RVFiZAOKICAgIFdn
MzFQOXVqTERBcU1Ba0dBMVVKRXdRQO1BQXdIUVIEV1IwTOICWUVGTHFzYXBjWFYOWmOWSEFuUnBQWndR
ZTcNCiAgICBZeTIWTUFVRONDcUATTTQ5QkFNQOEWZOFNRVVDSVFDNjd6YThFSXV5UmLLZO5EWE LQMXMX
YUxyM2p6SD1XV1hmDQogICAgSHg0OYkorekNzZ01nRy90VkI1dE9KVVUrdnZvSElvL290QVVBYOglYk5I
UDN1SXppRFMrUFRVYzO1iLAOKICAgQICINSULFSHpDQOFNZWdBdO1CQWdIQkFqQU5CZ2txaGtpRz13MEIB
UXNGQURDQmM16RWZNQjBHQTFVRUF3d1dSVmhCDQogICAgVFZCTVITQk5SRk16SUZSR1UxUWdVaz LQVKRF
aU1DQUAdDU3FHUGTiMORRRUpBULLUWLhoaGJlYQnNaVUIsZUdGAAOKICAgIGNHeGxMbU52Y1RFVU1CSUdB
MVVFQ2d3TFJYaGhiWEJzZWINCUFVrY3hFREFPQmdOVkIBcO1CMFYOWVcxd2JHVXgNCiAgICBDekFKQmdO
VKkJIBWVRBbFZUTVFzdONRWURWUVFIREFKTLdURVNNQKFHQTFVRUJI3d0pWMkZyWldacFpXeGtNQjRYDQog
ICAgRFRIeE1EUXhPVEV4TXpVdO4xb1lhEVFEOTURrd05ERXhNelV3T]jFvd2dhTXhKekFsQmdOVkIBTU1I
alZZUVUxUQOKICAQIFRFVWAUVVIUTXLCVVIWTLVIRWXPVKVWU1RVVKVTVUZVULRFaU1DQUADU3FHUOl1
MORRRUpBU11UWlhoaGJYQnNMNCiAgICBaVUJsZUdGdGNHeGxMbU52Y1RFVU1CSUdBMVVFQ2d3TFJYaGhi
WEJzWINCUFVrY3hFREFPQmdOVkIBcO1CMFYODQogICAgWVcxd2IHVXhDekFKQmdOVKIBWVRBbFZUTVFz
dONRWURWUVFJIREFKTTdURVNNQkFHQTFVRUJI3d0pWMkZyWldacAOKICAGIFpXeGtNRmt3RXdZSEtvWk16
ajBDQVFZSUtvWk16ajBEQVFjRFFnQUVOR3VtQmJIZbkZRb1RqUDFSU2ZjNzBoc2gNCiAgICBnYmLIMVpO
CHdRNW42eFJIMQS9XcTBQUONMTGw1cVErcjdkbGNLMWQzcjN2TGErdm02RzZ2SOhHQ1BFZVV6cU12DQog
ICAgTUMwdORBWURWUjBUQKFVdOF3RUIvekFkQmdOVKhRNEVGZ1FVTms2RjRSSm5HR1ZGZSswL2NiWndm
clpkN1pVdwOKICAgIERRWUpLb1pJaHZj TkFRRUXCUUFEZ2dJQkFDbnAXZmO@wRktsV21VdFRwbEx1WWc3
bXBzNHhQLONPdThkbmIzOHUNCiAgICAXbk1EVnVPVDQrQlphal05QUd6MzEzROQyMmhqTEdybVB1WwW44
NndHTOtIMOhPckVwcOdkTW1meTdOVG1LWCI1DQogICAgTS91UZNGRURYWm5FODIQbjVvRk15Q1QvZihz
R3VYeU9zR1pxV0I2VmMRCSUTEbGRDcEQObXhNUVpaT1pOVHIsdgOKICAgIDNXdkIJRTUMVZHNPYO94ZTNR
S1h2VehpN1FiL1JodWFpcDNyUG13TWY rNEpwbkpPKOpNUHFBYVUXYOFIOEhWCc2YNCiAgICBYTEFNbOtz
MTQ4ajIrY3ZicGFXbXNUNXJJIbOgvZXpWc1BhRyINT21J3Z3E30XcvZWZ1dINpNUFYOEora@RvTFNFDQog
ICAgZjNkNXdPZ2tKWUFXVXFjUnhYVEVFdEtJekRNNmh6YUJRRm1BV3ZUbj 1IbFZXZ250UWFtU1h2SCt0O
eGFUR] 1pRQOKICAGIGXxIeFVmMNUTOWUZWY21DcHpOU335ZGVIdi9PQO5SZjcvTFZyaWNNU2xvOFJoK08z
eVA5VisydU5mM1g4c1FKTnQNCiAgICB1ZnJIRTmFXcTE4d21YbGLUTHVMU24wMi9nK21raE1lVaU5LZ1RP
SnB2Q2pLZUNuQ0ZjeFFVMi9YVDNLaDNHOGAEDQogICAgSndzTzZFV1JqTVVKADRBWUt6ZS90RVVDdOY1
NU1GMmOzakhJbON10GpWZmoyNENTRVg1ZG5md INyK1INWdk41UQOKICAgGIEIwdVowNUOOCcm15WLlh5cUJt
MHpLM2ZSK21FMC9acEludXdMQzdYK1c4MnpYbG5Na3BsSTNRKOp4ZDdqZ1EXNVMNCiAgICBZTkUySzZy
d1JJVDAXxdzBQOVpxeURGN2tuROtwUmxwNO9xeGQzN2JEL1ZVY1ldwUTdnSUFmcOpOSDVLQkxvd®hKDQog
ICAgRkZqVyINCiAgXQOKTQ

then we have to append a period (".") and the base64url encoding of theEncodedMetadataBLOBPayload (taken
from the example in section Metadata BLOB Format):

EXAMPLE: TBSPAYLOAD

ewOKICAiYWxnIjogIkVTMjU2IiwNCiAgInR5cCI6ICIKV1QiLAOKICAiaWFOIjogMTcOMzQ5MDgwNSwN
CiAgInglYyI6IFsSNCiAgICAiTU1JQ1lpUQONBZ3VnQXdJQkFnSUJBVEFLQmdncWhrak9QUVFEQWpDQmM96
RW5NQ1VHQTFVRUF3d2VSVmhCVFZCTQOKICAgIFITQk5SRk16SUZSRIUXUWATVTVVUTZKTLIVUkpRV1IG
TVNJdO1BWUpLb1lpJaHZjTkFRa0JGaE5sZUdGdGNHeGwNCiAgICBRR1YOWVcxd2JHVXVZM] 1OTVIRAOVN
WURWUVFLREFORmMVHRNRjR3hsSUU5U1J6RVFNQTRHQTFVRUN3d0hSWGhoDQogICAgYlhCclpURUXNQWtH
QTFVRUJoTUNWVk14Q3pBSkInT1ZCQWdNQWsxWk1SSXdFQVLEV1FRSERBbFhZV3RsWm1sbAOKICAgIGIH
UXdIaGNOTWpFdO5ERTVNVEV6TLRBM1doYO5NekV3TKkRFMO1URXpOVEEZzV2pDQnBURXBNQ2NHQTFVRUF3
d2cNCiAgICBSVmhCVFZCTVITQk5SRk16SUZ0S1IwNUpUa2NnUTBWU1ZFbEdTVUS5CVkVVeElqQWdCZ2tx
aGtpRz13MEJDUUVXDQogICAgRTIWNF1XMXdiR1ZBWlhoaGJYQnNaUzVqYjIweEZEQVNCZO5WQkFvTUMw
VjRZVzF3YkdVZ1QxSkhNUKkF3RGAZRAOKICAgIFZRUUXEQWRGZUdGAGNHeGXNUXN3Q1FZRFZRUUdFdOpW
VXpFTE1BaOdBMVVFQOF3Q1RWa3hFakFRQmdOVkIBYOONCiAgICBDVmRoYTIWbWFXVnNaREJaTUINROIS
cUdTTTQ5QWdFRONDcUdTTTQ5QXdFSEEWSUFCT1FKczZ3VHFpeGMrUytWDQogICAgREFhakZsUE5hdDEw

CNAVIVC LT AmMIVTD74+NAC,TS1T TDEEDTVAIVADTCUTID) ~u+NANV/T C AC A ANIICDAC+T1DVIES 7AQAVTOAATEA W
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DQUVAISRULAIHINATOLZLNIITWIZULUINECIDIVPZT JALOMNJZULY LUNV LOLLCIYUZAVUUNZODY LLAVI LZAUNLLAY LT UL

MzFQOXVqTERBcU1Ba0dBMVVKRXdRQO1BQXdIUVIEV1IwWTOICWUVGTHFzYXBjWFYOWmIWSEFuUnBQWndR
ZTcNCiAgICBZeTIwWTUFVRONDcUATTTQ5QkFNQOEWZOFNRVVDSVFDNjd6YThFSXV5UmLLZO5SEWE LQMXMxX
YUxyM2p6SD1XV1hmDQogICAgSHgOYkorekNzZ01nRy90VkI1dE9KVVUrdnZvSElvL290QVVBYOglYk5I
UDN1SXppRFMrUFRVYz0iLAOKICAgICINSULFSHpDQOFNnZWdBdO1CQWdIQkFqQU5CZ2txaGtpRz13MEIB
UXNGQURDQmM16RWZNQjBHQTFVRUF3d1dSVmhCDQogICAgVFZCTVITQk5SRk16SUZSR1UXxUWdVaz LQVKRF
aU1DQUADU3FHUGTiMORRRUpBUTl1UWlhoaGJYQnNaVUJsZUdGdAOKICAgIGNHeGxMbU52Y1RFVU1CSUdB
MVVFQ2d3TFJYaGhiWEJzZWINCUFVrY3hFREFPQmdOVkIBcO1CMFYOWVcxd2JHVXgNCiAgICBDekFKQmdO
VkJIBWVRBbFZUTVFzdONRWURWUVFJIREFKTLdURVNNQkFHQTFVRUJ3d0pWMkZyWldacFpXeGtNQjRYDQog
ICAgRFRIeE1EUXhPVEVATXpVdO4xb1hEVFEOTURrd05ERXhNelV3T]jFvd2dhTXhKekFsQmdOVkIBTU1I
alZZUVUxUQOKICAgIFRFVWAUVVIUTXLCVVIWTLVIRWxPVKVWU1RVVKVTVUZVU1RFaU1DQUdDU3FHUO 11
MORRRUpBU11UWlhoaGJYQnNMNCiAgICBaVUJsZUdGdGNHeGxMbU52Y1RFVU1CSUdBMVVFQ2d3TFJYaGhi
WEJzWINCUFVrY3hFREFPQmdOVkJIBcO1CMFYODQogICAgWVcxd2JHVXhDekFKQmdOVkIBWVRBbFZUTVFz
dONRWURWUVFJIREFKTLdURVNNQkFHQTFVRUJI3d0OpWMkZyWldacAOKICAGIFpXeGtNRmt3RXdZSEtvWk16
ajBDQVFZSUtvWk16ajBEQVFjRFFNQUVOR3VtQmJIZbkZRb1RqUDFSU2ZjNzBoc2gNCiAgICBNnYmLIMVpO
cHdRNW42eFJIMQS9XcTBQUONMTGw1cVErcjdkbGNLMWQzcjN2TGErdm02RzZ2S0hHQ1BFZVV6cU12DQog
ICAgTUMwdORBWURWUjBUQKFVdOF3RUIvekFkQmdOVKhRNEVGZ1FVTms2RjRSSm5HR1ZGZSswL2NiWndm
clpkN1pVdwOKICAgIERRWUpLb1pJaHZj TkFRRUXCUUFEZ2dJQkFDbnAXZmO@wRktsV21VdFRwbEx1WWc3
bXBzNHhQLONPdThkbmIzOHUNCiAgICAXbk1EVnVPVDQrQlphal05QUd6MzEzROQyMmhqTEdybVB1WwW44
NndHTOtIMOhPckVwcOdkTW1meTdOVG1LWCI1DQogICAgTS91UZNGRURYWm5FODIQbjVvRk15Q1QvZihz
R3VYeU9zR1pxV0I2VmMRCSUTEbGRDcEQObXhNUVpaT1lpOVHIsdgOKICAgIDNXdkIJRTUMVZHNPYO94ZTNR
S1h2VehpN1FiL1JodWFpcDNyUG13TWY rNEpwbkpPKOpNUHFBYVUXYOFIOEhWCc2YNCiAgICBYTEFNbOtz
MTQ4ajIrY3ZicGFXbXNUNXJJIbOgvZXpWc1BhRyONT213Z3E30XcvZWZ1dINpNUFYOEora@RvTFNFDQog
ICAgZjNkNXdPZ2tKWUFXVXFjUnhYVEVFdEtJekRNNmh6YUJRRm1BV3ZUbj 1IbFZXZ250UWFtU1h2SCt0O
eGFUR] 1pRQOKICAGIGXIeFVMNUTOWUZWY21DcHpOU335ZGVIdi9PQO5SZjcvTFZyaWNNU2xvOFJoK08z
eVA5VisydU5mM1g4c1FKTnQNCiAgICB1ZnIRTmFxcTE4d21YbGLUTHVMU24wMi9nK21raE1lVaU5LZ1RP
SnB2Q2pLZUNuQ0ZjeFFVMi9YVDNLaDNHOGAEDQogICAgSndzTzZFV1JIqTVVKADRBWUt6ZS90RVVDdOY1
NUTGMmOzakhJbON10GpWZmoyNENTRVg1ZG5md INyK1NWdk41UQOKICAgIEIwdVowNUOOCcm15WLlh5cUJt
MHpLM2ZSK21FMC9acEludXdMQzdYK1c4MnpYbG5Na3BsSTNRKOp4ZDdqZ1EXNVMNCiAgICBZTkUySzZy
d1JJIVDAxdzBQOVpxeURGN2tuROtwUmxwNO9xeGQzN2JEL1ZVY1ldwUTdnSUFmcOpOSDVLQkxvd@hKDQog
ICAgRkZqVyINCiAgXQOKfQ.eyJsZWdhbEh1YWR1ciI6I1IldHIpZXZhbCBhbmQgdXN1IG9mIHRoaXMgQ
kxPQiBpbmRpY2FOZXMgYWN]jZXBOYW5]ZSBvZiB0aGUgYXBwcmOwcmlhdGUgYWdyZWVtZW50IGxvY2F0Z
WQgYXQgaHROcHM6LYy9maWRvYWxsaWFuY2Uub3InL211dGFKYXRhL211dGFKYXRhLWx1Z2FsLXRlcmlzL
yIsIm5vIjoxNSwibmV4dFVwZGFOZSI6I]jIwMjAtMDMtMzAiLCI1bnRyaWVzIjpbeyJhYWLkIjoiMTIzN
CM1INj c4IiwibWVOYWRhAGFTAGFOZW11bnQiOnsibGVnYWXIZWFkZXIi0iJodHRwczovL2ZpZG9hbGxpY
W53jZS5vemevbWVOYWRhdGEVvbWVOYWRhAGE tc3RhdGVtZW50LWx1Z2FsLWh1YWR1ci8iLCIkZXNjcmlwd
GlvbiI6IKkZIRE8gQWxsaWFuY2UgU2FtcGx1IFVBRiBBdXRoZW50aWNhdGOyIiwiYWFpZCI6IjEyMzQjN
TY30CIsImFsdGVybmF0aXZ1RGVzY3JIpcHRpb25zIjp7InJ1LVIVIjoi0J RgNC40LzQtdGAIFVBRiDQs
NGDOYLQtdC90YLQUNGEOL jQutCwOYLQvtGAOLAgOL7RgiBGSURPIEFsbGLhbmN1IiwiZnItR1Ii0iJFe
GVtcGx1IFVBRiBhdXRoZW50aWNhdG9yIGR1IEZIRE8gQWxsaWFuY2UifSwiYXV0aGVudGljYXRvclZlc
NNpb24i0jIsInByb3RvY29sRmFtaWx5IjoidWFmIiwic2NoZW1hIjozLCI1cHYi01t7Imlham9yIjoxL
CJtaW5vciI6MHOseyJtYWpvciI6MSwibWlub3Ii0jFIXSwiYXV0aGVudGljYXRpb25BbGdvemloaGlzI
JpbINNTY3AyNTZyMVI1lY2RzYV9zaGEYNTZfcmF3I10sInB1YmxpYOtleUFsZOFuZEVuY29kaW5ncyI6W
yJLY2NfeDk2M19yYXciXSwiYXROZXNOYXRpb25UeXBlcyIoWyJiYXNpY19mdWxsI10sInVzZXIWZXIpZ
mljYXRpb25EZXRhaWxzIjpbW3sidXNlclZlcmlmaWNhdGlvbk1lldGhvZCI6ImZpbmdlcnByaW50X2lud
GVybmFsIiwiYmFEZXNJIjp7InN1bGZBdHR1c3R1ZEZBUiI6MC4wWMDAWMiwibWF4UmMVOCcmllcyI6NSwiY
mxvY2tThG93ZG93biI6MzAsImlheFR1IbXBsYXRlcyI6GNX19XVOsImt1leVByb3R1Y3Rpb24i0lsiaGFyZ
HdhcmUiLCJOZWUiXSwiaXNLZX1SZXNOcmljdGVKIjpOcnV1ILCItYXRjaGVyUHIvdGVjdGlvbiIeWyJ0Z
WUiXSwiY335cHRVU3RyZW5ndGgi0jEyOCwiYXROYWNobWVudEhpbnQiOlsiaW50ZXJuYWwiXSwidGNEa
XNwbGF5IjpbImFueSIsInR1ZSIALCIOYORpc3BsYX1Db250ZW50VHIWZSI6ImltYWd1L3BuZyIsInRjR
GlzcGxheVBORONoYXJhY3RlcmlzdGljcyI6W3sid21kdGgiOjMyMCwiaGVpZ2hOIjo00DAsImIpdERLC
HROIjoxNiwiY29sb3JUeXB1lIjoyLCJjb21lwcmVzc21lvbiI6MCwizZmlsdGVyIjowLCIpbnRlcmxhY2Ui0
jBIXSwiYXROZXNOYXRpb255b290Q2VydGlmaWNhdGVzIjpbIk1ISUNQVENDQWVPZOF3SUJIBZO1KQU91Z
Xh2VTNPeTJI3TUFVRONDcUdATTTQ5QKFNQO1Ic3hIJREF1QmdOVKIBTULIGMU50Y1hCclpTQkIkSFIsYzNSa
GRHbHZ1iaUJTYjI5SME1SWXdGQV1EVIFRSORBMUATVVIQSUVGCc2IHbGhibU5sTVIFdOR3WURWUVFMREFoV
1TFVWWdWRmMRITERFUO1CQUABMVVFQnd3ST1VHRNNieUJCYkhSdk1Rc3dDUVLIEVIFRSURBSKRRVEVMTUFrR
OEXVUVCaE1DV1ZNdohoYO5NVFF3TmpFNE1UTXpNek15V2hj Tk5ERXhNVEF6TVRNek16TX1XakI3TVNBd
OhnWURWUVFEREJKVF1XMXdiR1VnUVhSMFpYTjBZWFJIwYjI0Z1VtOXZKREVXTUJRROEXVUVDZ3d0UmtsR
VR5QkJiR3hwWVc1lalpURVINQThHQTFVRUN3dOTWVUZHSUZSWFI5d3hFakFRQmdOVkIBY01DVkJoYkc4Z
1FXeDBiekVMTUFrROExVUVDQXdDUTBFeEN6QUpCZO5WQKFZVEFsVIRNRmt3RXdZSEtvWkl6ajBDQVFZS
UtvWk16ajBEQVFjRFFNQUVIOGh2MkQwSFhhNTkvQmlwUTdSWmVoTCIGTUd6RMQxUUIN0XZBVXBPWjNha
m51UTKOUFI3YU16SDMzb1lVTQnI4ZKkhZRHIXTOJiNThweEdXSEpSeVgvNk5RTUUOdOhRWURWUjBPQkJIZR

UZQbOhBMONMaHhGYkMwSXQ3ekUOdzhoazVFSi9NQihHQTFVZE13UVINQMFBR1BVSEEZQOx0eEZiQzBJd
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Dd6RTR30GhrNUVKLO1BdOdBMVVKRXdRRK1BTUJIBZjh3Q2dZSUtvWkl6ajBFQXdIJRFNBQXdSUUloQUowN
1TFTWHQ5aWhJYkVLWUtJanNQa3JpVmRMSWAOZnNiRFNINOVYySmZ6cjRBaUJIxb11DWmYwK3pINTVhUWVBS
GpJekE5WGO2M3JydUF4Qlo5cHM5ej JYTmxRPTOiXSwiaWNvbiI6 ImRhdGE6aW1lhZ2UvcG5n02Jhc2U2N
CxpVkJIPUncwSOdnbOFBQUFOU1VoRVVNQUFBRThBQUFBdkNBWUFBQUNpdOpmYOFBQUFBWESTUjBJQXJzN
GM2UUFBQUFSb1FVMUJBQUN4and20F1RVUFBQUFKYOVoWmN3QUFEc01BQUE3REF jZHZxR1FBQUFhaFNVU
kJWR2hEN1pyNWJ4UmxHTWY5S3pUQjhBTS9ZRWhFM1c3cFFaY1dLS0JjbFNwSEFUbEVMQVJIFN2tORUNDQ
TNGaldLMENLSINDRk1zS0JjZ1ZDRFAHTKVTZEFZaWR3Z2dnSkJpUmINaEZjLzR3eTg40DR6dAT10ZGxXuR
1RmWkpQMm4zbk8rkKzg40TMzZnZ1QkJ4K1BxQ3pKalRVdkJiTGIwVURXdkJUSW1wYONTWNZYTENKWDLSM
DVTazE5YmI1YXRmNTk5ZkcrL2VyQTUOMXEON2FQMUXMVmMESUO15Vk5VaThJaThkNWtHVHNpMzBORNY3Y
Wk5bjdRWIBNd2JIkeXMyZXJVMLhNcVVkeTgrWmNhTm1HaW1FOHLYTjNSVWQzYTE4bkYwZ1Vsb3ZaKzBDV
HpXcGQyVmorZU9tMwWIFeXk2RHg0aTVwVU1HV3Z1bzUwNnEyMjdkdHVXQk11ZmZyNm9XcFYwR1BOTGhvd
ZE3NTFObTIXTHZQSDNyVnRXamZ6NjZMZnFsOHRYNOZSbD1ZRTINYc21Tc2ViOWN1ITOdiWwWs3TU5VYOdQZ
zhac2INZTlyZ1FVYWFWLOpNWD1zcWR6RENTdnAwalpIbVRazZz14N2IMSGNNb1RoYjE2ZUorbVZmUXE4e
WFVWLFORzY0aVhaKzAva3E2dU9aRk8wUXRhdGRXS2ZYb1JROT1CajkxUjVPSUZuazUOak4dwbWtVaXFsT
zZNYRFcrTWwrOThtS0I2dFc3cldwWmNQYyswemcOdExyWWxVYzg2RTZ1RORqSU11Y1ZwY3VzZWFyZmdIW
UdSazZicmhaVnIvSmNIem9vTDc1INTBqZWRMRXhvcFdjQXBpMlpVcWh1NOpMdnIWclFVODF6a3pPUGV1b
U1SWXZWdVFzWDdQYmLEUVk1SnZab25mdEs rMVZZ0Eg5dXR4NTMwaDBvYitqbVIZcWo2b3VhWXZFZW5XL
1dsWWpwOGN3Yk1tNjgydFB3cVcxUjROai8yUOgxMOTSSTIsSNG1vWNnZYcGlTcURYN2RYdFFIeGEVUEszL
ytCV3NLMWRUZOhIN1Y4dFFKM2JI3Rmt3cEZyVUIRNTBzMXIzbGV2bTh6WmNxMTcrQkJhdzdLOGxFSzVxe
mtZZWFyaz1BOHA3UDNHekRLK25kMORRb3crN1VDOFNWT jgyaXV2MzhpbTd0dGFYdFYxQ1ZxN1JndzRwa
3NtYmRpM2J1IMkRIN1lmYUJCeGNxZnZxUHIVakZRTLRRMjJsZmRVV1ZUNjhyVEpLRjVEbINtVWpnZHFnN
G1TUz1wbXNmREpSMOc2VGIIMGLXOWFWNOXXTEhZWEtsbFREADBMVEF@allJYWFtcDFRalZ2KytleUdVe
FZkSjBET1ZYU20rY jFxUnhwbDgOZGRmWDFMcDFPL2Q20XRzb2QwdnM1aEdyZT14dThvK2ZwTFIXYOdoT
LRENT01NOM5SO1XWGYmSMRPW] kOYmI5b3FkMVIPb1M3cUTUVHpIaWINcW12Yk82zZzBEZFZ5azNXUUJoQ
npOSzM1IWUt0ZE9uYZzhPM2F jUzZmRFpGZOthWExzRUpwNXJkcmxpQnFwOD1jSmNzL203VHZzMHI rakdmT
jRiMGtQblpuM1VKdU1Pcm5aMjI5UDFmbXZVeCtPNWATcWViVjFtK3pTdV10VmhxN1RXYKRpTFZ2bGpwb
Exsb3A2Q0xYUCsycXR2ROxJITC8xdmLltSVNkTUIne LINVR1p5dTZUcWQranp4Z3NQYVY5QkNxZWUvTmpZa
2Z2NmxLOWN3aVVjLINUdGYXSERWTTNiNTkyeTdoM1RoeDVveks20UhMcF1XdUF3YXFTNWN2Mj ZxN2N1Y
jh1Z1ZZYVITUDNpR1U4emoxa25Td1pYSE1tbkNgWTBPZ2FsbzdVUWZTQO0zcVFRcjIIL1hGUDdzc1h4N
DVZbDkxQn11Q2VwNG1vWm9IKzFmRzN4RDROVDd40Gt3eWo4bndiOWV2MjZWMEI2ZCs3SDR6S3Z1ZEFIN
TM3RmpxeXpPSGRKbkhFdXptWHEVV2p4T232TklidjduaH13c1gyYVZzV3RDOCsOO0GFMZWFwRTdwNXdLW
mkwQTJBUVIWNW52UjRFK3VKYytiNjFrQXBxSw54QmdtZC80VjVRUC9tdDE4SERDN3NSSGZObWV1NWxta
FYwcm4vQUxYMjMyYnFKNEJGbkRAN1ZpMWNXUzJ1ZmYwSWICNDdxZXh4bVVqOVF1dF1qdXBKM3RZRDZhY
1dCQklyaCthcE5iTOtyTkYxK3VnQ2EQcmlYR2Z3TVBQAFZpYXZoVTNZTU9BQW51VWIVUjA3TDB5STINLT
2FkRTg4QXBzWEZHZmY zMH1uaGxKZ001MUNVNnZ00UV6Z25wdkhCR1V5aVZyYWVQaXdKNTNER]jVaVFpub
21FTmc4NWtOVWQybOppMldwcjRPbW1rZk40eDR6SGZpVkZjOER20E56dWh0cU9pZGLsR3ZBNkRHdWVad
0830EFBUW42Y21FazYrcnclVmN2anZxTKRZUE9vSVV3YUtTaHI4QXVYTGx rSDRhWXVHZk1ZRGMxMFdGN
VRhMzFoUEpPZmNVaHJIVLOpsSUSpNmM2ZWxSWWRCcG82KytZZmp4NjFsRO5mUmOOTUQlckoxajNGbOdIb
mpEUOJOYXJIZVWANTHINc3pLcGI3dFhwbOhmUHM4aDNXcDFMek5mTms INFh4QzF3REdVbV16WF11Zmg2e
19jS3RWbTRFQnhhOVZRROR6WXIzTHIVTVIqSEVLa2s3emFGS11RQTIoR1FVMXorODVOR1dwWERya3ozd
ngXMEdxeFE2Qnp1lTmJvQms1bjhrNG51Y1JoK2sxaFdmeFRGMEQXRX1XVXM1bnYrZGdRcUtheHp1Q2RFM
G1zSGwwMk5R0OGFoMG1YcjEyTGEzbTBmOXdpazkrdOx0VE1ZLzg2TVBvOH1pMzFPZnhtVDZQV29xRzkrR
FplalluYTU2bVNadDVXVINSNXFWQTFyd1V5SnFYQWxuemtpYWkvZOhTRDdSalR5awWhvZOFBQUFCS1IVN
UVyaOpnZ2c9PSJ9LCIzdGFOAXNSZXBvcnRzIjpbeylzdGFOdXMi0iJGSURPXONFUTRIRKTFRCIsImVmZ
mVjdGl2ZURhdGUiOiIyMDEOLTAXLTAOIN1dLCI0aW11lT2ZMYXNOU3RhdHVZzQ2hhbmdlIjoiMjAXNCOwM
SOWNCJI9LHsiYWFndWlkIjoiMDEzMmQxMTAtYmYQZSOOMjA4LWEOMDMtYWIOZjVmMTI1ZmU1IiwibWVOY
WRhdAGFTdGFOZW11bnQiOnsibGVnYWXIZWFkZXIi0iJodHRwczovL2ZpZGO9hbGxpYW5]jZS5vemcvbwWVoY
WRhdGEvbWVOYWRhdGEtc3RhdGVtZW50LWXx1Z2FsLWh1YWR1ci8iLCIkZXNjcmlwdGlvbiI6IKkZIRE8gQ
WxsaWFuY2UgU2FtcGx1IEZJREBYIEF1dGhlbnRpY2FOb3IiLCIhYWd1aWQiOiIwMTMyZDEXMC1iZjR1L
TQyMDgtYTQwMy1lhY jRmNWYXxMmVmZTUiLCIhbHR1cm5hdG1l2ZUR1c2NyaXBOaW9ucyI6eyJydS1SVSI6GI
tCfOYDQuUNC8OLXRgCBGSURPMiDQsNGDOYLQtdCO0YLQUNGEOLjQutCwOYLQVvtGAGLAgOL7RgiBGSURPI
EFsbGlhbmN1IiwiZnItR1Ii0iJFeGVtcGXx1IEZIRE8yIGF1dGh1lbnRpY2FOb3IgZGUgRKLETYBBbGxpY
W5jZSIsInpoLUNOIjoi5L6G6IeqRKkLETYBBbGXxpYWS5jZeeahOekuuS-i0ZIRE8y6Lqr5Lu96amx6K2315
ZmoInOsInByb3RvY29sRmFtaWx5IjoiZmlkbzIilLCIzY2h1bWEiOjMsImF1dGhlbnRpY2FOb3IWZXJza
WOuIjolLCI1cHYi0lt7Imlham9yIjoxLCItaW5vciI6MH1dLCIhdXRoZW50aWNhdGlvbkFsZ29yaXRob
XMi0lsic2VjcDIINnIxX2VjZHNhX3NoYTIIN19yYXciLCIyc2Fzc2FfcGtjc3YxNV9zaGEYNTZfcmF3I
10sInB1lYmxpYOtleUFsZOFuZEVuY29kaW5ncyI6WyJjb3N1I10sImFOAGVzdGFOaWIuVHIwZXMiO0lsiY
mFzaWNfZnVsbCJdLCI1c2VyVmVyaWZpY2F0aWIuRGVOYWlscyI6W1t7InVzZXIWZXIpZmljYXRpb25NZ
XRob2Qi0iJub251In1dLFt7InVzZXIWZXIpZmljYXRpb25NZXRob2Qi0iJwcmVzZW5jZV9pbnR1lcm5hb
CJ9XSxbeyJ1c2VyVmVyaWZpY2F0aW9uTWV0aG9kIjoicGFzc2NvZGVFZXh0ZXJuYWwil CIjYUR1c2Mi0
NsiYmFzZSI6MTAsImlpbkx1bmd@aCI6NH19XSxbeyJ1lc2VyVmVyaWZpY2FO0aWOuTwWV0aG9kIjoicGFzc
2NvZGVTZXh0ZXJuYWwilCJjYUR1c2MiOnsiYmFzZSI6MTAsImlpbkx1bmd0aCI6NH19LHsidXN1cl1Z1c
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mlmaWNhdGlvbk1ldGhvZCI6InByZXN1bmN1X21ludGVybmFsIn1ldXSwia2V5UHIvdGVjdGlvbiI6WyJoY
XJkd2FyZSIsInN1Y3VyZV9lbGVtZW50I10sIm1hdGNoZXJIQcm90ZWNOaWIuIjpbIm9uX2NoaXAiXSwiY
335cHRVU3RyZW5ndGgi0jEy0CwiYXROYWNobWVudEhpbnQi0lsiZXh0ZXJuYWwilCI3aXJ1ZCIsIndpc
mVsZXNzIiwibmZjI10sInRjRGlzcGxheSI6W10sImFOAGYzdGFOaw9uUm9vdENTcnRpZmljYXRlcyI6W
yJINSUDUFRDQOF1T2dBd01CQWdISkFPdWV4d1lUzT3kyd01BbOdDQ3FHUOOOOUIBTUNNSHN4SURBZUINT
1ZCQU1INRjF0aGJYQnNaU0JCZEhSbGMzUmhkR2x2Ym1CU2IyOTBNU113RkFZRFZRUUtEQTFHU1VSUELFR
nNNiR2x0Ym10bE1SRXdEd11EV1IFRTERBaFZRVV1nVkZkSEXERVNNQKFHQTFVRUJI3dOpVROZzYn1CQmIIU
nZNUXN3Q1FZRFZRUU1EQUpEUVRFTE1BaOdBMVVFQMhNQ1ZWTXdIaGNOTVRRAO5GRTRNVE16TXpNeVdoY
050REV4TVRBek1UTXpNek15V2pCNO1TQXdIZ11EVIFRRERCZFRZVZF3YkdVZ1FYUjBaWE4wWVhScGIyN
GdVbT12ZERFVO1CUUdBMVVFQ2d3T1IrbEVUeUJCYkd4cF1XNWpaVEVSTUE4ROEXVUVDd3dIV1IVGRO1GU
1hSeXd4RWpBUUJINnT1ZCQWNNQ1ZCaGJHOGARV3gwYnpFTE1BaOdBMVVFQOF3Q1EwRXhDekFKQmdOVkIBW
VRBbFZUTUZrdOV3WUhLb1lpJemowQOFRWUlLb1pJemowREFRYORRZOFFSDhodjJEMEhYYTU5SLOJtcFE3U
lplaEwvRk1HekZkMVFCZz12QVVwT1lozYWpudVESNFBSN2FNekgzM25VU0Jy0GZIWURycU9CYjU4cHhHC
UhKUNn1YLzZOUU1FNHdIUVIEV1IwWTOJCWUVGUG9IQTNDTGh4RmIDMETON3pFNHc4aGs1RUovTUI4ROEXV
WRJId1FZTUJhQUZQbOhBMONMaHhGYkMwSXQ3ekUOdzhoazVFSi9NQXdHQTFVZEV3UUZNQU1CQWY4dONnW
UlLb1pJemowRUF3SURTQUF3ULFJaEFKMDZRU1hOOWLoSWIFS11LSWpzUGtyaVZKTELndGZzYKRTdTdFc
kpmenIOQWLCcW9ZQ1lpmMCt6STULYVFLQUhgSXpBOVhtNjNycnVBeEJa0XBz0XoyWE5sUTO9I10sImljb
24i0iJKYXRhOmltYWd1L3BuZztiYXNINjQsaVZCT1I3MEtHZ29BQUFBTLNVaEVVZOFBQUU4QUFBQXZDQ
V1BQUFDaXdKZmNBQUFBQVhOU1IwSUFyczRjN1FBQUFBUm5SRVTFCQUFDeGp3djhZUVVBQUFBSmNFaFpjd
OFBRHNNQUFBNORBY2R2cUdRQUFBYWhTVVICVkdoRDdacjVieFJsRO1mOUt6VEI4QUOVWUVORTIXN3BRW
mNXSOtCY2xTcEhBVGXFTEFSRTArTkVDQOEZRmtXSzBDS0tTQ0ZIcOtCY2dWQORXRO5FU2RBWWlkd2dnZ
0pCaVIpTWhGYy80d3k40DgOenU5TmRsbkdUZ1pKUDJuM25PKys40DkzM2Z2ZUJCeCtQcUN6SmtUVXZCY
kxtcFVEV3ZCVELltcGNDU1p2WEXDZFg5UjA1U2sx0WIiNWFOZjU50WZHKYy91ckEINDFXNDdhUDFMTFZhO
VNJeVZOVWk4SWk4ZDVrR1RzaTMwTKZ2N2FpOW43UVpQTXdiZH1zMmVyVTIYTXFVZHk4K1pjYU5tR21tR
Th5WE4zUTVKM2EX0G5GMGZVbG92WiswQ1R6V3BkM1ZgK2VPbTFiRX15NkR4NGk1cFVNR1d2ZW81MDZXxM
jI3ZHR1VOJIJdWZmcjZvV3BWMEZQTkxob3cxNzUXxTmOyMUx2UEgzc1Z0V2pme]jY2TGZxbDhOWDAGUmwSW
UZTWHNtU3N1Yj1jZUSHY11rNO010VWNHUGCc4A4WNNiTWU5 cmZRVWFhVi9KTVg5c3FkekRDU3ZwMGtaSG1UW
mc5eDdiTEhj TW5UaGIXNmVKK21WZ1FXOHLhVVPRTKc2NG1YWiswL2txNnVPWkZPMFFOYXRkVOtmWG5SU
Tk5Qmo5MVI1TOLGbms INGpOMG1 rVWIxbE8zWERXKO1sKzk4bUtCNNRXN3JIXcFpjUGMrMHpnNHRMcllsV
WMANKU2ZUdEak INdWIWcGN1c2VhemZnSVTIHUMS2YnJoW1ZyLOpjSHpvbOw3NTUwamVKTEV4b3BXYOFwa
TJaVXFodTdKTHZyVnNRVTgxemt6T1B1ZWINU112VnVRc1g3UGIpRFFZNUp2Wm9uZnRLKZFWWThIOXVOe
DUzMGgwb2Iram1SWXFgNm91YV12RWVuVy9XbFlqcDhjd2INbTY4MnRQd3FXMVIOdGovMINIMTNIUkpZb
DRtb1p2WHBpU3FEcjdkWHRRSHhhL1BLMy8rQldzSzFkVGdIdTZWOHRRS jNid®Zrd3BGclVPUTUwczFyM
2x1dm04elpjcTE3KOICYXc3SzhsRUs1cXprWwWVhcms5QThwN1AzR3pESytuZDNEUW93KzZVQzhTVk44M
ml1djM4aWo3TnRhWHRWMUNWCTZSZ3c0cGtzbWIkaTNidTIEZTdZZmFCQnhjcWZ2cVByVWpGUUSUUTIyb
GZKVVZWVDY4c1RKSOY1RG5TbVVQqZ2RxZzRtU1M5cG1zZKRKUjNHNIRvSDBpVz1hVjdMVOXIWVhLbGXUR
HQWTFRBAGtZSWFhbXAxUWpWdis rdXTHVXhWZEowRESWWFNtK2IxcVJI4cGwaNGRKZ1gxTHAXTy9kNj10c
29kMHZzNWhHcmU5eHU4by tmcExSMWNHaE5SURDZaNTdDOUtNV1h1ZkpkT105NGIi0W9xZDFST25TN3FJV
FR6SGLtTXFpdmJIPM2cwRGRWeWszV1FCaEJ6dEszNVILTmRPbmM4TzNhY1M2ZkRaRmdLYVhMcOVKcDVyZ
HJsaUJxcDg5Y0pjcy9tN1R2czBya2pHZk40YjBrUG9abjNVSnVIT3JuWjIyeVAXZm12VXgrTzVnU3FlY
1YxbSt6U3VZT1ZocTdUV2IEaUxWdmxqcGxMbGOWNKNMWFA rMnFOdkdMSUwvMXZpbULTZE1CZ3pTh0Zae
XU2VHFkK2p6eGdzUGFWOUJIDcWV1LO5gWWs2djZsSz1jd21VYy9TVHRmMUhECEOzY jUSMnk3aDNUaHg1b
3pLNj1ITHBZV3VBd2FxUzVjdjI2cTdjZWI4ZWZWWWFSZVAzaUZVOHpgMWtuU3daWEhNbW5DalkwT2dhb
G83VVFmUONNM3FRUXIySC9YRTA3c3NYeDQ1WWw5MUI5ZUNTcDRtb1lpvSCsxZkczeEQOdFQ3eDhrd31q0
G53Yj11djI2VjBCNmQrNOg0ekt2dWRBSDUzZNOZqcX16TOhkSm5IRXV6bVhxL1dgeE9idk5NYnY3bmh5d
3NYMmFWc1d0QzgrNDhhTGVhcEU3cDV3S1ppMEEYQVFSVjVudlIORSt1SmMrYjYxaOFwcUlueEInbWQvN
FY1UVAvbXQxOEhEQzdzUkhmdG11dTVsbWhWMHJIuLOFMWDIzMmJIxZDRCRm5EeDdWaTFjV1MydWZmME1iQ
jQ3cWV4eGlVaj lRdAXRZanVwZDNOWUQ2YWIXQkINcmgrYXBOYk9Lck5GMSt1ZONhNHIpWEdmdO®1QUHRWa
WF2aFUzWU1PQUFudVVilL1IwNOwweU9TZU9hZEU40EFwCc1hGR2ZmMzB5bmhsSmdNNTFDVTZ2Tj LFemduc
HZIQkZVeWlWcmFlUGL3SjUzREY1W1Rabm9tRUSNODV rT1VKkMmOKaTIXcHIOT21ta2Z0NHgOekhmaVZGY
zhEdjhOenVoTnFPaWRpbEd2QTZER3V1WndPNzhBQVFuUNmNpRWs2K3J3NVZjdmp2cUSEWVBPbO1Vd2FLU
2hyeEF1WExsa@gOYV11R2ZNWURjMTBXR]jVUYTMxaFBKT2ZjVWhyVS9KbE10aTZjNmVsUl1kQnBvNisri
WZqeDYxbEdOZ1JtNELENXIKMWozRmIHSG5qRFNCTmFYyWVVnTUX5TXN6S3BiN3RYcG9IZ1Bz0GgzV3AXT
HpOZKk5rNTRYeEMxdORHVW1ZelhZZWZoNnovY0tOVmMOORUI4YTIWUUdEe11yMOxyVU1SakhFS2t rN3phR
ktZUUEyaEdRVTF6Kzg1TkZXcFhEcmt6M3Z4MTBHcXhRNKkJ6ZU5ib0J rNW44azRuzZWlSaCt rMWhXZnhUR
jBEMUV5V1VzNW52K2RnUXFLYXh6dUNKRTBpcOhsMDIOUThhaDBtWHIxMkxhM20wZj 13aWs5K3dMT1RNW
S84Nk1Qbzh5aTMxT2Z4bVQ2UFdvcUc5KORadWtZbmEINm1TWNQ1V1dTeTVxVKExcndVeUpxWEFsbnpra
WFpL2dIUGQ3UmtUeWlob2dBQUFBQkpSVTVFcmtKZ2dnPTO1LCIzdXBwb3J0ZWRFeHR1bnNpb25zIjpbe
yIpZCI6ImhtYWMtc2VjcmVOIiwiZmFpbF9pZ191bmtub3duljpmYWxzZX0seyJpZCI6ImNyZWRQcm90Z
WNOIiwiZmFpbF9pZ191bmtub3duljpmYWxzZX1dLCIhdXRoZW50aWNhdGIyR2VOSW5mbyI6eyJ2ZXJza
W9ucyI6WyJVMKZVjIiLCIGSURPXzJIfMCIdLCIleHR1bnNpb252zIjpbImNyZWRQcm90ZWNOIiwiaGlhY
y1zZWNyZXQiXSwiYWFndW1kIjoiMDEzMmQxMTBiZjRINDIwOGEOMDNhAY jRmNWYXxMmVmZTUiLCJIvcHRpb
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25z11p/LINBSYXQ1ULIMYWXZZS1SLINnJrljoldHJ 1Z51SImMNSawvudFBpb1lolnKydwullLLJ LcLLlblnRyd
WUiLCJ1diI6InRydWUiLCJ1d1Rva2VuIjoiZmFsc2UiLCJjb25maWci0iImYWxzZSJ9LCItYXhNc2dTa
XplIjoxMjAwLCIwaW5VdkF1dGhQcm90b2NvbHMi0lsxXSwibWF4Q3J1ZGVudGLlhbENVAW50SW5MaXNOI
joxNiwibWF4Q331ZGVudGlhbE1kTGVuZ3RoIjoxMjgsInRyYW5zcG9ydHMiOlsidXNiIiwibmZjI10sI
mFsZ29yaXRobXMiO1t7InR5cGUi0iIwdWIsaWMta2V5IiwiYWxnIjotN30seyJ0eXBlIjoicHVibGljL
WtleSIsImFsZyI6LTIIN31dLCItYXhBdXRoZW50aWNhdG9yQ29uZmlnTGVuZ3RoIjoxMDIOLCIkZWZhd
Wx0Q3J1ZFByb3R1Y3Q1i0jIsImZpcm13YXI1VmVyc21lvbiI6NX19LCIzdGFOAXNSZXBvcnRzIjpbeyJzd
GFOdXMi0iJGSURPXONFULRIRK1FRCISImVmZmVjdG12ZURhdGUiOiIyMDESLTAXLTAOINOseyJzdGFod
XMi0iJGSURPXONFUTRIRKLFRFOMMSIsImVmZmVjdGl2ZURhdGUiOiIyMDIWLTEXLTE5IiwiY2VydGlma
WNhdGlvbkR1c2NyaXBOb3Ii0iJGSURPIEFsbGLhbmN1IFNhbXBsZSBGSURPMiBBdXRoZW50aWNhdG9yI
iwiY2VydGlmaWNhdGV0dW1iZXIi0iJGSURPMjEwMDAYMDEIMTIYMTAWMSIsImNLlcnRpZmljYXRpb25Qb
2xpY31WZXJzaW9uIjoiMS4wLjEiLCIjZXI0aWZpY2FOaWouUmVxdWlyZW1lbnRzVmVyc21lvbiI6IjEuM
C4xInldLCI0aW1lT2ZMYXNOU3RhdHVZzQ2hhbmdlIjoiMjAx0SOWMSOWNCI9IXX0O

and finally we have to append another period (".") followed by the base64url-encoded signature.

I ISSUE 1 Update this example

EXAMPLE: JWT

eyJhbGci0iJFUzIINiIsInR5cCI6TIkpXVCIsInglYyI6WyINSUTLDWIRDQOFndWdBdO1CQWdIQkFUQUtC
Z2dxaGtqT1BRUURBakNCb3pFbk1DVUdBMVVFQXd3ZVIWaEJUVKINUINCTLIGTXpIJRLIGVTFRZINVNVVS
VkpOU1VSSTFWUkZNUOT13SUFZSktvWklodmNOQVF rQkZoTmx1ROZOY®d4bFFHVjRZVZzF3YkdVdVkyOXRN
UTF3RWdZRFZRUUtEQXRGZUdGAGNHeGxJRT1TUnpFUU1BNEdBMVVFQ3d3SFJYaGhiWEJzWLRFTE1Ba0dB
MVVFQmhNQ1ZWTXhDekFKQmdOVkJIBZ01BazFaTVJJdOVBWURWUVFIREFsWF1XdGxabWxsYkdRdOhoYO5N
akV3TkRFNU1URXpOVEEzV2hjTk16RXdOREUzTVRFek5UQTNXakNCcFRFcE1DYOQdBMVVFQXd3Z1IWaEJU
VKINUINCTLIGTXpJRk5KUjA1S1RrY2dRMFZTVKVSRINVTkIWRVV4SWpBZ0JIna3Foa2 LHOXcwQkNRRVAF
M1YOWVcxd2JHVkFaWGhoY1hCclpTNWpiMjB4RkRBUOINT1ZCQWINQzBWNFIXMXdiR1VnVDFKSE1SQXdE
Z11EV1FRTERBZEZ1R0Z0YOd4bE1Rc3dDUV1EV1FRROV3S1ZVekVMTUF rROEXVUVDQXdDVFZreEVqQVFC
ZO5WQkFj TUNWZGhhM1ZtYVdWc1pEQlpNQk1HQn1xR1INNND1BZOVHQONXRINNND1BdOVIQTBIQUIOUUpz
NndUcW14YytTK1ZEQWFqRmxQTmFOMTBLRVAKRTVqY1dPdmO2cXBPOVNEQUFNWNZiNEhIcnZzK1A1IWVJw
SHITbFVQZHZLK3VFUWJIkV2czMVA5dWpMREFXTUF rROExVWRFd1FDTUFBdOhRWURWU j BPQkJZRUZMcXNh
cGNYVjRab1ZIQW5ScFBad1FIN115MjBNQWIHQONXRINNND1CQU1DQTBNQU1FVUNJUUM2N3phOEVIdX1S
aUtnTkRYSVAxczFhTHIzanpIOVdWWGZIeDRiSit6Q3NnSWAHL3RWQnVOTOpVVSt2dm9ISW8vb3RBVUFj
SDViTkhQM3VJemlEUytQVFVjPSIsIk1JSUVIekNDQWd1ZOF3SUIBZO1CQWpBTkIna3Foa21HOXcwQkFR
COZBRENCbXpFZk1CMEdBMVVFQXd3V1IWaEJUVKINUINCTLIGTXpJRLIGVTFRZ1VrOVBWREVpTUNBRONT
cUdTSWIzRFFFSKkFSWVRaWGhoY1hCc1lpVQmx1ROZOYOd4bExtTnZiVEVVTUJJROEXVUVDZ3dMUlhoaGlY
QnNaU0JQVwt jeEVEQUICZO5WQkFzTUIwWVjRZVzF3YkdVeEN6QUpCZO5WQkFZVEFsVIRNUXN3Q1FZRFZR
UUTEQUpOV1RFUO1CQUdBMVVFQnd3S1YyRnJaV1lpwWld4a0@1CNFhEVET4TURReE9QURXhNelV3TjFvWERU
UTRNRGt3TkRFeE16VXdOMW93Z2FNeEp6QWxCZO5SWQKFNTUhrV1ITRVTFRVEVVZ1RVUTRNeUJVULZOVULF
bE9WRVZTVFVWRVNVRTVSVEVpTUNBRONT cUdTSWIZRFFFSKFSWVRaWGhoY1hCclpVQmx1ROZOYOd4bExt
TnZiVEVVTUJJROEXVUVDZ3dMUlhoaGJYQnNaU0JQVWt jeEVEQUICZO5WQkFzTUIWVjRZVzF3YkdVeEN6
QUpCZO5WQkFZVEFsVIRNUXN3Q1FZRFZRUULEQUpOV1RFUO1CQUABMVVFQnd3S1YyRnJaV1lpwWld4a01G
a3dFd111529aSXpgMENBUV1JS29aSXpgMERBUWNEUWABRUSHAW1CY T LUuRTFUVGpQMVITZmM3MGhzaGdi
aUkxWnRwd1E1bjZ4UkxBL1dXMFBTQ2ZMbDVXUStyN2RsY0sxZDNyM3ZMYSt2bTZHNnZLSEdDUEV1VXpx
TXZNQzB3REFZRFZSMFRCQVV3QXdFQi96QWRCZO5WSFEORUZNUVV0azZGNFIKbkdHVkZ1KzAvY2Jad2Zy
WmQ3WLV3RFFZSktvWklodmNOQVFFTEJRQURNZOTCQUNUcDFmbTBGS2xXbVVOVHBSTHVZZzdt cHMOeFAv
Q0910GRuY jM4dTFuTURWAUOUNCtDWmFpTT1BR30zMTNHRDIyaGpMR3JtUHVZbjg2d0dPSOkzSE9YRXBz
R2RNbWZ5N3RUbUtYL2VNL2VTMOZFRFhabkU4MTBUNWIGSX1CVCOMOHNHAVh5T3NGWnFXQnZWZEJJSURs
ZENwRDRteE1RWlpPWnRUcmx2M1d2Q1FNQy9kc21jT3hTM1IFLWHZXSGk2UWIvUmh1YWlwM3JQbXdNZis0O
SnBuSk8rSk1QcUFhVTFjQUg4SFZzZnIMQU1vS3MxNDhgMitjdmIwYVdtc1QlcklvSC9lelZyUGFHLO1P
allncTc5dy91ZnV2U2k1QVg4SitrRGOMUOVMM2Q1d09nalpZQXFVcWNSeFhURUVOSO16REO2aHphQLFG
aUFXd1RuOU1sV1dnbnRRYW1TWHZIK3R4YVRGOWLFbEh4VWY1SU5ZR1ZjaUNwenRTcn1kZUh2LO9DT1Im
Ny9MVnJpY01TbG84UmgrTzN5UD1IWKZzJI1TmYzWDhzUUpOdHVmcLFOYXFxMTh3aVhsaVRMdWZTbjAyL2cr
bWtoSVVpTktmVE9KcHZDakt1Q25DRmN4UVUYyL1hUMOtoMOc4ZORKA3NPNkVWUmpNVUPONEFZS3plL2hF
VUN3RjU1SUYybTNqSElvQ3U4alZmajI0Q2VFWDVkbmZ2U3IrU1Z2TjVRQjBIWjALTTRybXlaWH1xQmOw
ekszZ1IraUUwL1pwSW51d0xDN1grVzgyelhsbklrcGxJM1ErSnhkN2pmUTELIU1TORTILNNnJ2UKTUMDF3
MFASWnF5REY3a25HS3BSbHA3T3F4ZDM3YkQvV1ViV3BRN2dJQWZzSk5INUtCTGI93SEpGRmpXI119. eyl
SZWdhbEhTYWR1ciI6I1J1dHIpZXZhbCBhbmQgdXN1IGImIHRoaXMgQkxPQiBpbmRpY2FOZXMgYWNjZXB
0YW53jZSBvZiB0OaGUgYXBwcm9wcmlhdGUgYWdyZWVtZW50IGxvY2FOZWQgYXQgaHROCcHM6LY9maWRvYWx
saWFuY2Uub3InL211dGFKYXRhL211dGFKYXRhLWX1Z2FsLXRlcmlzLyIsIm5vIjoxNSwibmV4dFVwZGF

0ZSI6IjIwMjAtMDMtMzAiLCIlbnRyaWVzIjpbeyIhYWLkIjoiMTIzNCM1IN]c4IiwibWVOYWRhAGFTAGF

AZW1ThnNiNnci hGVnYWxT7ZWFk7XT1i 01 IndHRwe70vl 27n7GAhhGYnYWS i 7SR vemevhWWAYWRhAGFvhW
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L L L T R T RPN VR P T TR T RSP i S R S AN VI T e R R VI I LTV R LR PRV VTR

OYWthGEtc3thGVtZW50LWx122FsLWleWRlc181LCJkZXN]cmldelvb116IkZJRESgQWxsaWFuYZU
gU2FtcGxLIFVBRiBBdXR0oZW50aWNhdGIyIiwiYWFpZCI6IjEYyMzQjNTY30CIsImFsdGVybmFOaXZ1RGV
zY3JpcHRpb25zIjp7InJ1LVIVIjoi0] RgNC40LzQtdGAIFVBRiDQsNGDOYLQtdC90YLQUNGEOLjQutC
wOYLQVtGAGLAgOL7RgiBGSURPIEFsbGlhbmN1IiwiZnItR1Ii0iJFeGVtcGXx1IFVBRiBhdXRoZW50aWN
hdG9yIGR1IEZJRE8gQWxsaWFuY2UifSwiYXV0aGVudGljYXRvclZ1lcnNpb24i0jIsInByb3RvY29sRmF
taWx5IjoidWFmIiwic2NoZW1hIjozLCI1cHYi0lt7Imlham9yIjoxLCItaW5vciI6MHOseyJtYWpvcil
6MSwibWlub3Ii0jFIXSwiYXV0aGVudGljYXRpb25BbGdvecml0aGlzIjpbInNTY3AyNTZyMVIlY2RZzYV9I
zaGEyNTZfcmF3I10sInBlYmxpYOtleUFsZOFuZEVuY29kaW5ncyI6WyJ1Y2NfeDk2M19yYXciXSwiYXR
0ZXNOYXRpb25UeXBlcyIoWyJiYXNpY19mdWxsI1OsInVzZXIWZXIpZmljYXRpb25EZXRhaWxzIjpbW3s
1dXNlclZlcmlmaWNhdGlvbk11dGhvZCI6ImZpbmdlcnByaW50X21udGVybmFsIiwiYmFEZXNjIjp7InN
1bGZBdHR1c3R1ZEZBUiI6MC4WMDAWMiwibWF4UMVOcmllcyI6NSwiYmxvY2tThG93ZG93biI6MzAsIml
heFR1bXBsYXR1cyI6GNX19XVOsImtleVByb3R1Y3Rpb24i0lsiaGFyZHdhcmUiLCJOZWUiXSwiaXNLZX1
SZXNOcm1jdGVkIjpOcnVILCItYXRjaGVyUHIvdGVjdGlvbiI6oWyJOZWUiXSwiY3JI5cHRVU3RyZW5ndGg
10jEyOCwiYXROYWNobWVudEhpbnQiOlsiaW50ZXJuYWwiXSwidGNEaXNwbGF5IjpbImFueSIsInR1ZS]
dLCJOYORpc3BsYX1Db250ZW50VHIwZSI6ImltYWdLL3BuZyIsInRjRGlzcGxheVBORONoYXIhY3Rlcml
zdGljcyI6W3sid21kdGgi0jMyMCwiaGVpZ2hOIjoO0DAsImIpdERTIcHROIjoxNiwiY29sb3JUeXBlIjo
yLCIjb21lwemVzc21lvbiI6MCwiZmlsdGVyIjowLCIpbnRlcmxhY2Ui0jB9XSwiYXROZXNOYXRpb25Sb29
0Q2VydGlmaWNhdGVzIjpbIk1ISUNQVENDQWVPZOF3SUIBZO1KQUI1ZXh2VTNPeTI3TUFVRONDcCUATTTQ
5QkFNQO1Ic3hJREF1QmdOVKIBTU1IGMU50Y1hCcl1pTQkIkSFIsYzNSaGRHbHZiaUJTYjISME1SWXdGQVL
EV1FRSORBMUATVVIQSUVGCc2IHbGhibU5sTVIFdOR3WURWUVFMREFoV1FVWWAWRMRITERFU®1CQUABMVV
FQnd3S1VHRnNNieUJCYkhSdk1Rc3dDUV1EVIFRSURBSKRRVEVMTUF rROExVUVCaE1DV1ZNdOhoYO5NVFF
3TmpFNE1UTXpNek15V2hj TK5ERXhNVEF6TVRNek16TX1XakI3TVNBdOhnWURWUVFEREJKVF1XMXdiR1V
NUVhSMFpYTjBZWFJIwYjI0Z1VtOXZKREVXTUIJRROEXVUVDZ3d0UmtsRVR5QkJIiR3hwWVclalpURVINQTh
HQTFVRUN3dOWVUZHSUZSWFJ5d3hFakFRQmdOVkIBYO1DVkJoYkc4Z1FXeDBiekVMTUF rROExVUVDQXd
DUTBFeEN6QUpCZO5WQKFZVEFsVIRNRmt3RXdZSEtvWk16a]jBDQVFZSUtvWkl6ajBEQVFjRFFNQUVIOGh
2MkQwSFhhNTkvQm1lwUTdSWmVoTCOGTUd6RMQXxUUIN0XZBVXBPWjNham51UTkOUFI3YU16SDMzb1lVTQNI
4ZkhZRHIXTOJiNThweEdxSEpSeVgvNk5RTUUOdOhRWURWU j BPQkJZRUZQbOhBMONMaHhGY kMwSXQ3ekU
0dzhoazVFSi9NQjhHQTFVZE13UVINQmFBR1BVSEEZzQOx0eEZiQzBJdDd6RTR30Gh rNUVKLO1BdOdBMVV
kRXdRRKk1BTUJBZjh3Q2dZSUtvWk16ajBFQXdIJRFNBQXdSUUloQUowN1FTWHQ5aWhJYkVLWUtJanNQa3J
pVmRMSWdOZnNiRFNINOVYySmZ6cjRBaUIxb11DWmYwK3pINTVhUWVBSGpJekESWGO2M3JydUF4Qlo5cHM
5ejIYTmxRPTOiXSwiaWNvbiI6ImRhdGE6aW1hZ2UvcG5n02Jhc2U2NCxpVkIPUncwSOdnbOFBQUFOU1V
oRVVNQUFBRThBQUFBAKkNBWUFBQUNpdOpmYOFBQUFBWE5TUjBJQXJzNGM2UUFBQUFSb1FVMUJBQUN4and
20F1RVUFBQUFKYOVoWmN3QUFEcO1BQUE3REF jZHZXxR1FBQUFhaFNVUKJWR2hEN1pyNWJ4UmxHTWY5S3p
UQjhBTS9ZRWhFM1c3cFFaY1dLS0JjbFNwSEFUbEVMQVIFN2tORUNDQTNGaldLMENLSINDRk1zS01jZ1Z
DRFAHTKVTZEFZaWR3Z2dnSkJpUmlNaEZjLzR3eTg40DR6dTL0ZGxuR1IRmWkpQMm4zbk8rKzg40TMzZnZ
1QkJ4K1BxQ3pKalRVdkJIiTG1wVURXdkJUSW1wYONTWNnZYTENKWDLSMDVTazE5YmI1YXRmMNTk5ZkcrL2V
yQTUOMXEON2FQMUXMVmME5UG15Vk5VaThJaThkNWtHVHNpMzBORNY3YWk5bj dRWLBNd2JkeXMyZXJIVMLh
NcVVkeTgrWmNhTm1HaW1FOHLYTjNSVWQzYTE4bkYwZ1Vsb3ZaKzBDVHpXcGQyVmorZU9tMwIFeXk2RHg
0aTVwVU1HV3Z1bzUwNnEyMjdkdHVXQk11ZmZyNmOXcFYwWR1BOTGhvdzE3NTFObTIXTHZQSDNyVnRXamZ
6NjZMZnFsOHRYNOZSbD1ZRINYc21Tc2ViOWN1TOdiWWs3TU5VYOdQZzhac2INZTlyZLFVYWFWLOpNWD1
zcWRGRENTdnAwalpIbVRazZz14N2IMSGNNb1RoYjE2ZUorbVZmUXE4eWFVW1FORzY0aVhaKzAva3E2dU9
aRk8wUXRhdGRXS2ZYb1JROT1CajkxUjVPSUZuazUOak4wbWtVaXFsTzNYRFcrTWwrOThtS0I2dFc3cld
wWmNQYyswemcOdExyWWxVYzg2RTZ1TRORqSU11Y1ZwY3VzZWFyZmdIWUdSazZicmhaVnIvSmNIem9vTDc
INTBqZWRMRXhvcFdjQXBpMlpVcWh1NOpMdnIWc1FVODF6a3pPUGY1bU1SWXZWdVFzWDdQYmLEUVk1SnZ
ab25mdEs rMVZZ0OEg5dXR4NTMwaDBvYitqbVIZcWo2b3VhWXZFZW5XL1dsWwWpwOGN3Yk1tNjgydFB3cVc
xUjR0Oai8yUOgxMOT1SST1sNG1vWnZYcGLTcURYN2RYdFFIeGEVUEszLytCV3NLMWRUZOhIN1Y4dFFKM2]
3Rmt3cEZyVUIRNTBzMXIzbGV2bTh6WmNXMTcrQkJhdzdLOGxFSzVxemtZZWFyaz 1BOHA3UDNHekRLK25
kMORRb3crN1VDOFNWTjgyaXV2MzhpbTdOdGFYdFYXxQ1ZxN1IndzRwa3NtYmRpM2J1MKRIN1lmYUJCeGN
XxZnZxUHJVakZRT1RRMj JsZmRVV1ZUNjhyVEpLRjVEbINtVWpnZHFNNG1TUZ LwbXNmREpSMOCc2VGIIMGL
XOWFWNOXXTEhZWEtsbFREADBMVEFOallJYWFtcDFRalZ2Kyt1leUdVeFZKkSjBET1ZYU20rY jFxUnhwbDg
0ZGRmWDFMcDFPL2Q20XRzb2QwdnM1aEdyZT14dThvK2ZwTFIXYOdoTLRENTo1INOM5SO1XWGYmMSmRPW] k
0YmI5b3FKMVIPb1M3cULUVHpIaWINcW12Yk8zZzBEZFZ5azNXUUJoQnpOSzM1WUt0ZEQuYzhPM2FjUzZ
mRFpGZOthWExzRUpwNXJkcmxpQnFwOD1jSmNzL203VHZzMHI rakdmTjRiMGtQb1puM1VKdU1Pcm5aMjJ
5UDFmbXZVeCtPNWATcWViVjFtK3pTdV10VmhxN1IRXYKRpTFZ2bGpwbExsb3A2Q0xYUCsycXR2ROxJITC8
xdmltSVNkTUIneINVR1p5dTZUcWQranp4Z3NQYVY5QkNxZWUvTmpZazZ2NmxLOWN3aVVjL1INUdGYXSER
WTTNiNTkyeTdoM1RoeDVveks20UhMcFLXdUF3YXFTNWN2Mj ZxN2N1Yjh1Z1ZZYVITUDNpRlU4emoxa25
Td1pYSE1tbkNgWTBPZ2FsbzdVUWZTQ00zcVFRcjJIL1hGUDdzc1h4NDVZbDkxQn11Q2VwWNG1vWm9OIKzF
mRzN4RDROVDd40Gt3eWo4bndiOWV2MjZWMEI2ZCs3SDR6S3Z1ZEFINTM3RmpxeXpPSGRKbkhFdXptWHE
vV2p4T2J2TklidjduaH13c1lgyYVZzV3RDOCsOOGFMZWFwWRTdwNXdLWmkwQTJIBUVIWNW52UjRFK3VKYyt
iNjFrQXBxSw54QmdtzZC80VjVRUC9tdDE4SERDN3NSSGZObWVINWxtaFYwcm4vQUxYMjMyYnFKNEJGbkR
4N1ZpMWNXUzJ1ZmYwSWICNDdxZXh4bVVqOVF1dFl1qdXBKM3RZRDZhY1dCQklyaCthcE5iTOtyTKYXK3V

nQ2EOcm1YR2Z3TVBQAFZpYXZoVTNZTU9BQW51VWIVUjA3TDB5TINIT2FKRTg4QXBzZWEZHZmYzMHluaGx
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KZ0O1IMUNVNNZOOUV6Z25wdkhCR1V5aVZyYWVQaXdKNTNERjVaVFpub21FTmc4NWt0OVWQybOppMldwcjR
PbW1rZk40eDR6SGZpVkZjOER20E56dWh0cU9pZGlsR3ZBNkRHdAWVad0830EFBUW42Y21FazYrcnclVmN
2anZxTKRZUE9vSVV3YUtTaHJ4QXVYTGx rSDRhWXVHZk1ZRGMxMFAGNVRhMzFoUEpPZmNVaHJIVLOpsSUS
pPNmMM2ZWxSWWRCcG82KytZZmp4Nj FsRO5mUmOOTUQ1lckoxajNGbOdIbmpEUOIOYXIZVWANTHINC3pLcGI
3dFhwb@hmUHM4aDNXcDFMek5mTms INFh4QzF3REdVbV16WF11Zmg2ei9jS3RWbTRFQNhhOVZRRORGWXI
zTHIVTVIqSEVLa2s3emFGS11RQTIJoR1FVMXorODVORldwWERya30zdngxMEdxeFE2QnplTmJvQms1lbjh
rNG51Y1JoK2sxaFdmeFRGMEQXRX1XVXM1bnYrZGdRcUtheHp1Q2RFMG1zSGwwMk5ROGFoMG1YcjEYTGE
zbTBmOXdpazkrd0x0VE1ZLzg2TVBvOH1pMzFPZnhtVDZQV29xRzkrRFplalluYTU2bVNadDVXV1N5SNXF
WQTFyd1V5SnFYQWxuemtpYWkvZOhTRDdSalR5aWhvZOFBQUFCS1IVNUVyabpnZ2c9PSI9LCIzdGFOAXN
SZXBvcnRzIjpbeyJlzdGFOdXMi0iJGSURPXONFUTRIRKIFRCIsImVmZmVjdG12ZURhdGUi0OiIyMDEGLTA
XLTAOIN1dLCI0aW1lT2ZMYXNOU3RhdHVZzQ2hhbmdlIjoiMjAXNCOWMSOWNCI9LHsiYWFndWlkIjoiMDE
zMmQxMTAtYmYQZS0OMjA4LWEOMDMtYWIOZjVmMTI1ZmU1IiwibWVOYWRhdGFTAGFOZW11lbnQiOnsibGV
NYWXIZWFkZXIi0iJodHRwczovL2ZpZG9hbGxpYW53jZS5vemcvbWVOYWRhdGEVbWYOYWRhAGEtc3RhdGY
tZW50LWx1Z2FsLWh1YWR1ci8iLCIkZXNjcmlwdGlvbiI6IkZIJRE8gQWxsaWFuY2UgU2FtcGx1IEZIRES
yIEF1dGhlbnRpY2FOb3IiLCIhYWd1aWQiO0iIwMTMyZDEXMC1iZjR1LTQyMDgtYTQwMy1hY jRmNWYxMmV
mZTUiLCIhbHR1cm5hdGl2ZUR1c2NyaXBOaW9ucyIbeyJydS1SVSI6GItCTOYDQuUNCBOLXRgCBGSURPMiD
QsNGDOYLQtdC90YLQUNGEOL jQutCwOYLQVtGAOLAgOL7RgiBGSURPIEFsbGLhbmN1IiwiZnItR1Ii01i]
FeGVtcGx1IEZIREBYIGF1dGh1bnRpY2FOb3IgZGUgRK1ETYBBbGXpYW5jZSIsInpoLUNOIjoi5L6G6Ie
gRKLETYBBbGxpYW5jZeeahOekuuS-1i0ZIJRE8y6Lqr5Lu96amx6K235ZmoIn0sInByb3RvY29sRmFtaWx
5Ij0iZmlkbzIilLCJIzY2h1bWEiOjMsImF1dGhlbnRpY2FOb3IWZXJzaW9uIljolLCI1cHYi0lt7Imlham9
yIjoxLCItaW5vciI6MH1dLCIhdXRoZW50aWNhdGlvbkFsZ29yaXRobXMi0Olsic2VjcDI1INnIXxX2VjZHN
hX3NoYTIIN19yYXcilLCJyc2Fzc2FfcGtjc3YxNV9zaGEyNTZfcmF3I10sInB1lYmxpYOtleUFsZOFuZEV
uY29kaw5ncyI6WyJjb3N1I10sImFOAGYzdGFOaWIuVHIwZXMiOlsiYmFzaWNTZnVsbCIdLCI1c2VyVmV
yaWZpY2FQaWOuRGVOYWlscyI6W1t7InVzZXIWZXIpZmljYXRpb25NZXRob2Qi0iJub251In1dLFt7InV
ZZXIWZXIpZm1jYXRpb25NZXRob2Qi0iJwemVzZW5jZV9pbnR1cm5hbCI9XSxbeyJ1c2VyVmVyaWZpY2F
0aW9uTWV0aG9kIjoicGFzc2NvZGVFZXhOZXIJuYWwil CJjYUR1c2MiOnsiYmFzZSI6MTAsImlpbkxlbmd
0aCIB6NH19XSxbeyJ1c2VyVmVyaWZpY2F0aWouTWV0aG9kIjoicGFzc2NvZGVfZXhOZXJuYWwilCIjYUR
1c2MiOnsiYmFzZSI6MTAsIm1pbkx1bmd0aCI6NH19LHsidXNlclZlcmlmaWNhdGlvbk1ldGhvZCI6InB
yZXN1bmN1X2ludGVybmFsIn1dXSwia2V5UHIvdGVjdGlvbiI6WyJoYXIkd2FyZSIsInN1Y3VyZV9lbGV
tZW50I10sIm1hdGNoZXJIQcm90ZWNOaW9uIjpbIm9uX2NoaXAiXSwiY3I5cHRVU3RyZW5ndGgi0jEy0Cw
1YXROYWNobWVudEhpbnQi0OlsiZXh0ZXJuYWwilCI3aXJ1ZCIsIndpcmVsZXNzIiwibmZjI10sInRjRGL
zcGxheSI6GW10sImFOdGVzdGFOaW9uUmOvdENTcnRpZmljYXR1lcyI6WyIJNSUTDUFRDQOF1T2dBdo1CQWd
JSKFPdWV4d1UzT3kyd01Bb0dDQ3FHUGOOOUIBTUNNSHN4SURBZUINT1ZCQUINRjFOaGJYQnNaUOICZEh
SbGMzUmhkR2x2Ym1CU2IyOTBNU113RKFZRFZRUUtEQTFHU1VSUETFRNNiR2x0Ym10bE1SRXdEd11EV1F
RTERBaFZRVV1nVKZKSEXERVNNQkFHQTFVRUJ3dOpVROZzYn1CQmIIUNnZNUXN3Q1FZRFZRUUTEQUPEUVR
FTE1Ba0dBMVVFQmhNQ1ZWTXdIaGNOTVRRAO5gRTRNVE16TXpNeVdoYO50REV4ATVRBek1UTXpNek15V2p
CNO1TQXdIZ11EVLFRRERCZFRZVzF3YkdVZ1FYUjBaWE4wWVhScGIyNGdVbT12ZERFVO1CUUdBMVVFQ2d
3T1JIrbEVUeUJCYkd4cF1XNWpaVEVSTUE4ROEXVUVDd3dJV1VGRO1GU1hSeXd4RWpBUUINnT1ZCQWNNQ1Z
CaGJHOGARV3gwYnpFTE1BaOdBMVVFQOF3Q1EwRXhDekFKQmdOVkIBWVRBbFZUTUZrdoV3WUhLblpJemo
wQOFRWUlLb1pJemowREFRYORRZOFFSDhodjJEMEhYYTU5LOJtcFE3UlplaEwvRk1HekZkMVFCZz12QVV
wTlozYWpudVESNFBSN2FNekgzM25VUOJy0GZIWURycU9CY jU4cHhHcUhKUN1YLzZOUU1FNHAIUV1EV1I
wT0JCWUVGUG9IQTNDTGh4RmIDME1ON3pFNHc4aGs 1IRUovTUI4ROEXVWRIA1FZTUJhQUZQbOhBMONMaHh
GYkMwSXQ3ekU0dzhoazVFSi9NQXdHQTFVZEV3UUZNQU1CQWY4dONnWUlLb1pJemowRUF3SURTQUF3ULF
JaEFKMDZRU1hOOWLoSWIFS11LSWpzUGtyaVZKTELNndGZzYKRTdTdFckpmenIOQWL1CcW9ZQ1lpmMCt6STU
1YVF1QUhqSXpBOVhtNjNycnVBeEJa0XBz0OXoyWE5sUTO9I10sImljb24i0iJkYXRhOmltYWdlL3BuZzt
iYXNINjQsaVZCT1JI3MEtHZ29BQUFBTLNVaEVVZOFBQUU4QUFBQXZDQV1BQUFDaXdKZmNBQUFBQVhOU1I
wSUFyczRjN1FBQUFBUMm5RVTFCQUFDeGp3djhZUVVBQUFBSmNFaFpjdOFBRHNNQUFBNORBY2R2cUdRQUF
BYWhTVVJICVkdoRDdacjVieFJIsRO1ImOUt6VEI4QUOVWUVORTIXN3BRWMNXSOtCY2xTcEhBVGXFTEFSRTd
rTkVDQOEzRmtXSzBDSOtTQOZIcOtCY2dWQORXRO5FU2RBWWLkd2dnZ0pCaVIpTWhGYy80d3k40Dg0enU
5TmRsbkdUZ1pKUDJuM25PKys40DkzM2Z72ZUJCeCtQcUN6SmtUVXZCYkxtcFVEV3ZCVE1tcGNDU1p2WEX
DZFg5UjA1U2sx0WIiNWFOZjU50WZHKYy91ckEINDFXNDdhUDFMTFZhOVNJeVZ0OVWk4SWk4ZDVrR1RzaTM
WTKZ2N2FpOW43UVpQTXdiZH1zMmVyVTIYTXFVZHk4K1pjYU5tR21tRTh5WE4zU1VKkM2EX0G5GMGZVbG9
2WiswQ1R6V3BkM1ZgK2VPbTFiRX15NkR4NGk1cFVNR1d2ZW81MDZxMjI3ZHR1VOIIdWZmcjZvV3BWMEZ
QTkxob3cxNzUXxTmOYMUXx2UEgzc1Z0V2pme]jY2TGZxbDhOWDAGUmwSWUZTWHNEU3SNTYj1jZU9HY11rNO1
OVWNHUGCc4WnNiTWU5cmZRVWFhVi9KTVg5c3FkekRDU3ZwMGtaSGlUWmc5eDdiTEhj TW5UaGIXNmVKK21
WZ1FXOHLhVVpRTKCc2NGlYWiswL2tXxNnVPWkZPMFFOYXRkVOtmWG5SUTK5Qmo5MVI1TO1GbmsINGpOMG1
rVWixbE8zWERXKO1sKzk4bUtCNnRXN3JIXcFpjUGMrMHpnNHRMc11sVWM4NKkU2ZUdEak INdWIWcGN1c2V
hcmzZnSV1HUms2YnJoWlZyLOpjSHpvbOw3NTUwamVKTEV4b3BXYOFwaTJaVXFodTdKTHZyVnNRVTgxemt
6T1B1ZWINU112VnVRc1g3UGIpRFFZNUp2Wm9uZnRLKzFWWThIOXV0eDUzMGgwb2Iram1SWXFgNmI1YV1
2RWVuVy9XbF1lqcDhjd2INbTY4MNRQA3FXMVIOdGovMINIMTNIUkpZbDRtb1p2WHBpU3FECcjdkWHRRSHh
hL1BLMy8rQldzSzFkVGdIdTZWOHRRS jNid0Zrd3BGclVPUTUwczFyM2x1dmO4elp]jcTE3KOICYXc3Szh
sRUs1cXprWwWVhcms5QThwN1AzR3pESytuZDNEUW93KzZVQzhTVk44Mm11d jM4aWO3TnRhWHRWMUNWCTZ
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SZ3c0cGtzbWIkaTNidTIEZTdZZmFCQnhjcWZ2cVBYVWpGUUSUUTIYbGZkVVZWVDY4c1RKSOY1RG5TbVV
qZ2RxZzRtU1IM5cG1zZkRKUjNHNTRvSDBpVz1hVjdMVOXIWVhLbGXURHQWTFRBAGtZSWFhbXAxUWpWdis
rdXTHVXhWZEowRESWWFNtK2IxcVJI4cGw4aNGRKZ1gxTHAXTy9kNj 10c29kMHZzNWhHcmU5eHU4bytmcEx
SMWNHaE5URDZaNTdDOUtNV1h1ZkpkT105NGIi0W9xZDFST25TN3FIVFR6SGLtTXFpdmIPM2cwRGRWeWs
zV1FCaEJ6dEszNV1ILTmRPbmM4TzNhY1M2ZkRaRmdLYVhMcOVKcDVyZHIsalJxcDg5Y0pjcy9tN1R2czB
ya2pHZk40YjBrUG9abjNVSnVIT3JuWjIyeVAxZm12VXgrTzVnU3FLlY1YxbSt6U3VZT1ZocTdUV2IEaUx
WdmxqcGxMbGOWNKNMWFArMnFOdkdMSUwvMXZpbU1TZE1CZ3pTh0ZaeXU2VHFkK2p6eGdzUGFWOUJIDcWV
1LO5qWWs2djZsSz1jd21VYy9TVHRMMUhECE®zY jU5Mnk3aDNUaHg1b3pLNj LITHBZV3VBd2FxUzVjdjI
2cTdjZWI4ZWZWWWFSZVAzaUZVOHpgMWtuU3daWEhNbW5DalkwT2dhbG83VVFmUONNM3FRUXIySCIYRLA
3¢c3NYeDQ1WWw5MUJI5ZUNTcDRtb1pvSCsxZkczeEQOdFQ3eDhrd31q0G53Yj11djI2VjBCNmQrNogoekt
2dWRBSDUzNOZqcX16TOhkSm5IRXV6bVhxL1dqeE9idk5NYnY3bmh5d3NYMmFWc1d0QzgrNDhhTGVhcEU
3cDV3S1ppMEEYQVFSVjVudlIORSt1SmMrYjYxaOFwcUlueEInbWQVNFY1UVAVbXQx0EhEQzdzUkhmdG1
1dTVsbWhWMHJIULOFMWDIzMmJIxZDRCRm5EeDdWaTFjV1MydWZmME1iQjQ3cWV4eG1lVaj lRdXRZanVwZDN
OWUQ2YWIXQkINcmgrYXBOYkILck5GMSt1ZONhNHIpWEdmdO1QUHRWaWF2aFUzWU1PQUFudVViL1IwNOw
welU9TZU9hZEU40EFwc1hGR2ZmMzB5bmhsSmANNTFDVTZ2Tj LTFemducHZIQkZVeWlWcmFLUGL3SjUzREY
1WLRabm9tRU5n0DV rT1VkMmIKaTIXcHIOT21ta2Z0ONHgOekhmaVZGYzhEdjhOenVoTnFPaWRpbEd2QTZ
ER3V1WndPNzhBQVFUNmMNpRWs2K3J3NVZjdmp2cUSEWVBPbO1Vd2FLU2hyeEF1WEXxsa®@gOYV11R2ZNWUR
JMTBXRjVUYTMxaFBKT2ZjVWhyVSOKbE10aTZjNmVsUl1kQnBvNis rwWZqeDYxbEdOZ1JtNELIENXIKMWo
ZRmOHSG5gRFNCTmFYWVVnTUX5TXN6S3BiN3RYcGIIZ1Bz0GgzV3AXTHPOZK5 rNTRYeEMxdORHVW1Zelh
ZZWZoNnovYQtOVmOORUJI4YTWUUdEe 1l lyMOxyVU1SakhFS2trN3phRktZUUEyaEdRVTF6Kzg1lTkZXcFh
Ecmt6M3Z4MTBHcXhRNkJ6ZU51b0J rNW44azRuzZWISaCt rMWhXZnhURjBEMUV5V1VzNW52K2RnUXFLYXh
6dUNKRTBpcOhsMDJIOUThhaDBtWHIXxMkxhM20wZj13aWs5K3dMT1RNWS84Nk1Qbzh5aTMxT2Z4bVQ2UFd
vcUc5KORadWtZbmEINm1TWNQ1V1dTeTVxVKExcndVeUpxWEFsbnpraWFpL2dIUOQ3UmtUeWlob2dBQUF
BQkpSVTVFcmtKZ2dnPTO1iLCIzdXBwb3J0ZWRFeHR1bnNpb25zIjpbeylpZCI6ImhtYWMtc2VjcmVOIiw
1ZmFpbF9pZ191bmtub3duljpmYWxzZX0seyJpZCI6ImNYyZWRQcm9OZWNOIiwiZmFpbF9pZ191bmtub3d
uIjpmYWxzZX1dLCIhdXRoZW50aWNhdG9yR2VOSW5mbyI6eyl2Z7XJzaW9ucyI6WyJVMkZfVjIiLCIGSUR
PXzJfMCJdLCI1leHR1bnNpb25zIjpbImNyZWRQcmI0ZWNOIiwiaGlhYylzZWNyZXQiXSwiYWFndWlkIjo
iMDEzMmQxMTB1iZjR1INDIwOGEOMDNhAY jRmMNWYXMmVmZTUiLCIvcHRpb25zIjp7InBsYXQi0iImYWxzZSI
sInJrIjoidHJ1ZSIsImNsaWVudFBpbiI6InRydWUilLCJ1cCI6InRydWUiLCJ1diI6InRydWUiLCI1d1R
va2VuIljoiZmFsc2UiLCJjb25maWci0iImYWxzZSJ9LCItYXhNc2dTaXplIjoxMjAwLCIwaW5VdkF1dGh
Qcm90b2NvbHMi01sxXSwibWF4Q331ZGVudGLhbENvAW50SW5MaXNOI joxNiwibWF4Q331ZGVudGlhbEL
kTGVuZ3RoIjoxMjgsInRyYW5zcG9ydHMiOlsidXNiIiwibmZjI10sImFsZ29yaXRobXMi01t7InR5cGU
10iJwdWJsaWMta2V5IiwiYWxnIjotN30seyl0eXBlIjoicHVibGljLWt1leSIsImFsZyI6LTIIN31dLC]
tYXhBdXRoZW50aWNhdG9yQ29uZmlnTGVuZ3RoI joxMDIOLCIKkZWZhdWx0Q3JI1ZFByb3R1Y3Qi0jIsImZ
pcm13YXJI1VmVyc21lvbiI6NX19LCIzdGFOdAXNSZXBvcnRzIjpbeylzdGFOdXMi0iJGSURPXONFUTRIRKL
FRCISImVmZmVjdGl12ZURhdGUiOiIyMDESLTAXLTAOINOseyJzdGFOdXM1i0iJGSURPXONFUTRIRkT1FRF9
MMSIsImVmZmVjdGl2ZURhdGUiOiIyMDIWLTEXLTES5IiwiY2VydGlmaWNhdGlvbkR1c2NyaXBOb3Ii0i]
GSURPIEFsbGlhbmN1IFNhbXBsZSBGSURPMiBBdXRoZW50aWNhdG9yIiwiY2VydGlmaWNhdGVOdW1iZXT
10iJGSURPMj EwMDAYMDEIMTIYMTAWMSIsImNlcnRpZmljYXRpb25Qb2xpY31WZXJzaW9uIjoiMS4wLjE
iLCJjZXJ0aWZpY2F0aW9uUmVxdWlyZW1lbnRzVmVyc21lvbiI6IjEuMC4xIn1ldLCI0aW1lT2ZMYXNOU3R
hdHVzQ2hhbmd1IjoiMjAx0SOWMSOWNCIOXX0. -kclwrorJAl6bxLXXzeDkFEOCsbKAy2WDEzoCY-Aej
NObWIOAmhpHGxSa3CXgmwFwgAuy230Eq BHTO RshsA

The line breaks are for display purposes only.

The signature in the example above was computed with the following ECDSA key
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EXAMPLE: ECDSA KEY USED FOR SIGNATURE COMPUTATION

MIICZTCCAgugAwIBAgIBATAKBggghkjOPQQDAjCBozENMCUGAIUEAwweRVhBTVBM
RSBNRFMzIFRFU1QgSU5S5URVINRURIQVRFMSIwIAYJKoZIhvcNAQkBFhNleGFtcGxl
QGV4YW1wbGUuY29tMRQWEQYDVQQKDAtFeGFtcGXxLIE9SRZEQMA4GALUECWwHRXhh
bXBsZTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAK1ZMRIWEAYDVQQHDALXYWt1Zm1l1l
bGQwHhcNMj EWNDESMTEZNTA3WhcNMzEWNDE3MTEZNTA3W]j CBpTEpMCcGALUEAwWWg
RVhBTVBMRSBNRFMzIFNJRO5JTkcgQOVSVETGSUNBVEUXIjAgBgkghkiGO9wOBCQEW
E2V4YW1wbGVAZXhhbXBsZS5jb20xFDASBgNVBAoOMCOV4YW1wbGUgT1IHMRAWDGYD
VQQLDAdFeGFtcGx1MQswCQYDVQQGEwIVUzELMAKGATUECAWCTVkxXEjAQBgNVBACM
Cvdha2VmaWVsZDBZMBMGByYqGSM49AgEGCCqGSM49AWEHAOIABNQIs6wTqixc+S+V
DAajFlPNat10KEWJE5jcWOvm6qp09SDAAMZvb4HHrvs+P5YRpHrSTUPdvK+uEQbd
Wg31P9ujLDAgMAKGA1UdEWQCMAAWHQYDVROOBBYEFLgsapcXV4ZoVHANRpPZwQe7
Yy20MAoGCCqGSM49BAMCAOgAMEUCIQC67za8EIuyRiKgNDXIP1slaLlr3jzHOWVXf
Hx4bJ+zCsgIgG/tVBut0JUU+vvoHIo/0otAUACH5bNHP3uIziDS+PTUc=

----- END CERTIFICATE-----

MHcCAQEEIFNpFhJvod3jKvbrLLzKTWKFxzaz417kMchx3NyytQYUoAoGCCqGSM49
AwEHoUQDQgQAE1Amz rBOgLFz5L5UMBgMWU81g3XQoRYKTmNXY6+bqqk7 1 IMAAXmOv
gceu+z4/1hGketkKvVQ928r64RBt1aDfU/2w==

The root certificate to validate certificate path in the X5C is:

EXAMPLE: CERTIFICATE PATH ROOT CERTIFICATE
 rw
Irng3V9RoPMFdapWMzS1I+WWHog0oTj1PqwlDDg7+z116vSDeVWAMKromqlwlOGN
zgBopIjd91RWKRtt2kQSPX9XxqS4E1gDDr8MKbpM3JuubQtNCg9D7Ljvbz6vwvUr
bPHH+0REvucspOPZ5PpizloepGIcLFxDQqCulGY2n7Ah10J0FXJqOFCaK3TWHwWBY
ZsaY5DgBuUvdUrwtgZNg2eg2omWXEepiVFQn3Fvj43Wh2npPMgIe5P0rwncXvROx
aczd4rtajKSlucoB9b9iKgM2+M1ly/FDIgVf1fWEHWK7YdzxMlgOeLdeV/kqRU5PE
UlLU9a2EwdOErrPbPKZmIfbs/L4B3k4zejMDH3Y+ZwIDAQABo1MwUTAdBgNVHQ4E
FgQU8sWwqlTrurK7xMTw01dKfeJBbCMwHwWYDVRO jBBgwFoAU8sWwqlT rurK7xMTw
01dKfeJBbCMwDwYDVROTAQH/BAUwWAWEB/zANBgkghkiGOwOBAQs FAAOCAgEAFW6M
1PiIfCPIBQ5EBUPNmRVRFuDpolOmDofnf/+mv63LqwQZAdo/W8tzZ9k0Fhq24Sil
wOH7fsdG/ jeREXiIZMNoW/ rA6Uac8sU+FYF7Q+qp6CQL1SQbDcpVMifTQjcBk2xh28/35



The FIDO Server MUST follow these processing rules:

1. Download (see here for considerations) and cache the root signing trust anchor from the respective MDS
root location "mds.fidoalliance.org". More information can be found at https:/fidoalliance.org/metadata/

The FIDO server should pass the serial number of the latest cached Metadata Service BLOB to the
service (GET /?localCopySerial=77). In that case, the MDS will return HTTP code 304 (Not Modified) if
no newer MDS blob is available. Alternatively, the serial number of the local copy could be provided
through the "If-None-Match" header field. The server will always return the serial number in the ETag
header field. If both, the "localCopySerial" parameter and the "If-None-Match" header are provided, the
server will only process the "localCopySerial" parameter.

2. To validate the digital certificates used in the digital signature, the certificate revocation information MUST
be available in the form of CRLs at the respective MDS CRL location e.g. More information can be found at

https://fidoalliance.org/metadata/
3. The FIDO Server MUST be able to download the latest metadata BLOB object from the well-known URL

when appropriate, e.g. https://mds.fidoalliance.org/. The serial number of the latest local copy SHOULD be
provided in order to avoid unnecessary data transfers.

4. If the x5u attribute is present in the JWT Header, then:
1. The FIDO Server MUST verify that the URL specified by thex5u attribute has the same web-origin as
the URL used to download the metadata BLOB from. The FIDO Server SHOULD ignore the file if the
web-origin differs (in order to prevent loading objects from arbitrary sites).

2. The FIDO Server MUST download the certificate (chain) from the URL specified by thex5u attribute
[JWS]. The certificate chain MUST be verified to properly chain to the metadata BLOB signing trust
anchor according to [RFC5280]. All certificates in the chain MUST be checked for revocation according
to [RFC5280].

3. The FIDO Server SHOULD ignore the file if the chain cannot be verified or if one of the chain
certificates is revoked.

The requirements for verifying certificate revocation, are only applicable to the MDS BLOB payload
certificates. It is up to the server vendors whether to enforce CRL check for the certificates in the
individual metadata statements.

5. If the x5u attribute is missing, the chain should be retrieved from thex5c attribute. If that attribute is missing
as well, Metadata BLOB signing trust anchor is considered the BLOB signing certificate chain.

6. Verify the signature of the Metadata BLOB object using the BLOB signing certificate chain (as determined by
the steps above). The FIDO Server SHOULD ignore the file if the signature is invalid. It SHOULD also ignore
the file if its number (no) is less or equal to the number of the last Metadata BLOB object cached locally.

7. Write the verified object to a local cache as required. Remember the "iat" ("issued at") time as needed.

8. Iterate through the individual entries (of type MetadataBLOBPayloadEntry). For each entry:

1. Ignore the entry if the AAID, AAGUID or attestationCertificateKeyldentifiers is not relevant to the relying
party (e.g. not acceptable by any policy)

Note: To remain compatible with future versions the FIDO Server SHOULD ignore unrecognized
fields when processing any element of an entry. The addition, subtraction or change in interpretation
of any fields in an entry of this specification which substantively changes the processing logic of a
consumer will only occur alongside an update to the major version number of the specification.

2. Check whether the status report of the authenticator model has changed compared to the cached entry
by looking at the fields timeOfLastStatusChange and statusReport.

Update the status of the cached entry. It is up to the relying party to specify behavior for authenticators
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with status reports that indicate a lack of certification, or known security issues. However, the status
REVOKED indicates significant security issues related to such authenticators.

Authenticators with an unacceptable status should be marked accordingly.This information is
required for building registration and authentication policies included in the registration request and
the authentication request [UAEProtocol].

3. Update the cached metadata statement.

It is possible that an MDS entry representing an authenticator disappears in a future update of the BLOB.
This should not affect the processing of any other MDS entries.

This section is not normative.
This section describes the key considerations for designing this metadata service.
Need for Authenticator Metadata

When defining policies for acceptable authenticators, it is often better to describe the required authenticator
characteristics in a generic way than to list individual authenticator AAIDs. The metadata statements provide
such information. Authenticator metadata also provides the trust anchor required to verify attestation objects.

The metadata service provides a standardized method to access such metadata statements.
Integrity and Authenticity

Metadata statements include information relevant for the security. Some business verticals might even have the
need to document authenticator policies and trust anchors used for verifying attestation objects for auditing
purposes.

It is important to have a strong method to verify and proof integrity and authenticity and the freshness of
metadata statements. We are using a single digital signature to protect the integrity and authenticity of the
Metadata BLOB object and all metadata statements.

Organizational Impact

The FIDO Alliance has control over the FIDO certification process and authentication vendors provide the
metadata as part of that process. With this metadata service, the list of known authenticators and their metadata
statements need to be updated, signed and published regularly. A single signature needs to be generated in
order to protect the integrity and authenticity of the metadata BLOB object and all embedded metadata
statements.

Performance Impact
Metadata BLOB objects and metadata statements can be cached by the FIDO Server.
The update policy can be specified by the relying party.

The metadata BLOB object includes a date for the next scheduled update. As a result there isno additional
impact to the FIDO Server during FIDO Authentication or FIDO Registration operations.

High Security Environments

Some high security environments might only trust internal policy authorities. FIDO Servers in such environments
could be restricted to use metadata BLOB objects from a proprietary trusted source only. The metadata service is
the baseline for most relying parties.
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Extended Authenticator Information

Some relying parties might want additional information about authenticators before accepting them. The policy
configuration is under control of the relying party, so it is possible to only accept authenticators for which
additional data is available and meets the requirements.

Implementer Guidance

For typical applications, we recommend checking for updated Metadata Statements once a day. This ensures
up-to-date information about available security keys and passkey providers and their respective characteristics
and certification status.

In order to minimize bandwidths needs and system load, we also recommend providing the serial number of the
most recent local copy that is available, see section Metadata BLOB object processing rules for more details.
This avoids downloading the data again if there is no change.

Note that the nextUpdate field will be removed in the future.

aaguid

aaid

attestationCertificateKeyldentifiers
"ATTESTATION_KEY_COMPROMISE"

AuthenticatorStatus
authenticatorVersion

batchCertificate

BiometricStatusReport
biometricStatusReports

certificate

certificateNumber

dict-member for BiometricStatusReport
dict-member for StatusReport

certificationDescriptor

dict-member for BiometricStatusReport

dict-member for StatusReport
certificationPolicyVersion

dict-member for BiometricStatusReport
dict-member for StatusReport

certificationProfiles

certificationRequirementsVersion

dict-member for BiometricStatusReport

dict-member for StatusReport

certlLevel
date

effectiveDate
dict-member for BiometricStatusReport

dict-member for StatusReport
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entries
"FIDO_CERTIFIED"
"FIDO_CERTIFIED_L1"

"FIDO_CERTIFIED_L1plus"
"FIDO_CERTIFIED_L2"

"FIDO_CERTIFIED_L2plus"
"FIDO_CERTIFIED_L3"

"FIDO_CERTIFIED_L3plus"
"FIPS140_CERTIFIED_L1"
"FIPS140_CERTIFIED_L2"
"FIPS140_CERTIFIED_L3"
"FIPS140_CERTIFIED_L4"

fipsPhysicalSecurityl evel
fipsRevision

legalHeader

MetadataBL OBPayload
MetadataBLOBPayloadEntry
metadataStatement

modality

nextUpdate

no
"NOT_FIDO_CERTIFIED"
"RETIRED"

"REVOKED"

RoguelListEntry
roguelListHash

rogueListURL
"SELF_ASSERTION_SUBMITTED"

sk

status

StatusReport

statusReports

sunsetDate

timeOfLastStatusChange
"UPDATE_AVAILABLE"

url
"USER_KEY_PHYSICAL_COMPROMISE"
"USER_KEY_REMOTE_COMPROMISE"

"USER_VERIFICATION_BYPASS"
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[ECMASCRIPT] defines the following terms:
Number

[WebIDL] defines the following terms:
DOMString
unsigned long

unsigned short

[ECMASCRIPT]
ECMAScript Language Specification. URL: https://tc39.es/ecma262/multipage/

[FIDOAuthenticatorSecurityRequirements]
Rolf Lindemann; Dr. Joshua E. Hill; Douglas Biggs. FIDO Authenticator Security Requirements. November

2020. Final Draft. URL: https://fidoalliance.org/specs/fido-security-requirements/fido-authenticator-security-
requirements-v1.4-fd-20201102.html

[FIDOBiometricsRequirements]
Stephanie Schuckers; et al. FIDO Biometrics Requirements. October 2020. URL.:

https://fidoalliance.org/specs/biometric/requirements/Biometrics-Requirements-v2.0-fd-20201006.html

[FIDOMetadataStatement]
B. Jack; R. Lindemann; Y. Ackermann. FIDO Metadata Statements. 05 January 2026. Proposed Standard.

URL: https:/fidoalliance.org/specs/mds/fido-metadata-statement-v3.1.1-ps-20260105.html
[JWS]
M. Jones; J. Bradley; N. Sakimura. JSON Web Signature (JWS). May 2015. RFC. URL:
https://tools.ietf.org/html/rfc7515
[JWT]
M. Jones; J. Bradley; N. Sakimura. JSSON Web Token (JWT) May 2015. RFC. URL:
https://tools.ietf.org/html/rfc7519

[RFC4648]
S. Josefsson. The Base16. Base32, and Base64 Data Encodings (RFC 4648). October 2006. URL:
http://www.ietf.org/rfc/ric4648.ixt

[RFC5280]
D. Cooper; et al. Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)

Profile. May 2008. URL: https://tools.ietf.org/html/rfc5280

[RFC7519]
M. Jones; J. Bradley; N. Sakimura. JSON Web Token (JWT). May 2015. Proposed Standard. URL:
https://www.rfc-editor.org/rfc/rfc7519

[WebIDL]
Edgar Chen; Timothy Gu. Web IDL Standard. Living Standard. URL: https://webidl.spec.whatwg.org/

[WebIDL-ED]
Cameron McCormack. Web IDL. 13 November 2014. Editor's Draft. URL:http://heycam.qgithub.io/webidl/

[FIDOEcdaaAlgorithm]
R. Llndemann et al. FIDO ECDAA Algor/thm 23 May 2022. Proposed Standard URL:

[FIDOGlossary]
R. Lindemann; et al. FIDO Technical Glossary. 23 May 2022. Proposed Standard. URL:
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https:/fidoalliance.org/specs/common-specs/fido-glossary-v2.1-ps-20220523.html
[FIDOKeyAttestation]
FIDO 2.0: Key attestation format URL: https://fidoalliance.org/specs/fido-v2.0-ps-20150904/fido-key-
attestation-v2.0-ps-20150904.html
[FIDORegistry]
R. Lindemann; et al. FIDO Reqistry of Predefined Values 05 January 2026. Proposed Standard. URL:
https://fidoalliance.org/specs/common-specs/fido-registry-v2.3-ps-20260105.html
[ITU-X690-2008]
X.690: Information technology - ASN.1 encoding rules: Specification of Basic Encoding Rules (BER),
Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER), (T-REC-X.690-200811).
November 2008. URL: https://www.itu.int/rec/T-REC-X.690-200811-S

[RFC2119]

S. Bradner. Key words for use in RFCs to Indicate Requirement Levels March 1997. Best Current Practice.
URL: https://tools.ietf.org/html/rfc2119

[UAFProtocol]
R. Llndemann et al. FIDO UAF Protocol Specification v1.2. Proposed Standard. URL:

dictionary MetadataBLOBPayloadEntry {

AAID aaid;

AAGUID aaguid;

DOMString|[] attestationCertificateKeyIdentifiers;
required MetadataStatement metadataStatement;
BiometricStatusReport[] biometricStatusReports;

required StatusReport[] statusReports;

required DOMString timeOflLastStatusChange;

DOMString roguel istURL;

DOMString roguelistHash;

}i

dictionary BiometricStatusReport {
required unsigned short certlevel;

required DOMString modality;

DOMString effectiveDate;

DOMString certificationDescriptor;
DOMString certificateNumber;

DOMString certificationPolicyVersion;
DOMString certificationRequirementsVersion;

};

dictionary StatusReport {
required AuthenticatorStatus status;

DOMString effectiveDate;

unsigned long authenticatorVersion;
DOMString batchCertificate;

DOMString certificate;

DOMString url;

DOMString certificationDescriptor;
DOMString certificateNumber;
DOMString certificationPolicyVersion;
DOMString|[] certificationProfiles;
DOMString certificationRequirementsVersion;
DOMString sunsetDate;

unsigned long fipsRevision;

unsigned long fipsPhysicalSecuritylevel;
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};

enum AuthenticatorStatus {
"NOT_FIDO CERTIFIED",
"FIDO CERTIFIED",
"USER VERIFICATION BYPASS",
"ATTESTATION KEY COMPROMISE",
"USER KEY REMOTE COMPROMISE",
"USER _KEY PHYSICAL COMPROMISE",
"UPDATE AVAILABLE",
"RETIRED",
"REVOKED",
"SELF_ASSERTION SUBMITTED",
"FIDO CERTIFIED L1",

"FIDO_CERTIFTED L1lplus",
"FIDO CERTIFIED L2",

"FIDO_CERTIFIED L2plus",
"FIDO CERTIFIED L3",

"FIDO_CERTIFTIED L3plus",
"FIPS140 CERTIFIED L1",
"FIPS140 CERTIFIED L2",
"FIPS140 CERTIFTIED L3",
"FIPS140 CERTIFIED L4"

};

dictionary RoguelListEntry {
required DOMString sk;
required DOMString date;

+

dictionary MetadataBLOBPayload {
DOMString legalHeader;
required Number no;
required DOMString nextUpdate;

required MetadataBLOBPayloadEntry[] entries;

Issues Index&

I ISSUE 1 Update this example
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