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FIDO2 provides secure authentication through the use of authenticators that implement the Client-to-
Authenticator Protocol (CTAP) and platforms or browsers that implement the W3C WebAuthn specifications.
These authenticators are expected to communicate to servers that will validate registration and authentication
requests. Many of the requirements for FIDO2 servers, such as assertion formats, attestation formats, optional
extensions, and so forth, are contained in the W3C WebAuthn specification. This Server Requirements and
Guidance specification attempts to pull together all the requirements for servers in a single document that will be
an aid to implementing a FIDO2 server, while leaving behind the details of authenticators and web browsers that
do not pertain to servers.
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This specification provides a set of requirements and guidance for server implementers that draws heavily from
the W3C [WebAuthn] specification. Servers are a crticial piece of the FIDO ecosystem for making sure that
implementations work together. There are many optional features of the various specifications, including different
attestation formats (packed, Android, TPM, etc), attestation modes (surrogate, full, ECDAA, etc.), cryptographic
suites (RSA, ECDSA, etc.) and so on. The authenticators that typically implement these various features are
typically consumer electonrics devices that are memory and / or CPU constrained, which limits their ability to
implement multiple versions of these features. Therefore, it falls to servers to implement as many of these
features as possible to ensure that servers are compatible with the broadest range of authenticators possible.

The WebAuthn specification is fairly simple in its concept: it provides a method for registering new authenticators
with a server (navigator.credentials.create()) and another method for authenticating with previously
registered authenticators (navigator.credentials.get()). During registration, an authenticator uses an
attestation private key that was embedded in the authenticator during its manufacturing to create an attestation



statement, thus providing a root-of-trust for the registration process. Registration creates a new key-pair for each
account that is registered and the private key of the registration is used to sign an assertion that is sent to the
server to demonstrate valid authentication. The sections that follow describe the registration and attestation
requirements, and the authentication and assertion requirements.

It should be noted that there is no specific required protocol (REST, SOAP, carrier pigeon, quantum teleportation,
etc.) required for the server (although there are requirements around having a secure communication channel). It
is assumed that servers are receiving some form of the JavaScript objects that were created by the browser /
platform / authenticator. Note that these objects are signed over, so protocols MUST NOT alter the signed
objects in ways that would cause the signature to be invalid, but otherwise any form of transporting these objects
to the server is acceptable. The requirements and guidelines laid out below do not make any requirements on
how these objects are sent or received by the server.

In the case that this specification conflicts with the[WebAuthn] specification, the [WebAuthn] specification takes
precidence; however, there may be clarifications or additions in this specification that supercede the [WebAuthn]
specification and many of the descriptions of how to implement WebAuthn in a web browser are irrelevant to
server implementers.

Servers SHALL support registration. A registration request will take the form of sending a challenge to an
authenticator and receiving a CredentialCreationOptions object (or similar) in response. The response
attribute of the PublicKeyCredential will contain both a serialzed clientDataJSON attribute and a serialized
attestationObject attribute. There is no requirement for the format of the serialization (e.g. - base64url
encoding) except that when deserialized the underlying byte structure will remain the same as what was signed
during attestation.

Servers SHALL use random challenges for each registration request. While determining the randomness of a
challenge is beyond the scope of this specification (see [FIDOSecRef] for more details), using the same
challenge, monotonically increasing challenges, or other simple challenges is unacceptable and insecure and it is
expected that a cryptographically secure random number generator is used for generating challenges.

Servers SHALL validate attestation. [[!WebAuthn#registering-a-new-credential]] specifies how to validate
attestation. Requirements for the Relying Party are normative for servers. Note that the fields in the
AttestationResponse MAY NOT match the field names or formats in the [WebAuthn] specification -- applications
and servers may negotiate their own field formats and names. The names and formats described in [WebAuthn]
are for convenience only.

Servers SHALL validate attestation certificate chains.

Servers MUST support the validation of attestation through the FIDO Metadata Service[FIDOMetadataService].

Servers MAY have policies to allow, disallow, require additional authentication factors, or perform risk analysis for
authenticators based on their metadata attributes.

[['WebAuthn#sctn-attestation-types]] defines multiple Attestation Types. A server MUST support one of the
attestation formats.

e Servers MUST support basic attestation

e Servers MUST support self attestation


https://w3c.github.io/webappsec-credential-management/#dictdef-credentialcreationoptions

Servers MAY support Privacy CA attestation
Servers MAY support Elliptic Curve Direct Anonymous Attestation (ECDAA)

The [[\WebAuthn#defined-attestation-formats]] defines multiple attestation formats, and the [WebAuthn-Registrie
s] registry may be updated from time to time to add additional attestation formats as the ecosystem evolves. A
server MUST support at least one attestation format.

Servers MUST support Packed Attestation: [[!WebAuthn#packed-attestation]]

Servers MUST support TPM Attestation: [[!WebAuthn#tpm-attestation]].

Servers SHOULD support Android Key Attestation: [[!WebAuthn#android-key-attestation]]

Servers MUST support U2F Attestation: [[!WebAuthn#fido-u2f-attestation]]

Servers MUST support Android SafteyNet Attestation: [[!WebAuthn#android-safetynet-attestation]]

Servers MAY support other attestation formats as defined by[WebAuthn-Registries], which may be updated
from time to time. If authenticators or servers create new attestation formats, they SHOULD be registered
with the [WebAuthn-Registries] registry.

2.3.1. Packed Attestation

Servers MUST validate a Packed attesation using the "Validation Procedure" defined in [[!WebAuthn#packed-
attestation]]



EXAMPLE 1
{

"rawId": "sL39APyTmisrjhllvghagNfuruLQmCfROc1lryKtaQ81jkEhNa5u9xLTnkibvXC9YpzBLFWWEZ3k9CR
xzm_pWYbBOtKxeZu9z2GT8b6QW41iQvRlyumCT30ENX 8401r",

"id": "sL39APyTmisrjhllvghagNfuruLQmCfROclryKtaQ81jKEhNa5u9xLTnkibvXC9YpzBLFWWEZ3k9CR sx:
_pWYbBOtKxeZu9z2GT8b6QW4iQvRlyumCT30ENX 8401r",

"response": {

"clientDatalSON": "eyJjaGFsbGVuz2Ui0iJ1V1g40ElnUmEwUINYTULSVFIXN2NSY2RmZ2ZSQnhDZ25f cC
twVUFUWEpLMnpPY jMwN3dkMUIMWFEWQXVOYU10QLlIzYW1rNkhZenAtX1Z4S1TRQcHdHdyIsIm9yaWdpbiI6ImhO@dHBz01¢
d2ViYXV0aG4ub3InIiwidG9rZW5CaW5kaW5nIjp7InNOYXR1cyI6Im5vdClzdXBwb3J0ZWQifSwidHIwZSI6Ind1lYmF1c
huLmNyZWF0ZSJ9",

"attestationObject": "02NmbXRmcGFja2VkZ2FOdFNObXS]jY2FsZyZjc21nWEgwRgIhAIsKOWr9tmud-we
IYoQw20UWi7DL gDx PNG3PB57eHLAiEAtRyd-4JI2pCVX-dDz4mbHc AkvC3d 4qnBBa3n2I hVjeDVjglkCRTCCAKEv
gHooAMCAQICEBWTe8LNiRjXxKGUTSPqfM-IwCgYIKoZIzjOEAWIWSTELMAKGALIUEBhMCQO4XHTAbBgNVBAOMFEZ1aXRpYV
gVGVjaG5vbG9naWVzMRswGQYDVQQDDBIGZW10aWFUuIEZIJRE8YIENBLTEWIBCNMTgwNDEXMDAWMDAWWhgPMjAzMZzAOMTAY
zU5NT1aMG8xCzAIBgNVBAYTAKNOMROWGWYDVQQKDBRGZWL0aWFuIFR1Y2hub2xvZ211czEiMCAGAIUECwwZQXVOaGVud(
jYXRvciBBdHR1c3RhdGlvbjEdMBsSGATUEAWWUR1QgQmlvUGFzcyBGSURPMiBVUOIWWTATBgcghkjOPQIBBggghkjOPQME
WNCAASABNnVcWfvISbAVgNIKkliXvoMKsu oLPiP7aCQlmP1SMcfEScFM7QkRnidTP7hAUOK1OmDPeIALC8qHddvTdtdos
JMIGGMBOGA1UdDgQWBBR6VIJICgGLYiuevhIglxK-RgTSY8jAfBgNVHSMEGDAWgBRNO9]jEZXxUbuxPo84TYME -daRXAgzAl
gNVHRMBAT8EA]jAAMBMGCysGAQQBguUcAgEBBAQDAgUgMCEGCYsGAQQBguUcAQEEBBIEEETI4MkVENZNDOEZCNEU1QTIwC¢
IKoZIzjOEAWIDRWAWRAIgJEtFo76I3LfgJalLGoxLP-4btvCdKISEFLjFIUfDosIcCIDQav04cIPILGNPVPazCqfkVtBuy
msBbx_v-0Dn-JDAWQH MIIB-zCCAaCgAwIBAgIQFZ97ws2JGPEoa5NI-p8z4TAKBggghkjOPQQDAjBLMQswCQYDVQQGEY
DTjEdMBsGALUECgwURmMVpdGlhbiBUZWNobm9sb2dpZXMxHTAbBgNVBAMMFEZ1aXRpYW4gRK1ETYBSb290IENBMCAXDTE
DQxMDAwMDAwWMFoYDzIwMzgwNDASMjM10TU5WjBIMQswCQYDVQQGEwIDT j EdMBSGALUECgwURMVpdGlhbiBUZWNobm9sb:
pZXMxGzAZBgNVBAMMEkZ1aXRpYW4gRKLETzIgQOEtMTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABIS - YAnswRZ1zKD¢
-1v5097 W1XIRHrWzLO1Imc5V91n2LYXNR3 S7mA5gupuT05mjQw8xfqIRMHVr1gB3TedY - jZjBkMBOGA1UdDgQWBBRNOS
EZxUbuxPo84TYME -daRXAgzAfBgNVHSMEGDAWgBTRoZhNgX DuWv2B2e9UBL - KEXxVDASBgNVHRMBAf8ECDAGAQH AgE!/
A4GA1UdDwWEB wQEAwIBBjAKBggqhkjOPQQDAgNJADBGALEA-3- jOkBHoRFQwnhWbSHMkBaY7KF TztINFN5ymDkwmUCI(
rCkPBiMHXvYg-kSRgVsKwuVtYonRvC588qRwpLStZ7FkB3DCCAdgwggF - oAMCAQICEBWfe8LNiRjxKGuTSPqfMIYwCgY]
0Z1zjOEAWIwSZELMAKGALUEBhMCQO4XHTAbBgNVBAOMFEZ1aXRpYW4gVGVjaG5vbGInaWVzMROwWGwYDVQQDDBRGZW10aV
uIEZJRE8gUm9vdCBDQTAgFwOxODAGMDEWMDAWMDBaGA8yMDQ4MDMzMTIzNTk10VowSzELMAKGAIUEBhMCQO4XHTAbBgN\
AoMFEZ1aXRpYW4gVGVjaG5vbGInaWVzMROWGwWYDVQQDDBRGZW10aWFuIEZIRE8gUm9vdCBDQTBZMBMGBYqGSM49AgEGC(
GSM49AWEHAOIABI3wCm47zF9RMtW-pPLKEHTVTLTSYBlsidz7z0AUiuV6k36PVtKAI -LZ8MiC9BxQUfUrfpLY6klw34s
wLq7P0jQjBAMBOGA1UdDgQWBBTR0oZhNgX DuWv2B2e9UBL - kEXxVDAPBgNVHRMBAfBEBTADAQH MA4GA1UdDwEB wQEAv
BBjAKBggqhkjOPQQDAgNIADBFAiEAt7E9ZQYXxnhfsSk6c1dSmFNnJGoU3eliycs2DoWh7-I0CIA9iWIH8h-UOAaaPK66L
CLe6GIXxdpIMv3kmd1PRpWgsaGF1dGhEYXRhWOSVaQiPHs7jIylUA129ENTK45EwWWidRtVm7j9fLsim91EEAAAABQ] gyRL
3MOM4RKIORTVBMgBgsL39APyTmisrjhllvghagNfuruLQmCfROc1ryKtaQ81jkEhNa5u9xLTnkibvXC9YpzBLFWWEZ3k¢
R _sxzm pWYbBOtKxeZu9z2GT8b6QW4iQvRlyumCT30ENX 8401rpQECAYYgASFYIFkdweEE6mWiIAYPDoKz3881Aoa4sr
zkTmOaPKKYBvdIlggt1G321xrang8MOtojYJ36CL1VMv2pZSzgR NfvG88bA"

}
}i
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2.3.2. TPM Attestation®

Servers MUST validate a TPM attesation using the "Validation Procedure" defined in [[!WebAuthn#tpm-
attestation]]

EXAMPLE 2

{
"rawId": "hWzdFiPbOMQ5KNBsMhs-Zeh8FOQiTHrH63YKkrxJFgjQ",
"id": "hWzdFiPbOMQ5KNBsMhs-Zeh8F0iTHrH63YKkrxJFgjQ",
"response": {

"clientDatalSON": "ewOKCSJ0eXBLIiA6ICI3ZWIhdXRobi5jcmVhdGUiLAOKCSIjaGFsbGVuz2UiIDogIr
drNkxxRVhBTUFacHFjVF1sWTJ5b3I1RGppeUlfYjFneTluRE90Q0IxeUdZbm1lfNFAHNFVrMjRGQXI3QXhUTOZmUU1 laWc
UnhPVExaTnJIMeEN2V19RIiwNCgkib3JpZ21luIiA6ICJodHRwczovL3d1lYmF1dGhulm9yZyIsDQoJInRva2VuQmluZGlu:
Ig0iANCg1l7DQoJCSIzdGFOdXMiIDogInN1cHBvcnR1ZCINCgl9DQp9",

"attestationObject": "02NmbXRjdHBtaGF1dGhEYXRhWQFn1WKIjx704yMpVANdvRDXyuORMFonUbVZu4
Xy7IpvdRFAAAAAAiYCFjK3EuBtuEw31DcvpYAIIVs3RY]j2zjE0SjQbDIbPmXofBdIkx6x-t2CpK8SRYIOPAEDAZzKBACB:



QDFZmYNK1e94gL1XVINCIJFWO LTy4KZ2atXkX-YJrdH3hre8plgcldNz LeRDhmERJNY5CRwWM5SXDQILruBg4jpwyv I tMC5HG(
N6-1iEJAPtm9 CJzCmGhtw9hbF8bcAys94RhNIxLLUaajhWqtPrYZXCEA1009E2QdTIXxJIrcAflgZ0f33IMr0--R1BAQxp(
GRDC8ss -t fQW9ufZLWw4IUuz47531z1sbfqBYB8UUDMWoTOHgsMaPmvd7T17xGvB-pvvDf-Dt96vFGtYLEZEgho8Yu26p!1
CK_B0Q-2vX9N4MIYVPXNhogMGGmMKYqybhM3yhye0GdBpZBUd5i0cgME6UGI1 IUMBAAFNYXROU3RtdKZjdmVyYzIuMGNt
Gc5  5jc21nWQEACV1izWGUWISODEOZNQGdriNNXo6nbrGDLzEAeswCK9njYGCLmOkHVgSyafhsjCEMZkQmuPUmEOMDKc
gxup_tiXQwG4yCWITyWoINWGayQ4vcr6Ys-L6KMPkg d2VywhfonnTIDBTE 4BIRD60GROgBzTarthDHQFMgRtoUtuOs
F5jedU3EQP0ojRA51CNC2naCCZuMSURA1Pmh1W5rAaRZVF41ZZECi5iFOM2r00UpGuQSLUvriMgQOsDy tMf7qWZMvwT 5
BF6GNdB212VzmIJBbV69g8z7dj0fRkjLCXBp8UG2LVTq5Ss fugrRWX0JI8BkdMplPf1Omz6ssU n2N4NWOCWQS2MIIEs jC(
5qgAwIBAgIQEyidpWZzRx0SMNTrAvV1fzANBgkghkiGOwOBAQsFADBBMT8wPQYDVQQDEzZ0Q1UtTIRDLUtFWULELTE1OT1
ENEI2RUFGOThEMDEWNDg2NEI20TAzQTQ4REQWMDI2MDc3RDMWHhCcNMTgwNTIwMTYyMDQOWhcNMj gwNTIwMTYyMDQOW ] A
IIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIBCgKCAQEAVQ6XK2ujM11E7x4SL34p252ncyQTd3-4r5ALQhBbFKS95gUsut
TG-48GBQwu48106cckm3eH20TUedvn4-pj6i8LFOrIK14T3P3GFzbxgQLqlKVm63IWDAEXk78939zQjHNO7DZFKWTEikA
mBUPUA88T]jQcX0t rR5EXTrt1FzGzabOepFann3Ny XtxI81DZ3QLwPLIfmk7puGtkGNaX0sRC7GLANOEB7UWY jiyKG6H/
vVTgxcW50QnHFb9AHY cU5QdukXrP0OnjdCpLCRRONG6VMKmVU3MaGh-DCwYEB32sPNPADkPDWyk16ItwecmXqfSBV5Z0r8]
vcXbCWUWwWIDAQAB0o4IB5TCCAeEwDgYDVROPAQH BAQDAgeAMAWGALIUdEWEB wQCMAAwbQYDVROQgAQH BGMwYTBTBgkrB¢
EAYI3FR8wUjBQBggrBgEFBQcCAjBEHKIAVABDAFAAQQAgACAAVABYAHUACWBOAGUAZAAGACAAUABSAGEAJABMAG8ACgBI
CAAIABJAGQAZQBuUAHQAaQBOAHkwEAYDVRO1BAkwBwWYFZ4EFCAMWSgYDVRORAQH BEAwWPqQ8MDox0DAOBgVNngQUCAwwFaV
6MTMWEAYFZ4EFAgIMB05Q0Q1Q2eHgwFAYFZ4EFAQEMC21k0jRFNTQOMzAWMB8GA1UdIwQYMBaAFMISqVvO - Lb4wMFvsVvc
zRHs3qjMBOGA1UdDgQWBBSv4kXTSA813NUMOq57 L rWwpM8p 4TCBswYIKwYBBQUHAQEEgaYwgaMwgaAGCCsGAQUFBzAChc
TaHROCcHM6LY9hemNzcHIvZG5jdWFpa3BlYmxpc2guYmxvYi5jb3J1LndpbmRvd3MubmVOL25jdS1udGMta2V5awWQtMTU:
WQOYjZ1YWY50GQwWMTAOODYOY j YSMDNhNDhkZDAwM]j YwNzdkMy8zY j kxOGF INCOWN2UXLTQWNTktOTQ5MSOWYWQyNDgx01
4MTguY2VyMAGGCSqGSIb3DQEBCWUAA4IBAQAS - vadkDXO9fNNYqzbv3LhOv16RgGpPGL-MYg08Lg1I9UKvEUaaUHm845/
S8m7r9p22RCWO6TSEPSOYUYZzAsNuiKiGVnad4nB9IWZaV9GDS6aMDONI8kNciorDsV60j0Yb592kv1VKOKLbTF7-Z210]a:
x0CqhxEIUzEBb8y9Pa800aQf80RhDHZp-mbn W8rUzXSDSOrFbWKaW4tGpVoKGRH- fOvIeXxGlxVSOwggRm r-hlaZInd
000iL S4367gZyellL3eUnzdd-eYySYn2XINPbVacK8ZifdsLMwiNtz5uM1ljbgpEn2UoB3HcdnOhcl12jTLPWFfg7GiKQot
9WQXsMIIF6DCCA9CgAWIBAgITMWAAAQDiBSsSROVGXhwAAAAABADANBgkghkiGOwOBAQsFADCBjDELMAKGATIUEBhMCVVM>
zARBgNVBAgTCldhc2hpbmdOb24XxEDAOBgNVBACTB1I1ZG1lvbmQxHjAcBgNVBAOTFU1pY3Jvc29mdCBDb3Jwb3JhdGlvb;
2MDQGALUEAXMtTW1]jcm9zb2Z0IFRQTSBSb290IENTcnRpZmlj YXRTIEF1dGhveml0eSAyMDEOMBAXDTE3MDIWMTE3NDAY
FoXDTISMTIzMTE3NDAYNFowQTE MDOGA1UEAXM2TKNVLU5UQY1LRV1IRCOXNTkxRDRCNKVBR]j k4RDAXMDQ4N]RCNj kwMe
OOEREMDAYNjA3NOQzMIIBI jANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEA9IWUMSiQUbrQRONLKKR-9RB8z fHYdlmL
OXN_m8qrNHKRJ  1BOR-mwU_ h3MFRZF6X3ZZwkalDtwBdzLFV81Vu33bc15stjSd6B22HRRKQ3sIns5AYQxg0eX2PtWC:
IhxdM jDjP2hq9Yvx-1ibt1I09UZwj83NGxXc7Gk2UvCs91cFSp6U8zz15fGFCKYCcxIKHOgbPrzjlyVyZTKwGGSTeoMME(
Ziq-m_xIcrehYuHg-FAVaPLLTb1S1h5cu80- ruFUm5Xz161YjVU9tAV_Y4joAsJ5QP3VPocFhr5YVsBVYBiBcQtr5JFd:
ZWWEQYcFLdAFUk8nJERS7-5xLuQIDAQAB04IBizCCAYcwCwYDVROPBAQDAgGGMBSsGA1UdJQQUMBIGCSsGAQQBgj cVIAYF
4EFCAMwFgYDVROgBASWDTALBgkrBgEEAYI3FR8WEQYDVROTAQH BAgwBgEB wIBADAdBgNVHQ4EFgQUwWhKpW876Vv jAwy
xW9ODNEezeqMwHwYDVROjBBgwFoAUeowKzi9IYhfilNGuVcFS7HFOpFYwcAYDVROTfBGkwZzB1loGOgYYZfaHROcDovL3d:
y5taWNyb3NvZnQuY29tL3BrawW9wcy9jcmwvTWLljcm9zb2Z0ITIwVFBNITIwUm9vdCUyMENTcnRpZmljYXR1ITIWQXVOa(
yaXR5JTIwMjAXNC5j cmwwfQYIKwYBBQUHAQEECTBVMGOGCCSGAQUFBzAChmFodHRw018vd3d3LmlpY3Jvc29mdC5jb20y
Gtpb3BzL2N1cnRzLO1pY3Jvc29mdCUyMFRQTSUYMFIvb3Q1lMjBDZXJ0aWZpY2FOZSUyMEF1dGhvcml0eSUyMDIWMTQuY:
OMAOGCSqGSIb3DQEBCWUAA4ICAQAKCc9z1UUBAaybIVNK8yL1IN1iGIFFFFw PpkxW76hgQhUcCxNFQskfahfFzkBDO5od\
1DKyk2Py01le0G86FCmZiJal4MtKNsiu66nVqk2hr8iIcu-cYEsgb446yIGd1INb1QKAL1C 28F2KHmM8YRgcFtRSKWEMuDi\
aOHDU8aI6ZH004Naj86nXeULISZsAOpQwNI04-QIP3MFQzxQ7md6D-pCx - LVA-WUAGxT1ofa05NFxq0XjubnZwRjQazy
93dKWp19tbBzTUKImgUKLYGcdmVWXAXUrkxHN2FbZGOYWTmE2TGQXS2Z-g4YAQo1lPleyOav3HNB8ti7u5HpI3t9a73xut
y2gFcZQ24DJuBaQe4mU5I hPiAa-822nPPL6w8mleegxhHf7ziRW hW8s1lcvAZZ5]1pev96zL zRv34MsRWhKwlLbu200C¢
YYh8D8DbQZjmsx lUYR qlcP8JKiIo6NNJI85g7sjTZgXxeanA9wZwqwlB-P98VdVs1C17PmVuORHOqRtxrht70FT7Z10ec
0tj90DXrv5nmBktmbgHRirRM184wp7-PIhTXdHbxZv - 00L4HP6FxyDbHXLB7QmR4 -VoEZNOVSsybb1A8KE]j2pkNY tmxHt
k87euM99bB8FHrWIFNrXCGL1p6-PYtiky52a5YQZGT8Hz - ZnxobTmhjZXJ0SW5mb1lih 1RDR4AXACIAC7xZ9N ZpqQtwi
mr_LfDRmCa78BS2erCtbrsXYwad4AHABSsnz8FacZi-wkUkfHu4xjG8MPfmwAAAAGXWKjHaED549j znwUBgeDEpPT - 7xBM/
gALcSGuv6a5r9BwMvQvCSXg7GdAjdWZpXv6D4DH8VYBCESAIgALAVIOeQ AAZjNvrhUEMK2g4wxuwIFONHIDFOQljhtf4:
ncHViQXJ1YVkBNgABAASABgRYACCd 8vzbDg65pn7mGjcbcul1lxU4hL40A5ISEKFYv60irgAQABATIAAAAAAABAMXab021
731AvXFWMOKMVbSVPLgrZqleTH5gmt0OfeGsTynWBwhO30V5EOGYREMd]j kJHAzZmxcNA1tQGriOnC900wLkcZxw3r6IQKA-
b38InMKYaG3D2FsXxtwDKz3hGE33EstRpqOFaq0-thlcIQCLSjO0TZB1M]jEmtwB8mBk5 fckyvT75HUEBDGk6gZEMLYYz¢€
9Bb259ktbDglS7PhnknPWxt - oFgHXRQMxahPQeCwxo-a93tPXvEa8H6m-8N 403398UalgsRkSCGjxi7bgmvkIr8E5D7:
f03gwhhU9c2GiAwYaYpirJuEzfKHI7QZOGLkFR3mISyAwTq4YnX8"
}
}i
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2.3.3. Android SafetyNet Attestation Example®



Servers MUST validate a Android Key attesation using the "Validation Procedure" defined in
[["WebAuthn#android-key-attestation]]

I ISSUE 1 I|]"need an example of Android Key attestation.

2.3.4. Android SafetyNet Attestation Example®

Servers MUST validate a Android SafetyNet attesation using the "Validation Procedure" defined in
[['WebAuthn#android-safetynet-attestation]]

EXAMPLE 3
{

"rawId": "qCXEfJ-dEoBlWqIl0iqg2p gj13HSg7r MA7x0c0i08RkCrYNmQHIjV9yhzZVASr87cUsflo7DNuuvGsr
1Tl1ig",

"id": "qCXEfJ-dEoBlWqIl0ig2p gj13HSg7r MA7x0c0i08RkCrYNmQHIjV9yhzZVASr87cUsflo7DNuuvGsnrll
lig",

"response": {

"clientDatalSON": "eyJjaGFsbGVuzZ2Ui0iJEalhCdWRCa2wzTzBlTUV5SGZBTVgxT2tRbHV4c2hjaWowu:
dITVIMULlhtd044SXJI1dHg3cWIOMWX3YOp4dOFXWUUOSUXTZjVwd3 THMEhXSWtEekVMUTO9Iiwib3IpZ2Tluljoid2ViYX\
aG4ub3JInIiwiaGFzaEFsZyI6IINIQSOyNTYifQ",

"attestationObject": "02hhdXRoRGFOYVjEWWKIjx704yMpVANdvRDXyuORMFonUbVZu4 Xy7IpvdRAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAQKg LxHy TnRKAZVqiJdIqtqf4I9dx0006 zA08TnDojvEZAq2DZkByI1lfcoWVQEq O3FlL
5a0wzbrrxrl65U5dYqLAQIDIiABIVggh50JfYRDzVGIowKqU57AnoVjjdmmjGi9z1IMkjAVVIDAiIWCDrOiSiOviIKNPMT]
N28gWNmkcwOr6DQx66MPff30dm2NmbXRxYW5kecm9pZC1lzYWZ1dHLuZXRnYXROU3RtdKJI jdmVyaDEyNjglMDIzaHI1c3By
NNTWRSNZX1KaGJHY21PaUpTVXpIMU5pSXNIbmcxWXTINTd5SKk5TVWXGYVdAwRFEWRXpTMMRCZDBSQ1FXZEpTVmxyV1c4M\
gQm5PRFpyZDBSU1dVcExiMXBKYUhaalRrR1ISVXhDVVVGM1ZrUkZURTFCYTBkQk1WVkZRbWhOUTFaV1RYaElha®@ZqUW1k
1ZrSkJiMVJIHV1dSM11gSmt jMXBUUWxWamJsWjZaRU5DVKZwWVNgSmhWMDVzWTNwRmJ FMURUVWRCTVZWR1FYaE5ZMU15T!
aYUluaHNTVVZzZFdSSFZubGliV113U1VWRO1XUkhhSFpqY1d3d1pWTKNTRTE2UVdWR2R6QjRUbnBGZVUXRVVYaE51alUv
GtST11VWjNNSGhQUKVWNVRVUK5KMDFFUVhKT1IFSmhUVWQzZUVON1FVcENaMDVXUWtGWLZFRNNWbFJOVWsxM1IWR1pSR1
SVVVsRVFYQkVXVmQOYOZwdE9YbG1iV3hvVFZKWmQwWkIXVVIXVVZGSVIFRXhUbU16Vm5WalIwWndZbWxDVjJIGWFZqTk5\
zEzZUTZGWT1IGWLIVVXRFUVhCSV1qSTVibUpIV1dkVFZ6VnFUVkp6ZDBKkU1ldVUldVVkZFUkVKS2FHUK1VbXhqTTFGMVdWY:
hMk50T1hCYVF6VnFZak13ZDJkb1IXbE5SRVEJIUTFOeFIXTkpZak5FVVVWQ1FWR1ZRVUUwU1VKRWQwR jNaMmRGUzBGd LN\
kJVVU5WYWpoM1dXOVFhWGhMWW1KVO9ITm5XV2QyVFZSbVdDdGtTWESHVKkU5clowdFBiR2hVTUd rd11tTkVSbHBMTW5KU(
FcGFNb1ZUVEZOV2FGbDJhWEJhVGtVe LINFcFIXWFYXV1hkR2FtbDVLM2xyWm1GMFFVZFRhbEo2UmpGaUl6Rj FORE12Tj It
E5XcE5hRE5UTXpkaGIIZHFWVOkOUTFkcFZIaHZhWEJXVDFsM1MwdDZKV1Y1YTNGRLEzUnFiR2hLTkVGclYyRkVVeXRhZL
ORmNVOWhaVGwwYmtOb1pVaHNiRnBGTDA5UloyVk5ZWGd5VOUIRGIwZzI jMOpVULZKamEzTnF1bHBhY2tGWGVFdHpaR1oy
m5KWVRucERVamxFZUZaQlUzVkp0a3g2ZDInNFIGTnNNalzQYjJ0aWMyRnVXaXNy TDBwe FRXVkJRalptVUhkcWVYZH1Zak
3Y2tWVmVUQNdZV1ZXYzNWa0t6QndaV1YOU3k4MUswVTIhMOJaUjBzMFdrc31ibXR2Vmt4MVowVTFKROZIY2tGCU9ETLIL
UJQWW1KM1QzcFhZMFpyY0c1V1MzbHFielpMVVVGAFAEWLhTa0ZuVFVKQLFVZHFaMmRHUjAXSTNVS1Iha0ZVUW1kT1Zrafk
WVVZFUKVGTFFtZG5ja0pullVaQlVXTKVRVIICWKkVKbTRsWk1ValzZGUmlwQlZXZG9TbWhrUu0ZKc1l6TLIKkVmxYTLldOamJl
HdXa00xYW1JeU1IZGhRVmxKUzNKWLF rSTIWVWhCVVVWRTdFUKNZVTFETUVKRFEZTKhRVKZWUmMtKNTFVTm9hVVp2WkVoU:
wOXBPSFpqUjNSd1RHMWtkbUL5WTNaYUOWNTVUV2s1UOZaR1RraFRWVVpIVFhrMWFtTnVVWGRMVVZsS1MzZFpRaOpSV1Vc
LFVZEhTRmRvTUdSSVFUWK11VGwyV1R0T2QweHVRbkpoVXpWdV1qSTVia3d3WkZWVk1HUktVV1ZqZWsxQO1FZEINV1ZrUt
kUTYwSKNVVWMOU1hKUmRFWINOaO5WVTIOCGEYSXpZV2x0YzIweU5tTKNWRUZOUW1KT1Z raFNUVUpCWmpoRTFXCEJRVTFIL
OVkQk1WVmtTWGRSV1UxQ11VRKdTR1pEZFVaRF1Wb3pXakp6VXpORGFIUKRSRz1ITmOxbWNuQk1UVU5GUjBFeFZXUkpRVE
oVFVKbmQwUkJIXVXRMZDFsQ1F rRKIWM1ZSU1VaQmV rRkpRbWRhYm1kUmQwSkJaMGwzVFZGW1IGWINNR1pDUTISM1IMwUKI
Z1EVTIKSmIXbG5ZVWhTTUdORWIZWk1NazU1lWWtNMWQYyRXThM1ZhTWpsMlduazVTRIpHVGtoVFZVWkTUWGsxYW10dGQzZE
VVmxLUzI5YVNXaDJZMDVCVVVWTVFsRkISR2RuU1VKQLIpOVNlazV1UXpWRWVrS1ZRb1J1YURKAWRFCcEIWMFZSYURSN1J)
kdXbVpRVERsUmIydH1iRUZ2VOdkcVYyZE9PSEJUVWxVeGIGWkhTWEIwZWsXxNFIyaDVNeTlQVWxKYVZHRTISREpFZVRob:
rTkVjalpKTX10c1Exa3dNVTFNTLZFMLdFNUZOVkp6TW1ReFVtbGFjRTF6ZWtRMFMXRmFUa2N6YUZvd1F rwk9VUz1qYW5F
GJVeENUMGRMYTBWVk1XUnRRVmh6UmtwWVNtbFBjakpEVGXxSQ1QxUjFPVVZpVEZkb1VXWmtRMF L4WW5kNmVYVXIWelppV\
OMk9GRkVialZQWkUxVEwxQnhSVEZrUldkbGRDODJISVWxTUWpjMk1VdG1XbEVYTDBSRKS5 reHdNMVI5V2xSd1QwWkVSR2R:
UNOTVowZFBjM2RvU1d4cU9XTXpkbHBIUjBwdWFHCHAdKRGh5YTJIKcGNpOH1kVXhIWm50c1ZsbzBTekY®OTLVSULRqQLFWV)
rTlhsUVUyMXFaeXRoYWpFcmRFaDNTVEZOVVcxYVZsazNjWFpQTLVSbmFFOTRhRXBOUjJ4Nk5teE1hVnBOZWOSbTBTSXN.
zFKU1VWWVJIFTKRRVEJUWjBGM1NVSkJaMGxPUVAWUGNFMUNlamhqWj F rMFVEVndWRWhVUVU1QloydHhhR3RwUnpsMO1FSk
VWE5HUVVSQ1RVMVRRWGRIWj FSRVZsR1JURVYOWkVoaVI6bHBXVmQOVKkdGWFpIVkpSa3AyWWpOUTloxRXdSV2RNVTBKVFR)
EZWRTFDU1VkQk1WVkZRMmhOUzFJeWVIWlpiVVp6V1IRKc2ItSnFSV1JOUWtWSFFURLZSVUYOVFVOUO1luaDIXVzFHYzFVeV
HNWlha0ZsUm5jd2VFNTZRVEpOVkZWM1RVUkJKkMDVFU21GR2R6Q] VUV1IGZVUXVVZYZE5SRUYZzVGtSS11VMUdVWGhEZWt(
1FtZE9Wa0OpCV1ZSQmIGW1VUVkkwzZDBoQldVU1dVVkZMUTlhoVINHSX1PVzVpUjFWb1ZraEtNVO16VVdkVklsWjVaRzFzYV

AN AFALINIZ LT LTI 7 aC LTI AT ACMT T aC at SMYDIH NI, T A C M TZMI A NV L ACAFE caC VAL AL~ ACART LT LM



WWVRTAE LWRUZXUWLKI LZT OKJUV LJJU LUDIMLLYDINIL JFIADUUW LWAWJI SIOTINZFM JAXTKUDSRKREF T DINTLARKPZWWPUDS ZNFIUK LTIMINIR |
WsxM1oyZEZhVTFCTUVKRFUzRKhVMGxpTTBSUTJVSkJIVV1ZCUVRSS1FrUjNRWGRuWjBWTFFXOUpRaOZSUKVOVmMEZWnhTSF
2VDBwWSGRXOHlia2xaWVU1V1YxaFJOVWxYYVRBeFExaGFZWG8yVkVsSVRFZHAMMnhQU21zMk1EQXZOR2hpYmpkMmJqWkJF
U16UkZaN1pGR1BkSEOzUnpWdINEQn1TbTV1VDBaV1FVczNNVWMwYm5wTFRXWk TRMGRWYTNOWEwWYMXZ1ibUVyV1RKbGJVck
NazRyWVdsamQwcExaWFIRUzFKVFNXZEJkVkJIQUWpaQl1lXaGOPRWhpTWxoUEOYZzVVbFZyTWxXRAINFNXZkVU15Vm5wNGIv
V1iR3Q1VnpkWVZWSTFiWGMyU210TVNHNUJOVEpZUkZad1VsUlhhMDUwZVRWd LEwbEQUSFpIY1c1U2Mwb3h1lbTkxUVhGWI
XWTJUVO12TjNONUt50UZXV2hCVEhKVINrVkIPRXRpZEhsWUszSTRjMjUzVIRWRE1XaFZjbmRoVnpaTlYwOUJVbUUOY 1V
1RsRmpWMVJyWVVsbGIxbDJI1Uz16UjBsS1IXMXFVakIyUmtWMINHUNdNVO5UWVZkSmNgWXZOR2MzTWOOM1QzR11kMlpwYn
VM1dsbFhPVGRGWmO5UFUxRktaVUY2UVdKT1F rRkJSMnBuWjBWNTRVbEpRa3g2UVU5Q1owNVdTRKUOUWtGbU9FVKNRVTFE
VZsWmQwaFJIXVVIXVWpCc1FrS1pkMFpCV1VsTGQxbENRbEZWUOVGM1IVZERRMO5IUVZGV1I rSjNUVU50UWtsSFFUR1ZaR\
zU1VIdmQxRkpUVUZaUWtGbU9FTKIVVUYZzUOZGWLIGWINNRT LDUWXxSR1I raG1IRM1ZHUTIGYU®xb31jMU16UTIoMFEWUNZ]
FpOWm5Kd1RFMUNPRWRCTVZWa1NYZFJIXVTFDWVVGR1INuWnBRakZrYmtoQ04wRmhaMkpsVjJKVF1VeGtMMk5IV1ZsMVRVUT
SME5EYZzBKkQ1VWVkdRbmRGUWtKRGEzZEt1a0ZzUW1kbmNrSm5SVVpDVVAOM1FWbFpXbUZIVWpCalJHOTIJUREK1YWINelF)
mpSM1J3VEcxa2RtSX1ZM1phTTAINVRXcEJ1VUpuVGxaSVVqaEZTM3BCYOUXRFpXZEtZVUZxYUdsR2IyUk1VbmRQYVRoM1
UTktjMHh1UW5KaFV6VnVZakklYmt3eVpIcGpha2wyV2p0T2VVMXBOV3BqYLhkM1VIZFpSR1pTTUdkQ1IHZDNUbXBCTUVE
1dtNW5VWGRDUVdkSmQwdHFRVz1DWj JkeVFtZEZSaOpSWTBOQ1VsbGpZVWhTTUdOSVRUWk11VGwzWVRKcmRWb31PWFphZ\
sNVdsaENkbU15YkRCaUbwbzFUSHBCVGtKbmEZRmOhMmxIT1hjd1FrR1JjMFpCUVUSRFFWRKZRVWhNW1Vwc2RWS1VOMkoy
3pIMlozbEIXamh6YnpneGRIS1ZTVK5rTjA4MESYTnISR1ZOUVAKbELIXTnVIR2hITVZBeVkwNXRVM2hpVjNOdmFVT jBNb\
XZURsSTVUwWUXIVRUZXTWt4ST1dWSkdTRmN6TVM4MmVHOXBZekZyTkhSaVYxaHISRUSxYVhJek4zaFVWRTV4VWtGTLVGVj V¢
EpYVTJISMmRDdHViRkJ4ZDI1aU9FOWhNa2t2Y1dGVFNuVnIZM2hFYWs1VFpuQkVhQzLDWKRGc1drNW5aR1F2TOdOTVpITH
NeXQzZVhCMVprbzVkVmhQTVdsUmNHNWOPWHBpZFVaSmQzTkpUMDVIYKRGAOOWRTRRMMQOYTNGSkwxVkIhV2d6U21GSFQ:
mpjRO5rWVVOSmVtdENZVkk1ZFZsUk1WZzBhekpXWnpWQ1VGSk1iM1Y2Vm5 rM1lUaEpWbXMyZDNWNU5uQnRLMVEZzUOZRMF
GazRhVOpUT1VaR1dteG1RVVpNVTFjNFRuZHpWbm81VTBKTE1sWnhiakZPTUZCSTRXNDF1RUUYVGxwV116ZHZPREOXUKV+
1JuTm9SVmRtUXpkVVNXVXpaejA5SWwx0S51eUplYjIlalpTSTZIbXhYYTBscWVEZFBOSGXx0Y0ZaQlRtUjIVallZzZVhWUF
rMUdiMjVWwWWxaYWRUUXZXSGs zU1hCM1pGSkJRVUZCUVVGQLFVRKIRVUZCUVVGQLFVRKIRVUZCUVVGQLFVRkIRVKZMW] J<
FNIbG1ibEpMUVZwV2NXbEtaRWx4ZEhGbU5FazVasSGd3YjA4MkwzcEJUemhVYmtSdmFuWkZXa0Z4TWtSYWEWSjVTVEZtW]
5WFZsRkZjUz1QTTBaTVNEVMhUM2Q2WW5KeWVISktO0alZWTldSWmNXeEJVVWxFU21sQlFrbFdaMmRvT1U5S1psbFNSSHB)
jBsdmQwdHhWVFUzUVc1d1ZtcHFaRzFOYWtkcE9YCcHNUV3RxUVZaVO9VUkIhVmMREUKkhJd2FWTnBNSFpwU1VOT1VFMVVTV]
PTWpob1YwNXRhMk4zVDNIMLIGRjR0alp0OVUdabUOwOWtiU3QxTm1WS2NVeENiREZITWxNeWRISkIJRa2hNYVclcmIuTj VW
zFRY1IM5Q1RsV1dXakpLUm14eU9EQWIMQOowYVcxbGMzUmhiWEJOY31INKk1IUVXTPRGt4TVRZek5ETTROU3dpWVhCc1VHRN
hMkZuWlU1laGIXVWlPaUpqYjIwdVoy0XZaMnhsTG1GdVpISnZhV1F1W]jIxeklpd21ZWEJyUkdsblpYTjBVMmhoTWpVMk1lc
21TazlETTFWcmMyeHpkV102TVRObFQzQnVSa2s1UW5CTWIZRkNaemxyTVVZM1QyWmhVSFIDTDBKcVRUMGLMQOpgZEhOUV
tOW1hV3hsVFdGMFkyZ21PbVpoYkhObExDSmhjR3REWLhKMGFXWnBZMKYwWLlVScFoyVnpkRk5vWVRIMUS5pSTZXeUpIVOZ}
U9GaEdNM1pKYld3ekwwMW1ibTFUYlhsMVMwSndWRESDTUdSWFL1raFNVaTgwWTJkeEsyZEJQUOpKTENKaV1YTnBZMGx1ZE
WbmNtbDBLUOk2Wm1Gc2MyVXNIbUZrZGlsalpTSTZIbEpGVTFSUFV rVmZWRT ImUmtGRFZFOVNXVj L TVDAwC1RFOURTMTLL
DA5VVRFOUJSRVZTSW4wLm1DRj ZEMm9z0ERZAURWT250M3pESkIybVNYblpqdFdKdGxfanpTRHg1TXISQz1BMmZtRkJaNr
1a3BRWjJINaVE3b290aj 1Xa0hNZ3hxSWhyWDNkbGgyUE9IQXd rSVMzNH1TakxWTnNTUHBYRTgOZVpncVNGTE1IFWVQwR1Ty
VZMSEFNUE44bjVSOEs2YnVETOdGM25TaTZHS3pHNTdabGw4Q1NvYjI5aUFTOXI3¢c3BkQTZIMFRESC1O0R3pTZGINSUTkOC(
aRDFkekZLT1FyNzdiNmxiSUFGZ1FiUlpCcm5wLWUtSDRpSDZKkMjFvTjJOQV1Sb1I1WVVSYWNQNmtHR20yY0Z4c3dFMj kv
Hd4djloaV10S05vamV1dThYYzRIdDdQYmhsQXVPN313aFFGQTgxaVBDQOZtMTFCOGNmVVhiVOE4bF8ydHROUEJFTUANN]
aN1z5uQ"
}
b
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2.3.5. U2F Attestation®

Servers MUST validate a U2F attesation using the "Validation Procedure" defined in [[!WebAuthni#fido-u2f-
attestation]]



aq

EXAMPLE 4
{

"rawId": "Bo-VjHOkJZy8DjnCInIcO0xt9QAz5upMdSIxNbd-GyAo6MNIVPBbIYSULEOZIaaWXtWH5FQyPS6bLT ¢
98IirQ==",

"id": "Bo-VjHOkJZy8DjnCInIcO0xt9QAz5upMdSIxNbd-GyAo6MNIVPBbIYsULEOZJaaWXtWH5FQyPS6bT e69¢
irQ==",

"response": {

"attestationObject": "o02NmbXRoZmlkbyl1lMmZnYXROU3RtdKJjc21nWEgwRgIhAO-683ISIhKdmUPmVbC
uYZsp81lkD7YJIcInHS3Q0fbrioAiEAzgMJ499cBczBw826r1m55ImdOmT4d1iEXYS8FbIn8MpjeDVjgVkCSDCCAKQwggEL
AMCAQICBFVivgAwCwYJKoZIhvcNAQELMC4xLDAqBgNVBAMTI111Ym1jbyBVMkYgUm9vdCBDQSBTZXIpYWwgNDU3MjAwN:
XMCAXDTEOMDgwMTAWMDAWMFoYDzIwNTAwOTAOMDAWMDAWW j AgMSgw]gYDVQQDDB9ZdWIpY28gVTIGIEVFIFNlcmlhbCA>
DMyNTMON j g4MFkwEwYHK0ZIZzjOCAQYIK0ZIZzjODAQcDQQAESzMfdz2BRLMZXL5FhVF-F1g6pHYjaVy-haxILIAZ8sm5Rr
gRbDmbxMbLgMkPJH9pgL j GPP8XY0qerrnKOFDCaM7MDkwIgYJKwYBBAGCxAoCBBUXL jMuNi4xLjQuMS4OMTQ4Mi4xL jUv
wYLKwYBBAGC5RwCAQEEBAMCBSAwCwWYJKoZIhvcNAQELA4IBAQCsFtmzbrazgbdtdZSzT1n09z7byf3rKTXraBUcq QdJc
nFhTXRyYEynK1eOMj7bdgBGhfBefRub4F226UQPrFz8kypsr66FKZdy7bAnggIDzUFBO-6299gL0me0VeAMmOrq41uxICr
whKOsunt9bXfJTD68CxZv1gV8rl jpjHqlqQzdio2--z0zORQLiX9WvEEmqfIvHalpmWemvXejwlywoglFOxQ4Gq39qB:
De22zKr cvKgly7sJIDvHw2Z4Iab p5WdkxCMObAV3KbAQ3g7F - czkyRwoJiGOgAgau5aRUewWclrygNled5wW8qiJ6m5RI
MQnYZyq-FTZgpjXaGF1dGhEYXRhWMRI1g311iA6MaHQOFwIkdmBbj - SuuakGMseZXP06gx2XYOEAAAAAAAAAAAAAAAAAAL
AAAAAAABABO-VjHOkJZy8DjnCInIcO0xt9QAz5upMdSIxNbd-GyAo6MNIVPBbOYsULEQZIaaWXtWH5FQyPS6bT e69811
aUBAgMMIAEhWCA1c9AIeH5sN6x1Q-2qR7v255tkeGbWsOECCDwW35kIJGBCIYIBjTUxruadjFFMNWIR5rPJr23sBJT9gex)
PCc908hmT",

"clientDataJSON": "eyJjaGFsbGVuZ2UiO0iJWdTh1RHFua3dPamQ4MOtMajZTY24yQmdGTkxGYkdSNOtxX]
hKSndRbm5hdHpOVVI3WELCTDALOHVNUENJIYVFtS3cxXxTUNWUTVhYXpOSkZrN05ha2dxQSIsImNsaWVudEV4dGVuc2lvbnh
0nt9LCJoYXNoQWxnb3JpdGhtIjoiUOhBLTIINiIsIm9yaWdpbiI6ImhOdHBz0i8vbG9jYWxob3NOOjgONDMilLCIJOeXB1l]
01d2ViYXV0aG4uY3JLYXR1InO="

¥
}i
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3. Authentication and Assertions§
Servers SHALL support authentication.

Servers SHALL use random challenges for each authentication request. While determining the randomness of a
challenge is beyond the scope of this specification (see [FIDOSecRef] for more details), using the same

challenge, monotonically increasing challenges, or other simple challenges is unacceptable and insecure and it is
expected that a cryptographically secure random number generator is used for generating challenges.

Servers SHALL validate assertion signatures.

Upon receiving an assertion response, the server SHALL validate the assertion response using the procedure
defined in [[!WebAuthn#verifying-assertion]]

Servers SHALL validate TUP and / or other user verification.

4. Communication Channel Requirements$§

If servers are implementing TLS and Token Binding is available they SHOULD implement TokenBindingProtocol
] using [TokenBindingOverHttp].

5. Extensions§

A server MUST have a mode of operation that allows it to perform registration and authentication without any
extensions present. Although there is no requirement that it must be configured that way when deployed in
production.



Servers MAY support extensions.

Servers SHOULD support [['WebAuthn#sctn-appid-extension]] for backwards compatibility with FIDO U2F. Note
that browsers, platforms, and other clients may or may not support extensions.

If a server implements a new extension, it SHOULD be registered in thelWebAuthn-Registries] registry.

Must observe the security requirements in [WebAuthn] Section 5.3.5
The signature is computed over the rawData field.

Servers MUST implement the algorithms below marked as Required and MAY implement those marked as
Recommended and Optional. Servers MAY also implement other algorithms.

Name: RS1

e Value: TBD (requested assignment -65535)

o Description: RSASSA-PKCS1-v1_5 w/ SHA-1
e Reference: Section 8.2 of[RFC8017]

e Status: Required

Name: RS256

e Value: TBD (requested assignment -257)

e Description: RSASSA-PKCS1-v1_5 w/ SHA-256
e Reference: Section 8.2 of[RFC8017]

e Status: Required

Name: RS384

e Value: TBD (requested assignment -258)

e Description: RSASSA-PKCS1-v1_5 w/ SHA-384
e Reference: Section 8.2 of[RFC8017]

e Status: Optional

Name: RS512

e Value: TBD (requested assignment -259)

o Description: RSASSA-PKCS1-v1_5 w/ SHA-512
e Reference: Section 8.2 of[RFC8017]

e Status: Optional

Name: PS256

e Value: -37

o Description: RSASSA-PSS w/ SHA-256
e Reference: [RFC8230]

o Status: Optional

Name: PS384



e Value: -38

e Description: RSASSA-PSS w/ SHA-384
e Reference: [RFC8230]

e Status: Optional

Name: PS512

e Value: -39

e Description: RSASSA-PSS w/ SHA-512
e Reference: [RFC8230]

e Status: Optional

Name: ES256

e Value: -7

e Description: ECDSA using P-256 and SHA-256
o Reference: [RFC8152]

e Status: Required

Name: ES384

e Value: -35
e Description: ECDSA using P-384 and SHA-384
e Reference: [RFC8152]

e Status: Recommended
Name: ES512

e Value: -36

e Description: ECDSA using P-521 and SHA-512
e Reference: [RFC8152]

e Status: Optional

Name: EADSA

e Value: -8
e Description: EADSA signature algorithms
e Reference: [RFC8037]

e Status: Recommended
Name: ES256K

e Value: TBD (requested assignment -43)

o Description: ECDSA using P-256K and SHA-256
e Reference: [SEC2V2]

o Status: Optional

Servers MUST implement the curves below marked as Required and MAY implement those marked as
Recommended and Optional. Servers MAY also implement other curves.

Name: P-256



e Value: 1
o Description: EC2 NIST P-256 also known as secp256r1
o Reference: [RFC8152]

e Status: Required
Name: P-384

e Value: 2
e Description: EC2 NIST P-384 also known as secp384r1
o Reference: [RFC8152]

e Status: Recommended
Name: P-521

e Value: 3

e Description: EC2 NIST P-521 also known as secp521r1
o Reference: [RFC8152]

e Status: Optional

Name: Ed25519

e Value: 6
e Description: Edwards-curve Digital Signature Algorithm on curve 25519
e Reference: [RFC8032]

e Status: Recommended
Name: Ed448

e Value: 6

o Description: Edwards-curve Digital Signature Algorithm on curve 448
e Reference: [RFC8032]

o Status: Optional

Name: P-256K

e Value: TBD - requested assignment 8

o Description: SECG secp256k1 curve

e Reference: [SEC2V2]

e Status: Optional
Note that, by design, only algorithms and curves actually being used by authenticators as of the time of this
writing are included in the list of Required algorithms and curves. Servers wanting to be prepared in advance for

possible future cryptographic developments ought to consider implementing the Recommended algorithms and
curves in addition to the Required ones.

Servers MUST comply with the FIDO privacy principles[FIDOPrivacyPrinciples].

This section is non-normative
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This document contains a non-normative, proposed REST API for FIDO2 servers. While this interface is not
required, it is the interface that is used for the FIDO2 conformance test tools so that servers can receive and
send messages in a standard way for those messages to be validated by the conformance test tools.

As with the FIDO2 specifications, the interfaces described here are highly dependent on thdWebAuthn]
specification. The nomenclature of this document follows that of WebAuthn and reuses the Interface Definition
Language (IDL) for defining the messages that are sent to / from the server.

This document is broken up into three sections: registration, authentication, and common. The registration and
authentication sections contain the messages relevant to those operations, and the common section includes
messgages and data formats that are common to both registration and authentication.



This section includes a brief overview of the registration messages that are exchanged between a client and the
server, followed by examples of those messages, and concluding with IDL definitions of the messages. Note that
registration is also referred to as "credential creation" due to the WebAuthn nomenclature.

7.3.1. Registration Overview

The registration flow takes part in two steps for a total of four messages. The first step is that a client retrieves
"Credential Creation Options", which involves the client sending a
ServerPublicKeyCredentialCreationOptionsRequest to the server and the server responding with a
ServerPublicKeyCredentialCreationOptionsResponse. These options are intended to be used with
WebAuthn’s navigator.credentials.create(), especially the challenge which necessarily is generated by the server
for the sake of Man in the Middle (MITM) protection. Upon completion of navigator.credentials.create() the
dictionary that is created from that call is sent back to the server as the ServerPublicKeyCredential with
response field set toServerAuthenticatorAttestationResponse. Note that the
ServerAuthenticatorAttestationResponse extends the genericServerAuthenticatorResponse, which is
described in the Common section below. The server will validate challenges, origins, signatures and the rest of
the ServerAuthenticatorAttestationResponse according to the algorithm described in section 7.1 of the
[Webauthn] specs, and will respond with the appropriate ServerResponse message.

7.3.2. Examples

7.3.2.1. Example: Credential Creation Options

Request:

e URL.: /attestation/options
e Method: POST
e URL Params: None

e Body: application/json formatted ServerPublicKeyCredentialCreationOptionsRequest

"username": "johndoe@example.com"

"displayName": "John Doe"

"authenticatorSelection"
"residentKey": false

"authenticatorAttachment": "cross-platform"
"userVerification": "preferred"
"attestation": "direct"

Success Response:

e HTTP Status Code: 200 0K

e Body: application/json formatted ServerPublicKeyCredentialCreationOptionsResponse


https://www.w3.org/TR/webauthn/#credentialcreationoptions-extension

"status": "ok",

"errorMessage": "",

"rp": {
"name": "Example Corporation"

1)

"user": {
"id": "S3932ee31vKECOJtIMIQ",
"name": "johndoe@example.com",
"displayName": "John Doe"

b

"challenge": "uhUjPNlZfvn7onwuhNdsLPKKE5Fv-TUN",
"pubKeyCredParams": [
{
"type": "public-key",
"alg": -7

Il
"timeout": 10000,
"excludeCredentials": [
{
"type": "public-key",
"id": "opQflwWmYAa5aupUKJIQp"

]I
"authenticatorSelection": {
"residentKey": false,

"authenticatorAttachment": "cross-platform",
"userVerification": "preferred"

Bo

"attestation": "direct"

Error Response:

e HTTP Status Code: 4xx or 5xx

e Body: application/json formatted ServerResponse

"status": "failed",
"errorMessage": "Missing challenge field!"

Sample JavaScript:



fetch('/attestation/options', {
method : 'POST',
credentials : 'same-origin',
headers : {
'Content-Type' : 'application/json'
s
body: JSON.stringify({
"username": "johndoe@example.com",
"displayName": "John Doe",
"authenticatorSelection": {
"residentKey": false,

"authenticatorAttachment": "cross-platform",
"userVerification": "preferred"

by

"attestation": "direct"

1)
}) .then(function (response) {
return response.json();
}) .then(function (json) {
console.log(json);
}).catch(function (err) {
console.log({ 'status': 'failed', 'error': err });

})

7.3.2.2. Example: Authenticator Attestation Response:’

Request:

e URL: /attestation/result
e Method: POST
e URL Params: None

e Body: application/json formatted ServerPublicKeyCredential with response field set to
ServerAuthenticatorAttestationResponse



"id": "LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgWL61itMKgmDvi
uhabywA",

"rawId": "LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgW161itMKqn
DvruhabywA",

"response": {

"clientDatalSON": "eyJjaGFsbGVuzZ2Ui0iJO0eHlab3B3VktiRmw3RW5uTWF1XzVGbmlyN1FKN1FXcDI
VR1VLakZIbGZrIiwiY2xpZW50RXh0ZW5zaW9ucyI6e30sImhhc2hBbGdveml0aGOi0iJTSEEtMjU2Iiwib3IpZ2Tluljoi
ROcDovL2xVvY2FsaG9zdDozMDAwIiwidHIwZSI6IndlYmF1dGhuLmNyZWF0ZSJ9",

"attestationObject": "o2NmbXRoZmlkbyllMmZnYXROU3RtdKJjc21nWEcwRQIgVzzvX3Nyp g9j9f
2B-tPWy6puW01aZHI8RXjwqfDjtQCIQDLsdniGP09iKr7tdgVV-FnBYhvz1ZLG3u28rVt10YXfGN4NWOBWQIOMIICS]CC
KgAwIBAgIEVxb3wDANBgkqhkiGOwOBAQsFADAuUMSwwKgYDVQQDEYNZdWIpY28gVTIGIFIvb3QgQOEgU2VyaWFsIDQ1INz Iy
DYzMTAgFwOxNDA4MDEwMDAwMDBaGA8yMDUwMD kwNDAwWMDAwWMFowLDEqMCgGA1UEAwwhWXViaWNvIFUyRiBFRSBTZXJpYWh
MjUWNTY5Mj I2MT c2MFkwEwYHK0ZIZzjOCAQYIKoZIzjODAQcDQQAEZNkcVNbZV43TsGBATEY21U1ijmDqvNST06y3G4ytnn:
86ehjFK28-FdSGy9MSZ-Ur3BVZb4iGVsptk5NrQ3QYgM7MDkwIgYJKwYBBAGCXxAoCBBUXL jMuNi4xL jQuMS40MTQ4Mi4x
UwEwYLKwYBBAGC5RwCAQEEBAMCBSAwWDQYJKoZIhvcNAQELBQADggEBAHibGMabpNt2I0L4i4z96VEmbS0i1d9Xj--m2jiq
RpgSOp1TO8L31mEA22uf4uj eZLUXYEw6EbLM11TUo3Ge-0odpMPo0DzBj9aTKC80DFPfwWWj61103ZHTSmalXVyPqG4A57
3YAj frPbgj404xJInsOmgx5wkpxKlnoBKgolrqSUmonencd4xan0 PHEfxU0iZif615Xk9E4bcANPCTz-0LfeKXiT-1msi
zz8XGv120TMI_Sh9G9VvhE-HjAcovcHfumcdoQh WM445Za6Pyn9BZQV3FCqMviRR809sIATfU51u86wu SUGIGI7MFDEY¢
GSqzpzh6mlcn8QSIZoYXVOaERhdGFYXEmWDeWIDoxodDQXD2R2YFuP5K6500Yyx51c87gDHZdj QQAAAAAAAAAAAAAAAAA)
AAAAAAAAEASV2gIULPIHzZnNI1Qdz5zvbKtpFz WY-8Zfx0gTyy7f3Ffbolyp3fUtSQo5LfoUgBaBaXqKOwqqY0-u6Frr
pQECAYYgASFYIPr9-YH8DuBsOnaI3KJa®a39hyxh9LDtHErNvfQSyxQsIlgg4rAuQQ5uy4VXGFbkiAtOuwgJJodp-Dymki«
crGsLtkI"

I
"type": "public-key"

1 Bl

Success Response:

e HTTP Status Code: 200 0K

e Body: application/json formatted ServerResponse

"status": "ok",
"errorMessage": ""

Error Response:

e HTTP Status Code: 4xx or 5xx

e Body: application/json formatted ServerResponse

"status": "failed",
"errorMessage": "Can not validate response signature!"

Sample Call:



fetch('/attestation/result', {

method : 'POST',
credentials : 'same-origin',
headers : {
'Content-Type' : 'application/json'
1)

body: JSON.stringify({
"id": "LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUkKOS36FIAWgWL61tMKc
mDvruhabywA",
"rawId": "LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgW161i1
MKgmDvruhabywA",
"response": {

"clientDatalSON": "eyJjaGFsbGVuzZ2Ui0iJO0eHlab3B3VktiRmw3RW5uTWF1XzVGbmlyN1FKN1
FXcDFVR1VLakZIbGZrIiwiY2xpZW50RXh0ZW5zaW9ucyI6e30sImhhc2hBbGdveml0aGOi0iJTSEEtMjU2Iiwib3IpZ2Th
joiaHROcDovL2xvY2FsaG9zdDozMDAwWIiwidHlwZSI6IndlYmF1dGhuLmNyZWFOZSJ9",

"attestationObject": "o2NmbXRoZmlkbyllMmZnYXROU3RtdKJjc21nWEcwRQIgVzzvX3Nyp g
9j9f2B-tPWy6puW01laZHI8RXjwqfDjtQCIQDLsdniGP09iKr7tdgVV-FnBYhvz1ZLG3u28rVt10YXfGN4NWOBWQJOMIIC
CCATKgAwWIBAgIEVxb3wDANBgkghkiGO9wOBAQsFADAUMSwwKgYDVQQDEYNZdWIpY28gVTIGIFIvb3QgQOEgU2VyaWFsIDQ
zIwMDYzMTAgFwOXNDA4MDEwMDAWMDBaGA8yMDUwMD kwNDAwWMDAWMF owLDEqMCgGA1UEAwwhWXViaWNvIFUyRiBFRSBTZX.
YWwgMj UwNTY5M;j I2MT c2MFkwEwYHK0ZIzjOCAQYIKoZIzjODAQcDQAEZNkcVNbZV43TsGB4TEY21UijmDqvNST06y3G4
nnjP86ehjFK28-FdSGy9MSZ-Ur3BVZb4iGVsptk5NrQ3QYgM7MDkwIgYJIKwYBBAGCXA0CBBUXL jMuNi4xL jQuMS40MTQ4I
4xLjUwEwYLKwYBBAGC5RwCAQEEBAMCBSAWDQYJKoZIhvcNAQELBQADggEBAHibGMgbpNt2I0L4142z96VEMbS0id9Xj - -m
Jgg6RpqSOp1TO8L31mEA22uf4uj eZLUXYEw6EbLM11TU03Ge-o0dpMPo0DzBj9aTKC8oDFPfwWj61103ZHTSmalXVyPqG
579f3YAjfrPbgj404xInsOmgx5wkpxKlnoBKgolrgSUmonencd4xan0 PHEfxUQiZif615Xk9E4bcANPCTz-0LfeKXiT-
sixwzz8XGv120TMI Sh9GI9vhE-HjAcovcHfumcdoQh WM445Za6Pyn9BZQV3FCqMviRR80O9sIATTUS5lu86wu 5UGIGI7MI
EYeVGSqzpzh6mlcn8QSIZoYXVOaERhAGFYXEmWDeWIDoxodDQXD2R2YFuP5K6500Yyx51c87qDHZdjQQAAAAAAAAAAAAA,
AAAAAAAAAAAAEASV2gIULPIHZZnNI1Qdz5zvbKtpFz WY-8Zfx0gTyy7f3Ffbolyp3fUtSQo5LfoUgBaBaXgKOwqqY0-u
rrLApQECAYYgASFYIPr9-YH8DuBsOnaI3KJa0a39hyxh9LDtHErNvfQSyxQsIlgg4rAuQQ5uy4VXGFbkiAtOuwgJJodp-I
mkoBcrGsLtkI"

iz
"type": "public-key"
})
}).then(function (response) {
return response.json();
}).then(function (json) {
console.log(json);
}).catch(function (err) {
console.log({ 'status': 'failed', 'error': err });

1)
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7.3.3. Registration Primary IDL:

7.3.3.1. ServerPublicKeyCredentialCreationOptionsRequest:

dictionary ServerPublicKeyCredentialCreationOptionsRequest {

required DOMString username;

required DOMString displayName;
AuthenticatorSelectionCriteria authenticatorSelection;
AttestationConveyancePreference attestation = "none";

i

e required username - A human-readable name for the entity. For example, "alexm",
"alex.p.mueller@example.com” or "+14255551234".

e required displayName - A human-friendly name for the user account, intended only for display. For
example, "Alex P. Mdller" or " "



e authenticatorSelection - a dictionary containing AuthenticatorSelectionCriteria described inWebAuthn
specification

e attestation - can be set to "none", "indirect", "direct". More inWebAuthn specification. Default set to none

7.3.3.2. ServerPublicKeyCredentialCreationOptionsResponse

dictionary ServerPublicKeyCredentialCreationOptionsResponse : ServerResponse
required PublicKeyCredentialRpEntity rp
required ServerPublicKeyCredentialUserEntity user

required DOMString challenge
required sequence<PublicKeyCredentialParameters pubKeyCredParams

unsigned long timeout
sequence<ServerPublicKeyCredentialDescriptor> excludeCredentials
AuthenticatorSelectionCriteria authenticatorSelection
AttestationConveyancePreference attestation "none"
AuthenticationExtensionsClientInputs extensions

e required rp - a dictionary defined as PublicKeyCredentialRpEntity described in WebAuthn specification

e required user - a dictionary defined asServerPublicKeyCredentialUserEntity, described in this document

e required challenge - a random base64url encoded challenge, that is minumum 16 bytes long, and
maximum 64 bytes long

e required pubKeyCredParams - sequence of PublicKeyCredentialParameters described in WebAuthn
specification

e timeout - timeout(ms)
e excludeCredentials - a sequence of ServerPublicKeyCredentialDescriptor described in this document

e authenticatorSelection - a dictionary setAuthenticatorSelectionCriteria described in WebAuthn
specification

e attestation - can be set to "none", "indirect", "direct". More inWebAuthn specification. Default set to none

e extensions - a dictionary set toAuthenticationExtensionsClientinputs described in WebAuthn specs

e Extends ServerResponse described in this document

7.3.3.3. ServerAuthenticatorAttestationResponse

Generally the same as AuthenticatorAttestationResponse from WebAuthn, but uses base64url encoding for
fields that were of type BufferSource.

dictionary ServerAuthenticatorAttestationResponse : ServerAuthenticatorResponse
required DOMString clientDataJSON
required DOMString attestationObject

e required clientDatalSON - base64url encoded clientDataJSON buffer

e required attestationObject - base64url encoded attestationObject buffer

7.3.4. Registration Supporting IDL
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7.3.4.1. ServerPublicKeyCredential

Generally the same as PublicKeyCredential from WebAuthn, but uses base64url formatting for fields that are
defined as BufferSource in WebAuthn.

dictionary ServerPublicKeyCredential Credential
required DOMString rawld
required ServerAuthenticatorResponse response
AuthenticationExtensionsClientQutputs getClientExtensionResults

e required id - This attribute is inherited from Credential, though ServerPublicKeyCredential overrides it with
base64url encoding of the authenticator credld

e required rawId - same as id

e required response - a dictionary defined asServerAuthenticatorAttestationResponse or by
ServerAuthenticatorAssertionResponse, described in this document

e required type - This attribute is inherited from Credential, though ServerPublicKeyCredential overrides it with
"public-key"

e getClientExtensionResults - @ map containing extension identifier, which contain client extension output
entries produced by the extension’s client extension processing.

e Extends Credential described in Credential Management API specification

7.3.4.2. ServerPublicKeyCredentialUserEntity

Generally the same as the PublicKeyCredentialUserEntity from WebAuthn, but uses base64url formatting
instead of BufferSource for id.

dictionary ServerPublicKeyCredentialUserEntity : PublicKeyCredentialEntity
required DOMString id
required DOMString displayName

e required id - base64url encoded id buffer

e required displayName - A human-friendly name for the user account, intended only for display. For example,
"Alex P. Muller" or " ". Corresponding to ServerPublicKeyCredentialCreationOptionsRequest.displayName

e Extends PublicKeyCredentialEntity described in WebAuthn specification

7.3.4.3. ServerPublicKeyCredentialDescriptor:

Generally the same as PublicKeyCredentialDescriptor from WebAuthn, but uses base64url formatting instead of
BufferSource for id.

dictionary ServerPublicKeyCredentialDescriptor

required PublicKeyCredentialType type
required DOMString id
sequence<AuthenticatorTransport transports

e required type - a dictionary defined asPublicKeyCredentialType described in WebAuthn specification

e required id - contains base64url encoded credential ID of the public key credential that the caller is referring
to.
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e transports - a sequence of AuthenticatorTransport described in WebAuthn specification

This section starts with an overview of the messages exchanged with the server for authentication, then
proceeds to show examples of those messages, and concludes with the specific IDL definitions of those
messages. Note that "authentication” is sometimes referred to as "getting credentials", a "credential request", or
"getting an authentication assertion" due to the terminology used in WebAuthn.

7.4.1. Authentication Overview

Similar to the communication flow described for Registration, the Authentication flow requires four messages to
be exchanged with the server. The first pair of messages are a request from the client to the server in the format
of ServerPublicKeyCredentialGetOptionsRequestand the server returns a corresponding
ServerPublicKeyCredentialGetOptionsResponse to the client. This
ServerPublicKeyCredentialGetOptionsResponse is intended to be used as the parameters to the WebAuthn
navigator.credentials.get() call. The results ofnavigator.credentials.get () are formatted by the client in
to a ServerPublicKeyCredential with response field set toServerAuthenticatorAssertionResponse and sent
to the server. The server validates the assertion according the section 7.2 of the [WebAuthn] specification, and
returns the corresponding ServerResponse.

7.4.2. Authentication Examples

7.4.2.1. Authentication Example: Credential Get Options

Request:

URL: /attestation/options
Method: POST

URL Params: None

Body: application/json encoded ServerPublicKeyCredentialGetOptionsRequest

"username": "johndoe@example.com"
"userVerification": "required"

Success Response:

e HTTP Status Code: 200 0K

e Body: applicaiton/json encoded ServerPublicKeyCredentialGetOptionsResponse


https://w3c.github.io/webauthn/#transport

"status": "ok",
"errorMessage": "",
"challenge": "6283u@svT-YIF3pSolzkQHStwkJCaLKx",
"timeout": 20000,
"rpId": "https://example.com",
"allowCredentials": [
{
"id": "m7x1 TkTcCe®WcXI2M-4ro9vJAuwcj4m",

"type": "public-key"

Iy
"userVerification": "required"

Error Response:

e HTTP Status Code: 4xx or 5xx

e Body: applicaiton/json encoded ServerResponse

{
"status": "failed",
"errorMessage": "User does not exists!"
}
Sample Call:

fetch('/attestation/options', {
method : 'POST',
credentials : 'same-origin',
headers : {
'Content-Type' : 'application/json'
I
body: JSON.stringify({
"username": "johndoe@example.com",
"userVerification": "required"
1)
}) .then(function (response) {
return response.json();
}) .then(function (json) {
console.log(json);
}).catch(function (err) {
console.log({ 'status': 'failed', 'error': err });
})

7.4.2.2. Authentication Example: Authenticator Assertion Response

Request:

e URL: /assertion/result
e Method: POST
e URL Params: None

e Body: application/json encoded ServerPublicKeyCredential with response field set to
ServerAuthenticatorAssertionResponse



"id":"LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgWL6itMKgmDv ri

habywA",

"rawId":"LFdoCFJTyB82ZzSJUHc-c72yraRc_ 1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgWL6itMKgml

vruhabywA",
"response": {

"authenticatorData":"SZYN5Yg0jGhONBcPZHZgW4 krrmihjLHmVzzuoMd12MBAAAAAA",

"signature" :"MEYCIQCv7EqsBRtf2E40 BjzZfBwNpP8fLjd5y6TUOLWt519DQINANLIYig9newAJZYTz(

1i51TwP-YQk9uXFnnDaHnr2yCKXL" ,
"userHandle":"",

"clientDataJSON":"eyJjaGFsbGVuZ2Ui0iJ4ZGowQOImWDY5MNnFzQVRweTBrTmM4ANTMzSmR2ZEXVCcHF
UDh3RFRYX1pFIiwiY2xpZW50RXh0ZW5zaW9ucyI6e30sImhhc2hBbGdvcml0aGOi0iJTSEEtMjU2Iiwib3IpZ2luljoia
OcDovL2xvY2FsaG9zdDozMDAwIiwidHlwZSI6IndlYmF1dGhuLmd1dCJ9"

}I
"type":"public-key"

4

Success Response:

e HTTP status code: 200 0K

e Body: application/json encoded ServerResponse

"status": "ok",
"errorMessage": ""

Error Response:

e HTTP status code: 4xx or 5xx

e Body: application/json encoded ServerResponse

"status": "failed",
"errorMessage": "Can not validate response

Sample Call:

signature!"



fetch('/assertion/result', {

method : 'POST',
credentials : 'same-origin',
headers : {
'Content-Type' : 'application/json'
i

body: JSON.stringify({
"id":"LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUKKOS36FIAWgW161itMKq
DvruhabywA",
"rawId":"LFdoCFJTyB82ZzSJUHc-c72yraRc_1mPvGX8ToE8su39xX26Jcqd31LUkKKOS36FIAWgWL61t!
KgmDvruhabywA",
"response":{
"authenticatorData":"SZYN5Yg0jGhONBcPZHZgW4 krrmihjLHmVzzuoMd12MBAAAAAA",
"signature" :"MEYCIQCv7EqsBRtf2E40 BjzZfBwNpP8fLjd5y6TUOLWt519DQIhANiYig9newA]

YTzG1i51wP-YQk9uXFnnDaHnr2yCKXL",

"userHandle":"",
"clientDataJSON":"eyJjaGFsbGVuz2Ui0iJ4ZGowQOImWDY5MNnFzQVRweTBrTmM4ANTMzSmR2ZEX

VcHFZUDh3RFRYX1pFIiwiY2xpZW50RXh0ZW5zaW9ucyI6e30sImhhc2hBbGdveml0aGOi0iJTSEETMjU2Iiwib3IpZ2lu
0iaHROcDovL2xvY2FsaG9zdDozMDAwIiwidHlwZSI6IndlYmF1dGhuLmdldCJ9"
i
"type":"public-key"
1)
}).then(function (response) {
return response.json();
}) .then(function (json) {
console.log(json);
}).catch(function (err) {
console.log({ 'status': 'failed', 'error': err });

1)

7.4.3. Authentication IDL:

7.4.3.1. ServerPublicKeyCredential GetOptionsRequest:

dictionary ServerPublicKeyCredentialGetOptionsRequest {
required DOMString username;
UserVerificationRequirement userVerification = "preferred";

e

e required username - A human-readable name for the entity. For example, "alexm",
"alex.p.mueller@example.com" or "+14255551234".

e userVerification - can be set to "required", "preferred”, "discouraged". More inWebAuthn specification.
Default set to "preferred”

7.4.3.2. ServerPublicKeyCredential GetOptionsResponse’

dictionary ServerPublicKeyCredentialGetOptionsResponse : ServerResponse {

required DOMString challenge;

unsigned long timeout;

USVString rpld;
sequence<ServerPublicKeyCredentialDescriptor> allowCredentials = [];
UserVerificationRequirement userVerification = "preferred";

AuthenticationExtensionsClientInputs extensions;


https://w3c.github.io/webauthn/#enumdef-userverificationrequirement

e required challenge - a random base64url encoded challenge, that is minumum 16 bytes long, and
maximum 64 bytes long

e timeout - timeout(ms)

e rpId - This optional member specifies the relying party identifier claimed by the caller. If omitted, its value
will be the CredentialsContainer object’s relevant settings object’s origin’s effective domain.

e excludeCredentials - a sequence of ServerPublicKeyCredentialDescriptor described in this document

e userVerification - can be set to "required", "preferred", "discouraged". More inWebAuthn specification.
Default set to "preferred". Corresponds to
ServerPublicKeyCredentialGetOptionsRequest.userVerification

e extensions - a dictionary set toAuthenticationExtensionsClientlnputs described in WebAuthn specs

e Extends ServerResponse described in this document

7.4.3.3. ServerAuthenticatorAssertionResponse

dictionary ServerAuthenticatorAssertionResponse : ServerAuthenticatorResponse

required DOMString clientDataJSON
required DOMString authenticatorData
required DOMString signature
required DOMString userHandle

e required clientDatalSON - base64url encoded clientDataJSON buffer
e required authenticatorData - base64url encoded authenticatorData buffer
e required signature - base64url encoded signature buffer

e required userHandle - base64url encoded userHandle buffer. Corresponding to registered user
ServerPublicKeyCredentialUserEntity.id

7.5.1. Common IDL

7.5.1.1. ServerResponse

dictionary ServerResponse
required Status status
required DOMString errorMessage

e required status - Describing the status of the response. Can be set to either'ok" or "failed".

e required errorMessage - If status is set to "failed"” this field MUST NOT be empty

[credential-management-1] defines the following terms:

CredentialCreationOptions


https://w3c.github.io/webauthn/#enumdef-userverificationrequirement
https://w3c.github.io/webauthn/#iface-authentication-extensions-client-inputs

[CREDENTIAL-MANAGEMENT-1]
Mike West. Credential Management Level 1. 4 August 2017. WD. URL:https://www.w3.org/TR/credential-

management-1/

[FIDOMetadataService]
R. Lindemann; B. Hill; D. Baghdasaryan. FIDO Metadata Service v1.0. Implementation Draft. URL:
https://fidoalliance.org/specs/fido-v2.0-rd-20180702/fido-metadata-service-v2.0-rd-20180702.html

[FIDOPrivacyPrinciples]
FIDO: Privacy Principles. Feb 2014. URL.: https://fidoalliance.org/wp-

content/uploads/2014/12/FIDO_Alliance_Whitepaper_Privacy_Principles.pdf

[RFC8017]
K. Moriarty, Ed.; et al. PKCS #1: RSA Cryptography Specifications Version 2.2 November 2016.
Informational. URL: https://tools.ietf.org/html/rfc8017

[RFC8032]
S. Josefsson; |. Liusvaara. Edwards-Curve Digital Signature Algorithm (EdDSA). January 2017.

Informational. URL: https://tools.ietf.org/html/rfc8032
[RFC8037]
I. Liusvaara. CFRG Elliptic Curve Diffie-Hellman (ECDH) and Signatures in JSON Object Signing and
Encryption (JOSE). January 2017. Proposed Standard. URL:https://tools.ietf.org/html/rfc8037
[RFC8152]
J. Schaad. CBOR Object Signing and Encryption (COSE). July 2017. Proposed Standard. URL:
https://tools.ietf.org/html/rfc8152
[RFC8230]
M. Jones. Using RSA Algorithms with CBOR Object Signing and Encryption (COSE) Messages September
2017. Proposed Standard. URL: https://tools.ietf.org/html/rfc8230
[SEC2V2]
SEC2: Recommended Elliptic Curve Domain Parameters, Version 2.0 URL: http://www.secg.org/sec2-
v2.pdf
[TokenBindingOverHttp]
A. Popov; et al. Token Binding over HTTP. December 7, 2018. URL:https://tools.ietf.org/html/draft-ietf-
tokbind-https-17

[TokenBindingProtocol]
A. Popov; et al. The Token Binding Protocol Version 1.0. May 23, 2018. URL:https://tools.ietf.org/html/draft-

ietf-tokbind-protocol-19

[WebAuthn]
Dirk Balfanz; et al. Web Authentication: An API for accessing Public Key Credentials Level 1. March 2018.
CR. URL: https://www.w3.0rg/TR/webauthn/

[WebAuthn-Registries]
Jeff Hodges; G. Mandyam; Michael B. Jones. Registries for Web Authentication (WebAuthn). March 24,
2017. Draft. URL: https://tools.ietf.org/html/draft-hodges-webauthn-registries

[FIDOSecRef]
R. Lindemann; D. Baghdasaryan; B. Hill. FIDO Security Reference. Implementation Draft. URL:

https://fidoalliance.org/specs/fido-v2.0-rd-20180702/fido-security-ref-v2.0-rd-20180702.html
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I ISSUE 1 need an example of Android Key attestation. <
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