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Abstract

This document defines the assertion format "APCV1CBOR" in order to use Android Protected Confirmation
for FIDO UAF Transaction Confirmation.

Status of This Document

This section describes the status of this document at the time of its publication. Other documents may
supersede this document. A list of current FIDO Alliance publications and the latest revision of this
technical report can be found in the FIDQ Alliance specifications index at
https://fidoalliance.org/specifications/.

This document was published by the EIDO Alliance as a Proposed Standard. If you wish to make
comments regarding this document, please Contact Us. All comments are welcome.

Implementation of certain elements of this Specification may require licenses under third party intellectual
property rights, including without limitation, patent rights. The FIDO Alliance, Inc. and its Members and any
other contributors to the Specification are not, and shall not be held, responsible in any manner for
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identifying or failing to identify any or all such third party intellectual property rights.

THIS FIDO ALLIANCE SPECIFICATION IS PROVIDED “AS IS” AND WITHOUT ANY WARRANTY OF
ANY KIND, INCLUDING, WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTY OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

This document has been reviewed by FIDO Aliance Members and is endorsed as a Proposed Standard. It
is a stable document and may be used as reference material or cited from another document. FIDO
Alliance's role in making the Recommendation is to draw attention to the specification and to promote its
widespread deployment.
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1. Notation

Type names, attribute names and element names are written as code.
String literals are enclosed in “, e.g. “UAF-TLV”.

In formulas we use

“|” to denote byte wise concatenation operations.
UAF specific terminology used in this document is defined in [FIDOGIlossary].

All diagrams, examples, notes in this specification are non-normative.

1.1 Key Words

LI 11 LI 11 LE 11 L1 LL 11 » M ”

The key words “musT”, “musT NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “sHOULD”, “sHOULD NOT”, “RECOMMENDED”, “MAY”,
and “opTioNAL” in this document are to be interpreted as described in [RFC2119].

2. Overview



This section is non-normative.

This document defines the assertion format "APCV1CBOR" in order to use Android Protected Confirmation
for FIDO Transaction Confirmation.

3. Data Structures for APCV1CBOR

This section is normative.
3.1 Registration Assertion

The registration assertion for the assertion format "APCV1CBOR" contains an object as specified in section
5.2.1 in [UAFAuthnrCommands], with the following specifics:

1. Only Surrogate Basic Attestation is supported. The extension "fido.uaf.android.key_attestation"
[UAFRegistry] musT be present.

2. The signature field (TAG_SIGNATURE) sHaLL have zero bytes length, since the key cannot be used

to create a self-signature.

3.2 Authentication Assertion

The authentication assertion is a TLV structure containing a CBOR encoded to-be-signed object:

iy Description
Structure P
1 UINT16 Tag | TAG_APCV1CBOR_AUTH_ASSERTION
UINT16
1.1 Length Length of the structure.
1.2 UINT16 Tag | TAG_APCV1CBOR_SIGNED_DATA
UINT16
1.2.1 Length Length of the structure.
UINT8 . : , . .
1.2.2 The serialized Android Protected Confirmation CBOR object.
tbsData
1.3 UINT16 Tag | TAG_AAID
UINT16
1.3.1 Length Length of AAID
1.3.2 | UINTS8[] AAID | Authenticator Attestation ID
1.4 UINT16 Tag | TAG_KEYID
UINT16
1.41 Length Length of KeylID
14.2 | YINTSI (binary value of) KeyID
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KeylD

1.5 UINT16 Tag | TAG_SIGNATURE

UINT16

1.51 Length Length of Signature
152 UINTS]] Signature calculated using UAuth.priv over tbsData - not including any TAGs nor
7 | Signature the KeyID and AAID.
NOTE

Only the data in tospata is included in the signature computation. All other fields are essentially
unauthenticated and are treated as 'hints' only.

4. Processing Rules

This section is normative.

4.1

Registration Response Processing Rules for ASM

Refer to [UAFAuthnrCommands] document for more information about the TAGs and structure mentioned
in this paragraph.

1

2.

. Locate authenticator using authenticatorindex. If the authenticator cannot be located, then fail with
UAF ASM STATUS AUTHENTICATOR DISCONNECTED

If a user is already enrolled with this authenticator (such as biometric enroliment, PIN setup, etc. for
example) then the ASM musT request that the authenticator verifies the user.

NOTE

If the authenticator supports vserverificationtoken (sSee [UAFAuthnrCommands]), then the
ASM must obtain this token in order to later include it with the register command.

If the user is locked out (e.g. too many failed attempts to get verified) and the authenticator cannot
automatically trigger unblocking, return var asv sTATUS USER LOCKOUT.

o If verification fails, return var asv sTatus access DENTED

If the user is not enrolled with the authenticator then take the user through the enroliment process.

o If neither the ASM nor the Authenticator can trigger the enrollment process, return
UAF ASM STATUS USER NOT ENROLLED.

o If enrollment fails, return var asv sTATUS ACCESS DENTED

Hash the provided registerin. finalchallenge Using the authenticator-specific hash function
(FinalChallengeHash)

An authenticator's preferred hash function information must meet the algorithm defined in the




AuthenticatorInfo.authenticationAlgorithm field.

5. Generate a key pair with apropriate protection settings and mark it for use with Android Protected

Confirmation, see https://developer.android.com/training/articles/security-android-protected-
confirmation.

6. Create a 7ac auTsENTICATOR ASseErTION Structure containing a Tac uvarvi rec asserTTON Object with
the following specifics:
1. set signature of Surrogate Basic Attestation to 0 bytes length

2. add the Android Hardware Key Attestation extension

7. If the authenticator is a bound authenticator

1. Store caiierip (see [UAFASM]), 2pp1D, TAG KEYHANDLE, TAG KEYTD @nd CurrentTimestamp in the
ASM's database.

NOTE

What data an ASM will store at this stage depends on underlying authenticator's
architecture. For example some authenticators might store ApplD, KeyHandle, KeyID
inside their own secure storage. In this case ASM doesn't have to store these data in its
database.

8. Create a registerout object
1. Set Registerout.assertionScheme according to "APCV1CBOR"
2. Encode the content of Tac AUTHENTICATOR ASSERTION (i.€. TAG UAFVI REG ASSERTION)IN

base64url format and set as registerout.assertion as described in section "Data Structures for
APCV1CBOR".

3. Return registerout object

4.2 Registration Response Processing Rules for FIDO Server

Instead of skipping the assertion as described in step 6.9, follow these rules:

1. if a.assertionscheme == "APCV1CBOR" AND 2 .zssertion.TAG UAFVI REG ASSERTION contains
Tac varvl xrD as first element:

1. Obtain vetadata (2a1D) .AttestationType for the AAID and make sure that
a.assertion.TAG UAFVI REG AssErTTON contains the most preferred attestation tag specified in
field MatchCriteria.attestationTypes in RegistrationRequest.policy (If this field is present).

m |fa.assertion.Tac UAFVI REG AsserTION doesn't contain the preferred attestation - it is
RECOMMENDED to skip this assertion and continue with next one

2. Make sure that = .assertion.TAG UAFVI REG ASSERTTON.TAG UAFVI KRD.FinalChallengeHash ==
FCHash

m |f comparison fails - continue with next assertion

3. Obtain vetadata (AATD) .Authenticatorversion for the AAID and make sure that it is lower or
equal o a.assertion. TAG UAFV1 REG ASSERTION.TAG UAFV1 KRD.AuthenticatorVersion.
m |f Metadata (AATD) .Authenticatorversion iS higher (i.e. the authenticator firmware is
outdated), it is RecommeENDED to assume increased risk. See sections "StatusReport
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dictionary" and "Metadata TOC object Processing Rules" in [FIDOMetadataService] for

more details on this.

4. Check whether z.assertion.TAG UAFVI REG ASSERTION.TAG UAFVI KRD.RegCounter iS 0 since it is

not supported in this assertion scheme.

m |fa. assertion.TAG UAFVI REG ASSERTTION.TAG UAFVI KRD.RegCounter IS NON-zero, this
assertion might be skipped and processing will continue with next one

5. Make sure = .assertion.TAG UAFVI REG ASSERTION contains an object of type

ATTESTATION BASIC SURROGATE

1. There is no real attestation for the AAID, so we just assume the AAID is the real one.

2. Ifentry attestationrootcertificates for the AAID in the metadata is not empty - continue
with next assertion (as the AAID obviously is expecting a different attestation method).

3. Verify that extension "fido.uaf.android.key_attestation" is present and check whether it is
positively verified according to its server processing rules as specified [UAFRegistry].

m If verification fails — continue with next assertion

4. Verify that the attestation statement included in that extension includes the flag
TrRUSTED conrIrMATION REQUIRED indicating that the key will be restricted to sign valid
transaction confirmation assertions (see
https://developer.android.com/training/articles/security-key-attestation and
https://developer.android.com/training/articles/security-android-protected-confirmation).

n [f verification fails — continue with next assertion

5. Mark assertion as positively verified

6. Extract 2 .assertion.TAG UAFVI REG ASSERTTION.TAG UAFV1 KRD.PublickKey into PublicKey,

a.assertion.TAG UAFV1 REG ASSERTION.

a.assertion.TAG UAFV1 REG ASSERTION

into AuthenticatorVersion, a.assertion
AAID.

TAG_UAFV1 KRD

.TAG _UAFV1 KRD
a.assertion.TAG UAFV1 REG ASSERTION.

TAG_UAFV1 KRD

.TAG_UAFV1 REG

.xey1D into KeylD,

.signcounter into SignCounter,

.TAG _ASSERTION INFO.authenticatorVersion
_ASSERTION.TAG UAFV1 KRD.TAG AAID into

4.3 Authentication Response Generation Rules for ASM

See [UAFASM] for details of the ASM API.

1.

if this is a bound authenticator, verify cz11<ri4d against the one stored at registration time and return
uar asM sTATUS Access penteD if it doesn't match.

The ASM musT request the authenticator to verify the user.

Hash the provided ruthenticatetn. finalchallenge using the preferred authenticator-specific hash

funCﬂon(FinalChallenquash)

The authenticator's preferred hash function information must meet the algorithm defined in the
AuthenticatorInfo.authenticationAlgorithmfkﬂd.

If Authenticateln.keylDs is not empty,

1. If this is a bound authenticator, then look up ASM's database with ruthenticatern.appin and
authenticateln.keyIDs and obtain the KeyHandles associated with it.
m Return var asv staTus kevy pisappeared pErRMANENTLY if the related key disappeared
permanently from the authenticator.

UAF ASM STATUS ACCESS DENIED
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8.

10.

11.

Return if no entry has been found.
2. If this is a roaming authenticator, then treat ruthenticatetn. key1ns as KeyHandles

If Authenticateln.keylDs is empty, lookup all KeyHandles matching this request.

If multiple KeyHandles exist that match this request, show the related distinct usernames and ask the
user to choose a single username. Remember the KeyHandle related to this key.

Call confirmationrrompt.Builder and pass the transactionText as parameter to method

setPromptText See also https://developer.android.com/training/articles/security-android-protected-
confirmation.

Pass the rinaichallengerash as parameter to method sctextranata, see also

https://developer.android.com/training/articles/security-android-protected-confirmation

Call vui1a method of the ConfirmationPrompt and then call method presentrrompt providing an
appropriate callback that will sign the datathatwascontirmea with the key identified by the KeyHandle
remembered earlier.

Create tac apcviceor auTH AsserTION Structure.
1. Copy the serialized datathatwasconfirmed CBOR object into field tospata.

2. Copy ~n1D0 and key1D into the respective TLV fields.
3. Copy signature into the Tac stenature field.
Create the ruthenticateout object
1. Set avthenticateout.assertionschene to "APCV1CBOR"
2. Encode the content of Tac arcvicror auTH asserTION in base64url format and set as

AuthenticateOut.assertion

3. Return the ruthenticateout Object

The authenticator metadata statement musT truly indicate the type of transaction confirmation display
implementation. Typically the "Transaction Confirmation Display" flag will be set to

TRANSACTION CONFIRMATION DIspray ANy (bitwise) or

TRANSACTION CONFIRMATION DISPLAY PRIVILEGED SOFTWARE.

4.4 Authentication Response Processing Rules for FIDO Server

Instead of skipping the assertion according to step 6.6. in section 3.5.7.5 [UAFProtocol], follow these rules:

NOTE

The extraData in tbsData.dataThatWasConfirmed is the finalChallengeHash as computed by the
ASM. The promptText in tbsData.dataThatWasConfirmed is the Authenticateln.Transaction.content
value. Authenticateln.Transaction.contentType is "text/plain".

1.

if 2.assertionscheme == "APCV1CBOR" AND = .2ssertion startes with a valid CBOR structure as

defined in section 3.2 Authentication Assertion, then
1. set tbspata to the CBOR object contained in 2. assertion.tbsbata.

2. Verify the AAID against the AAID stored in the user's record at time of Registration.
= |f comparison fails — continue with next assertion

3. Locate urutn.pub associated with (2. assertion.aa1D, a.assertion.KeyD) in the user's record.
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» |f such record doesn't exist - continue with next assertion
4. Locate authenticator specific authentication algorithms from authenticator metadata (field
AuthenticationAlqs)

5. If rcp is of type FinalChallengeParams, then hash
AuthenticationResponse.FinalChallengeParams USING the hashing algorithm suitable for this
authenticator type. Look up the hash algorithm in authenticator Metadata, field
authenticationalgs. Itis the hash algorithm associated with the first entry related to a constant
with prefix ALG_SIGN.

B FCHash = hash(AuthenticationResponse.FinalChallengeParams)

6. If repis of type ClientData, then hash ruthenticationresponse. feParams using hashing
algorithm specified in fcp.nashala.

B FCHash = hash (AuthenticationResponse.fcParams)
7. Make sure that tbspata.dataThatWwasConfirmed.extraData == FCHash
= |f comparison fails — continue with next assertion

8. Make sure there is a transaction cached on Relying Party side in the list cachedTransactions.
= |f not — continue with next assertion

NOTE

The promtprext included in this authenticationresponse must match the transaction
content specified in the related ~uthenticationrequest. As FIDO doesn’t mandate any
specific FIDO Server API, the transaction content could be cached by any relying party
software component, e.g. the FIDO Server or the relying party Web Application.

9. Make sure that tbsData.dataThatWasConfirmed.promptText is included in the list

cachedTransactions

m [fit's not in the list — continue with next assertion

10. Use the uruth.pub key found in step 1.2 and the appropriate authentication algorithm to verify
the signature = .assertion.signature of the to-be-signed object tospata.

1. If signature verification fails — continue with next assertion

5. Example for FIDO Metadata Statement

This section is non-normative.

This example Authenticator has the following characteristics:

e Authenticator implementing transaction confirmation display using TrustedUI (i.e. in TEE)
e Leveraging TEE backed key store and user verification
e Only fingerprint based user verification is implemented - no alternative password

{
"description": "FIDO Alliance Sample UAF Authenticator supporting Android Protected
Confirmation",



"aaid": "1234#5679",

"authenticatorVersion": 2,
n upv n : [
{ "major": 1, "minor": 2 }
1,
"assertionScheme": "APCV1CBOR",

"authenticationAlgorithm": 1,
"publicKeyAlgAndEncoding": 256,
"attestationTypes": [15880],
"userVerificationDetails": [

[

"userVerification": 2,
"baDesc": {
"selfAttestedFAR": 0.00002,
"maxRetries": 5,
"blockSlowdown": 30,
"maxTemplates": 5
}
H]
1,
"keyProtection": 6,
"isKeyRestricted": true,
"matcherProtection": 2,
"cryptoStrength": 128,
"operatingEnv": "TEEs based on ARM TrustZone HW",
"attachmentHint": 1,
"isSecondFactorOnly": false,
"tcDisplay": 5,
"tcDisplayContentType": "text/plain",
"attestationRootCertificates": [ 1,
"supportedExtensions": [{
"id": "fido.uaf.android.key attestation",
"data": "{ \"attestationRootCertificates\":

\"MIICPTCCAeOgAWIBAgIJAOuUexvU30y2wMAOGCCgGSM4 9BAMCMHSsx I DAeBgNVBAMM
F1NhbXBsZSBBAHR1c3RhdG1lvbiBSb2 90MRYWEFAYDVQQOKDA1GSURPIEFsbGlhbmN1
MREwDwYDVQQLDAhVQUYgVEFJHLDESMBAGA1UEBwwJUGEFsbyBBOHRVMQOswCQYDVQQT
DAJDQTELMAKGA1UEBhMCVVMwHhcNMTQwWNjE4AMTMzMzMyWhcNNDEXMTAZMTMzMzMy
WIB7MSAwWHgYDVQQODDBATYW1wbGUgQXROZXNOYXRpb24gUm9vdDEWMBQGA1UECgwWN
Rk1ETyBBbGxpYW5)ZTERMASGALIUECWwIVUFGIFRXRywxEjAQBgNVBACMCVBhbGS8g
QWx0bzELMAKGA1UECAWCQOExCzAJBgNVBAYTALIVTMFkwEWYHK0ZIzjO0OCAQYIKOZI
zjJ0DAQcDQgAEH8hv2D0HXa59/BmpQ7RZehL/FMGzFd10Bg9vAUpOZ3ajnuQ94PR7
aMzH33nUSBr8fHYDrgqOBb58pxGaHIRyX/ 6NQME4wHQYDVROOBBYEFPOHA3CLhxFb
CO0It7zE4w8hk5EJ/MB8GAIUdIWQYMBaAFPOHA3CLhXFbCO0It7zE4w8hk5EJ/MAWG
AlUdEwWQFMAMBAf8wCgYIKoZIzjOEAWIDSAAWRQIhAJO6QSXt9ihIbEKYKIjsPkri
VdLI%tfszSu7Erszr4AquoYCZfO+zI55aQeAHjIzA9Xm63rrquBZ9ps922XN
10==\"] 1",

"fail if unknown": false

1,

"icon": "data:image/png;base64,
1VBORWOKGgoAAAANSUhEUgAAAESAAAAVCAYAAACIwIfcAAAAAXNSROIArs4c6QAAAARNQUIBAACK
Jwv8YQUAAAAJCEhZcwAADSMAAATDACAVOGQAARAAhSURBVGhD7Zr5bxR1IGMf9KzTB8AM/YEhE2W7p
QZCcWKKBCc1lSpHAT1ELARE7KNECCA3FKWKOCKKSCFIsKBcgVCDWGNESdAYidwgggdJBiRiMhFc/4wy8
884zu9Nd1InGTfZ2IJP2n3n0++88933fveBBx+PqCzJkTUvBbLmpUDWVvBTImpcCSZvXLCAX9R05Sk19
bb5atf599£fG+/erA541g47aP1LLVa9SIyVNU18I18d5kGTsi30NFv7aidn7QZPMwbdys2erU2XMg
Udy8+ZcaNmGimE8yXN3RUd3al8nF0fUlovZ+0CTzWpd2Vj+eOmlbEyy6Dx415pUMGHveo506g227
dtuWBIuffr6oWpVOFPNLhowl751Nm21LvPH3rVtWjfz66LEfgl8tX7FR1O9YFSXsmSseb9ceOGbYk7
MNUcGPg8ZsbMe9rfQUaaV/JMX9sqdzDCSvpOkZHMTZg9x 7bLHcMnThb1l 6eJ+mVEQq8yaUZQNG64 i
XZ+0/kgq6uOZF00QtatdWKEXnRQ99BJ9I1R50IFnk54 JNOmkUigqlO3XDW+M1+98mKB6tW7riWpZcPc+
0zg4tLrY1lUc86E6eGD]jIMubVpcusearfgIYGRk6brhzZVr/JcHzooL7550jedLExopWcApi2ZUghu
7JLvrVsQU81lzkzOPeemMRYvVuQsX7PbiDQY5JvZonftK+1VY8H9utx530h0ob+jmRYqj6oua¥YvEe
nW/W1YJjp8cwbMm682tPwgWlR4At)/2SHI3IRIY14moZvXpiSgDr7dXtQHxa/PK3/+BWsK1dTgHuU6GV
8tQJI3bwFkwpFrUOQ50slr3levm8zZcgl 7+BBaw/K81EKS5gzkYeark9A8p7P3GzDK+nd3DQow+6UC
8SVNB82iuv38im7NtaXtV1CVgbRgwdpksmbdi3bu2De7YfaBBxcqfvgPrUjFQNTQ221£fdUVVT68rT
JKF5DnSmUjgdgg4mSS9pms fDIJR3G6ToHO1W9aV7/LWLHYXK11TDtOLTAtkYIaamplQjVv++uyGUxV
dJODNVXSm+b1gRxpl84ddfX1Lpl0/d69tsod0vs5hGredxu8o+fpLR1cGhNTD6Z57CIKMWXefJdO
Z94bb9%90gdlRONS7gITTzHimMgivbO3g0DdVyk3WQBhBztK35YKNdOnc803acS6£fDZFgKaXLsEJpS
rdrliBgp89cJcs/m7Tvs0rkjGEN4AbOkPoZn3UJulOrnz22yPlfmvUx+05gSgebVim+zSuYNVhg/T
WbDiLVv1jplLlop6CLXP+2gtvGLIL/1vimISdMBgzSoFZyu6Tqd+jzxgsPavVvIBCgee/NjYk6ve61lK
9cwiUc/STtf1HDpM3b592y7h3Thx50zK69HLpYWuAwaqS5cv26g7ceb8efVYaReP31FU8z)1knSw
ZXHMmnCjY00galo7UQfSCM3gQQr2H/XFP7ssXx45Y191ByeCepdmoZoH+1£G3xD4tT7x8kwy]j8nw
b9ev26V0B6d+7H4zKvudAH537FjqyzOHddnHEuzmXq/Wjx0bvNMbv7nhywsX2aVsWtC8+48aleap
E7p5wKZ10A2AQRV5nVvR4AE+uJc+b61kApgInxBgmd/4V5QP/mt18HDC7sRHftmeu51mhV0Orn/ALX2
32bgd4BFnDx7VilcWS2uff0IbB47gexxmU]j9QutYjupd3tY¥D6abWBBMrh+apNbOKrNF1+ugCadri
XGfwMPPtViavhU3YMOAANuUb/RO7LOy0Se0adE88ApsXFGEf30ynhlIJgM51CU6vVNOEzgnpvHBEUY
iVraePiwJ53DF5ZTZnomENg85kNUd20J12Wpr4Ommk fN4x4zHf1iVFc8Dv8NzuhNgOidi1GvA6DGuU
eZwO78AAQN6CiEk6+rwSVevjvgNDYPOoIUwaKShrxAuXL1kH4aYuGEfMYDclOWEF5Ta31hPJOfcUhr
U/J1INi6c6elRYdBpo6++Yfjx611GNfRm4MD5rJ1j3FoGHNjDSBNarYUgMLyMszKpb7tXpoHfPs8
h3WplLzNfNk54XxC1lwDGUmYzXYefh6z/cKtVm4EBxa9VQGDzYr3LrUMRjHEKkk7zaFKYQA2hGQU1
z+85NFWpXDrkz3vx10GgxQ6BzeNboBk5n8k4nebRh+k1hWExTFOD1EyWUsS5nv+dgQgKaxzuCdEOL
sH102NQ8ah0OmXr12La3m0f9wik9+wLNTMY/86MP0o8yi310fxmT6PWogGo+DZukYna56mSZt5WWSy
5qVAlrwUyJgXAlnzkiai/gHSD7RkTyihogAAAABJRUSErkJggg=="
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