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must be fulfilled in order to attain the stated security goals of this protocol.

2.1.1. Definition

An automatic onboarding protocol for loT devices permits late binding of device credentials, so that one
manufactured device may onboard, without modification, to many different IOT platforms.

This device has hardware and software configured on it, including a device ROE and a Management Agent. FDO
Devices may be either natively IP-based or non-IP-based. In the case of FDO Devices natively connected to an
IP network, the FDO Device is capable of connecting directly to the FDO owner or FDO Rendezvous Server.
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FDO Devices not capable of IP protocols can still use FDO by tunneling the FDO message layer across a reliable
non-IP connection.

! FDO Device (IP-Based)

f
FDO
Message Layer

Assets
Interface

HTTR/HTTPS
Proxy
HTTP/ (when needed)
HTTPS
(Tcr/IP)

FDO Protocol
Implementation

FDO Comms
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1 Restricted Operating Environment | Main Operating 1 HTTP/HTTPS
| (some architectures) environment 1 over TCR/IP

HTTP/HTTPS.
over TCR/IP

FDO Owner
(e.g., Cloud
a) FDO Device Based)
with IP capabili
P Y Internet
Protocol
Network
local/global
(local/global) FDO
b) FDO Device p— HITR/HTTPS, Rendezvous
without IP capability over TCR/IF over TCP/IP Service

-
FDO Device (Not IP-based)

Assets
Interface

Tunnel over

Non-IP FDO Comms
Comms (BT, Encapsulation
Zigbee, etc)

FDO Protocol
Implementation

FDO Assets

Figure 1 Transport Interfaces

2.3. Attack Classification$

1. Automated attacks focused on stealing FDO credentials during the manufacturing process.
Automated attacks focused on impersonating the Rendezvous Server.
Automated attacks focused on impersonating new device owner during ownership transfer.

Automated attacks to authenticated device sessions.

o > 0D

Non-automated attacks to steal device credentials for cloning

3. Security Goals§

3.1. Security Goals for Device#

Security
Security Goal Description
Goal ID v P
(SG-1] *Secure Authenticate (i.e. recognize) a device to a Rendezvous Server with
communication’ high (cryptographic) strength.
“Secure storage of Provide robust protection against eavesdroppers (e.g., be resilient to
[SG-2] Confidential physical observation, resilient to targeted impersonation, resilient to
credentials’ throttled and unthrottled guessing).

Be resilient to phishing attacks and real-time phishing attacks,
[SG-3] “|solation of data’ including resilience to online attacks by adversaries able to actively
manipulate network traffic.

(SG-4] “Secure data Minimize attack surfaces, validate input data.
interfaces’
[SG-5] “Secure handling of Be able to verify the device attestation credentials with confidence.

personal data’
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Security

&RGrth

SURNG 34

Device should have security b'é'ggﬁﬁiﬁﬂabled by default. Services

security’ not required for essential functions must be disabled by default.
[5G-7] *Good security Develop and implement policies that support security of the device.
policies’
[SG-§] *Secure handling of Be able to comply with GDPR.
personal data’
[SG-9] “Secure supply Be able to verify the authenticity of device HW/SW components.
chain’
(SG-10] "Resilience to Device should behave in a way that guarantees safety of its users.
outages’
The integrity of software components (esp Operating System) of the
[SG-11] = Software integrity Integrry P (esp Operating System)
device should be cryptographically verifiable.
(SG-12] “Strong device The device should be Uniquely identifiable and securely
authentication authenticated.
[SG-13] “Secuirity lifecycle’ The device development lifecycle should be Secure.
Guarantees that the device is always up to date with the latest
[SG-14] “Secure update’ } ystp
security patches.
[SG-15] “Standard Ensure the device uses secure crypto algorithms, cryptographic
cryptography” libraries and key length.
“Secure installation, Ensures that the device is installed and configured and
[SG-16] maintenance & decommissioned securely.
decommissioning’
“Secure event Ensures that unusual activity is detected and flagged.
[SG-17] monitoring and
anomaly detection’
“Secure restricted Ensures that high security applications are executed in a secure
[SG-18] operating environment.
environment’
Security
Security Goal Description
Goal ID y P
“Strong Authenticate (i.e. recognize) a device to a Rendezvous Server with high
[SG-19] application (cryptographic) strength.
authentication
“Credential Provide robust protection against eavesdroppers, e.g. be resilient to
[SG-20] guessing physical observation, resilient to targeted impersonation, resilient to
resilience’ throttled and unthrottled guessing.
“Credential Be resilient to phishing attacks and real-time phishing attack, including
[SG-21] disclosure resilience to online attacks by adversaries able to actively manipulate
resilience’ network traffic.
Protect the protocol conversation such that any two relying parties cannot
[SG-22] = Unlinkablity P y ying p

link the conversation to one user (i.e., be unlinkable).
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i@@t]?ﬁl, “Attestability” Be able to verify the application attestation credentials with confidence.

Goal ID Security Goal Description
Security
Assumption Security Assumption
ID

The Authenticator and its cryptographic algorithms and parameters (key size, mode, output
SA-1 length, etc.) in use are not subject to unknown weaknesses that make them unfit for their
purpose in encrypting, digitally signing, and authenticating messages.

Applications on the user device are able to establish secure channels that provide
SA-2 trustworthy server authentication, and confidentiality and integrity for messages (e.g.,
through TLS).

The computing environment on the FDO Device involved in an FDO operation acts as a
trustworthy agent of the user

SA-3

The inherent value of a cryptographic key resides in the confidence it imparts, and this
SA-4 commodity decays with the passage of time, irrespective of any compromise event. As a
result, the effective assurance level of authenticators will be reduced over time.

The computing resources at the Rendezvous Server involved in processing an FDO
operation act as trustworthy agents.

SA-5

For each primary asset to be protected, the threat(s) it faces in process, in motion, and in storage will be
considered.

5.1.1. Device Attestation Key:

FDO uses cryptographic device attestation based on a signed Entity Attestation Token [EAT]). The protocol can
support many cryptographic mechanisms for device attestation, but this spec supports two basic capabilities:
Intel® EPID and ECDSA. For each of the methods, there is a private key that is provisioned into the device, such
as when the CPU or board is manufactured, for establishing the trust for a Restricted Operating Environment
(ROE) that runs on the device. When signed by the device attestation key, this provides evidence of the code
being executed in the ROE.

5.1.2. Ownership Credential:

This is a key pair that serves temporarily to identify the current owner of the device. When the device is
manufactured, the manufacturer uses a key pair to put in an initial ownership credential. Later, the protocols
conspire specifically to replace this credential with a new ownership credential, effecting ownership transfer.

5.1.3. Device Credential:

The Device credential does not identify the owner in general; it identifies the owner for the purposes of ownership
transfer. The device credential from the manufacturer, stored in the device, must match the credential at one
side of the Ownership Voucher. That is all. It is not intended that this key pair permanently identify the
manufacturer or any of the parties in the Ownership Voucher. On the contrary, it is expected that the

manufacturer may use different keys over time, and the owners will also use different keys over time, specifically
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to obscure their identity in the FDO protocols and increase of the robustness of FDO.

Secondary assets are all data supporting assets
5.2.1. 1oT Platform:
The Rich OS where FDO application is installed

5.2.1.1. FDO Applications:

The application that executes the FDO process.

5.2.1.2. Device Initialize Protocol (DI):

The protocol’s function is to embed the ownership and manufacturing credentials into the newly created device’s
ROE. This prepares the device and establishes the first in a chain for creating an Ownership Voucher with which
to transfer ownership of the device.

*ODM : Original Desi

FDO Device [FDO Credential Tool a

DI.AppStart —

Device S/N if
availble

Dl.SetCredentials

Ownership Voucher header without HMAC URL of manuf. permanent
certificate Hash of manufacturer's parmanent certificate

Device stores credentials in secure storage (e.g.
protected flash memory).

Device creates secret and stores with credentials.

Device computes HMAC [Secret]

. ) —_—)
DI.SetHMAC: Decice returns HMAC comouted above. Only Device
can verify HMAC

Dl.Done
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NI DratAa~nal Niaavram

Figure 2 DI Protocol

5.2.1.3. Transfer Ownership Protocol 0 (TOO):

Transfer Ownership Protocol 0 (TOO) serves to connect the Owner Onboarding Service with the Rendezvous
Server. In this protocol, the Owner Onboarding Service indicates its intention and proves it is capable of taking

control of a specific Device, based on the Device’s current GUID.

FDO Device FDO Service TDOO Protocol FDO O\
( TOO0.Hello (no body)
TOO0.HelloAck )
n3: Nonce

TDO0.OwnerSign

Sign[OwnerKey](
op: Ownership Voucher (contains GUID)
ws: WaitSeconds Proposal

to1d: RendezVous blob (IP/DNS addr + port)

TOO0.AcceptOwner )
w3: WaitSeconds final (<= TO0.OwnerSign.ws) J

After TOQ Pjotocol:
FDO Service saves Rendezvous Blob (TO®.Owner
This information is saved for TO0.Accepl

TNN Dratnrnl NDianram
Figure 3 TOO Protocol

5.2.1.4. Transfer Ownership Protocol 1 (TO1):

Transfer Ownership Protocol 1 (TO1) is an interaction between the Device ROE and the Rendezvous Server that
points the Device ROE at its intended Owner Onboarding Service, which has recently completed Transfer
Ownership Protocol 0. The TO1 Protocol is the mirror image of the TOO Protocol, on the Device side.
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FDO Device TDO1 Protocol FDO Service FDO O\

—— e
TO1.HelloMP

GUID + EPID Info A (Group
D)

A

TO1.HelloMPAck
Nonce + EPID Info B (SIGRL)

TO1.ProveToMP

Sign[EPID](
Application ID,
ello
GUID
epk )
4 D
i
B TO1.MPRedirct
Redirect Blob (from
mmwm
this GUID

After TO1 Protocc

FDO Device has Rendezvous Blob that identifies the
FDO Device cannot yet verify the signature on the blob, but goes ahead and coni

TN1 Prntnrnl Dianram

Figure 4 TO1 Protocol

5.2.1.5. Transfer Ownership Protocol 2 (TO2):

Transfer Ownership Protocol 2 (TO2) is an interaction between the Device ROE and the Owner Onboarding
Service where the transfer of ownership to the new Owner occurs.
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I
1
FDO Device TO2 Protocol FDO O\INner FDO Device | FDO Owner

Both sides perform key exchange based on xA,
xB subsequent packets are encrypted & HMAC'd

TO2.HelloDevice:
GUID, Nonce 5, cipher suite/encoding info,
EPID info (group D)

TO2.GetNextDeviceServicelnfo
Service Info index

ransmit key-value pairs|
from Device to Owner

TO2.ProveOPHdr
Sign[OwnerKey](
Ownership Voucher header

Nonce5 (prove freshness of this signature)
Nonces {for next si

Key Exchange parameter A (xA)

TO2.NextDeviceServicelnfo
Service Info fragment

TO2.GetOPNextEntry
Entry number

TO2.SetupDevice
Sign[Owner2Key](
Replacement GUID
Replacement Rendezvous Info

key
Nonce7 (prove freshness of signature))

TO2.0PNextEntry
Ownership Voucher Entry

TO2.GetNextOwnerServicelnfo

ransmit key-value pairs|

from Owner to device
TO2.NextOwnerServicelnfo
Service Info Fragement

Device verifies Ownership Voucher:

e First entry signature verified with mfg public key from DI protocol
(e.g. public key in device credentials)

o _Walk signature chain: Signature for each entry i+1 verified by
public key in entry i

e Last entry is Owner'{ public key, verfies the TO2.ProveOPHdr
message signature ¢f Nonc

e Same key also verifigs Ren
TOO0.OwnerSign.to1

o

evice interprets instructions and data in Owner
Servicelnfo to provision device for service

TO2.Done
Hmac for replacement Ownership Voucher

'TO2.ProveDevice

Sign[EPID]
Ownership Voucher header
> Nonceb-{proy j f this Ownershop
S|gr’1\‘ature)7 p gh ) should check
once? (for next signature; & isi

provisioned

Key Exchange paralneter B (xB) N T02.Done2 connection before

1 Done2-is returned

- e e e e o = ==

Figure 5 TO2 Protocol

FDO Device FDO Rendezvous FDO Owner

Device Initialize
Protocol at Mfg
Installs credentials in
device, creates
Ownership Proxy

Ownership Proxy
received from supply
chain

Transfer Ownership Protocol Zero (TOO)
Registers Guid— Owner address information
with RV Service

Device installed with
network & power, Transfer Ownership Protocol 1 (TO1)
invokes FDO Device sends GUID and receives addressing
information for prospective Owner

Transfer Ownership Protocol 2 (TO2)
Device connects to prospective Qwner
Device & Owner establish mutualtrust using Device attestation & Ownership Voucher
Mutual trust used to supportkey exchange, setup encrypted channel
Device & Owner exchange key-valuepairsto provision secrets, data, commands

* Thesearechosen by application-level software an relayed by FDO
Ownerreplaces all FDO credentials, Device builds HVIAC to allow Owner to create
replacement Qwnership Proxy to be used forresale

Figure 6 FDO Protocol Bounce

5.2.1.6. Image Showing the Interaction Between the Protocols
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@ Ownership Voucher (transferred as part of supply chain)

L

Manufacturer

FDO

Manufacturing
Station

7 (1) Device Initialize
Protocol (DI)
or equivalent

Device

Restricted

Operating

Environment (ROE)

Management

Agent

(3) TOO Protocol Owner

Rendezvous
Server

Onboarding
Service

f
/
/(&) 101 Protocol
/
/

Management
Service (DMS)

-
-~
~ - @ TO2 Protocol
Transfer Ownership

@ Final State
Device in Service

Figure 7 Interaction between the protocols

6. Threat Analysis§

6.1. General Threat List§

Threat-
ID Threat Description
Number
In a "replay attack” (replay of data) attackers record valid
[TH-1] "Replay of data Pay ( .p 'y . )
messages and play this information later.
The threat of valuable data about a device or system bein
[TH-2] “Leakage of data’ . Y g
inadvertently revealed.
[TH-3] “Injection of data The threat of unwanted and unauthorized data modification.
(processed)’
[TH-4] "Deletion of data’ The threat of losing all or part of the data in its storage.
The threat of an attacker sitting in the middle of the
[TH-5] *Man-in-the-middle’ . 9 .
communication between the device and a server.
The threat compromising sensitive credentials processed on
[TH-6] “Disclosure of credentials’ ) P g . P .
the device, transported to/from the device, or stored on device.
[TH-7] “Unauthorized access to The threat of unauthorized access to the FDO application via
the FDO application’ any interface.
Threat that an attacker gains physical access to the device’s
[TH-8] "Physical attacks® . g Py
internal components.
[TH-9] “Organizational policies & Threats linked to bad or non-existent organizational policies.
Procedures’
[TH-10] “Failure of the FDO The threat of failure, malfunction or crash of the device
application’ software/ applications.
[TH-11] “Malicious/ Vulnerable The threat of device relying on vulnerable HW/SW components
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Threat- device components or-components that contain backdoors.

[THDI2] Exchanqxnge%?ta ‘Wlth a The threat of divulging corﬁgggﬁsigﬁdennals to a rogue
Number rogue server server.
‘Downgrade attacks & Linked to installation of vulnerable updates files, thus granting
[TH-13] Exploiting an insecure the attacker access.
software’
[TH-14] "Exploiting a device due to Threat of exploitation due to the device being unhardened. It is
insecure configuration caused by a lack of documentation from the manufacturer.
[TH-15] “Advanced persistent The threat of an attacker having longterm access to the device.
threats’
ﬁ (2) Ownership Voucher (fransferred as part of supply chain)
Y
Y
Manufacturer
- Y
. Y
: Qwner

FDO Manufacturing | €
Station

Onboarding Senice
Management Senice
(DMS)

A

_ _ (1) Device Initialize Protocol
(D) or equivalent
i

D

\ |
- s ===

fm e e . (4) E N\
I /—\ TO1 Protocol [ \—_./
: Device !~~~ [~~~ 777 -
I
I
" Restriced Operating | _| (5)TOZ Protocal  _ _ _ _ _ |
Environment (RoE}) Transfer Ownership
(6) Final State
Device in Senvice
:_\.\ )
- —
Figure 8 FDO Flow Threats
Image showing areas of the interaction that are impacted by specific threats.
6.2.1. At Manufacturing
Threat-
ID Threat Scenario
Number
[TH-6] “Disclosure of An attacker obtains control of an ownership and manufacturing key or

credentials’ a key-issuing key during Device Initialize (DI).
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Threat-
[Thp! 1]

Number

“Malicious/

Vulnefgpiesgevice

components’

Manufacturer’s component suppliers provide compromised SW or HW
components. Manufacturer usegaga@[gble open-source codes/
libraries.

6.2.2. Device Platform

Threat-
ID Threat Scenario
Number
N R An attacker extracts confidential credentials by observing timing,
[TH-2.1] Leakage of data
power etc.
“Injection of data on An attacker injects previously authenticated data.
[TH-3.1] the device during
processing’
. . . An attacker deletes stored credentials and configuration files needed
[TH-4.1] Deletion of data .
by FDO application.
R ) . . The threat of an attacker intercepting and extracting confidential
[TH-5.1] Man-in-the-middle ) ) o i
credentials during communication between the device and a server.
[TH-6.1] “Disclosure of Attacker succeeds in extracting sensitive credentials on the device.
' credentials’
“Unauthorized access A malicious application gains unauthorized access to the FDO
[TH-7.1] to the FDO application.
application’
“Unauthorized access An unauthorized user gains access to the device settings to alter
[TH-7.2] to the FDO security configurations.
application’
. i . An attacker gets physical access to the device and is able to
[TH-8.1] Physical attacks ) .
conduct physical attacks on the device.
. ) . An attacker gets physical access to the device and removes the
[TH-8.2] Physical attacks i
storage media (e.g., SD card).
“Lack of A lack of vulnerability disclosure policies, default security policies,
[TH-9.1] organizational etc. causes an avoidable device vulnerability/ wrong configuration to
' policies & go unnoticed
Procedures’
[TH- “Failure of the FDO An attacker sends maliciously crafted messages which cause the
10.1] application FDO application to crash or become unstable.
“Malicious/ An attacker compromises internal PRNG state and entropy source
[TH- Vulnerable device before seeding.
1.1] components’
[TH “Malicious/ An attacker compromises entropy source after seeding.
112] Vulnerable device
' components’
[TH “Malicious/ An attacker compromises internal PRNG state.
113] Vulnerable device
' components’
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Threat- “Malicious/ Cryptographically flawed key generation process.
11Dy Vulneﬁl;Iéeagev‘lce Scenario
Number components
[TH “Malicious/ A malicious application on the device conducts side channel attacks.
11.5] Vulnerable device
' components’
[TH “Malicious/ An attacker uses a backdoor to leak confidential credentials using
11.6] Vulnerable device covert channels on the device.
' components’
[TH “Malicious/ An attacker exploits the device using an unprotected SW/HW debug
117] Vulnerable device interface
' components’
[TH- R R The device is installed with an older, insecure version to render it
Downgrade attacks ) ) ,
13.1] exploitable using known exploits.
[TH- "Exploiting an The device is "updated" with a new but maliciously altered version to
13.2] insecure software’ render it exploitable according to the attacker’s wishes.
[TH “Exploiting a device Due to lack of documentation, the device is incorrectly configured.
14.1] due to insecure
' configuration
[TH- "Advanced persistent Log and event monitoring.

15.1]

threats’

6.2.3. Communication

Threat-ID
Threat Scenario
Number
[TH-1.1] "Replay of An attacker edits and replays previously authenticated data between device
' data’ and Rendezvous Server. (TO1)
[TH-1.2] "Replay of An attacker edits and replays previously authenticated data between Device
' data’ and Onboarding Service. (TO2)
[TH-1.3] "Replay of An attacker edits and replays communication between device and
' data’ Management Service. (Device in Service)
“Man-in- The threat of an attacker intercepting and extracting confidential credentials
[TH-5] the- during communication between the device and a server.
middle’

6.2.4. FDO Application

Threat-
ID Threat Scenario
Number
An attacker deletes stored credentials and configuration files
[TH-4.1] “Deletion of data’ L g
needed by FDO application.
[TH-6.1] “Disclosure of Attacker succeeds in extracting sensitive credentials during

credentials’

processing, on the device.
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A malicious application gains unauthorized access to the FDO

application configuration. Scenario

An attacker sends maliciously crafted messages which cause

Fiktdail “Unauthorized access to
D the FDCPhq,@ggcation‘
[[\I_lﬁn;gﬁr] “Failure of the FDO
) appitcatton
[TH-11.4] “Malicious/ Vulnerable

device components’

"Exchanging data with a

[TH-12.1] .
rogue server

Defining Risk Impact:

effect._

Defining Likelihood:

e FDO appication 1o CrasiT or become unstanie.

Cryptographically flawed key generation process.

The application accepts a rogue server as new owner and
exchanges confidential credentials with it.

"Low Risk’™ : _Means that a threat event could be expected to have a limited adverse effect._
"Medium Risk™ : _Means that a threat event could be expected to have a serious adverse effect._

“High Risk™ : _Means that a threat event could be expected to have a severe or catastrophic adverse

“Unlikely™ : _Could occur at some time_
“Likely™ : _Will probably occur in most circumstances_

"Almost certain® : _Can be expected to occur inmost circumstances_

Impact x Likelihood Unlikely Likely Almost Certain
Low Impact "Low Risk’ “Medium Risk’ "Medium Risk’
Medium Impact "Low Risk’ "Medium Risk’ "High Risk
High Impact "Medium Risk’ "High Risk® "High Risk’

Impact is determined by variables that are context dependent, meaning the context of where the device is

installed.

Scalability of Impact Level of
- compromise

Low/Non-sensitive Limited Sensitive Complete Compromise/Physical
Impact
data data Harm
Singl “Medium®
nae “Low’ “Medium’ "
device
Local “High
oca “Low’ “Medium’ 9
network
Entire fleet "Medium® “High® “High®
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Proximity Required to carry out the attack Technical Difficulty of the

- attack
Likelihood Difficult Moderate Easy
Physical “Unlikely® “Likely “Likely
Proximity “Unlikely “Likely® "Almost Certain®
Remote “Likely "Almost Certain "Almost Certain
Threat-
ID Threat Scenario Impact Likelihood Risk
Number
An attacker obtains control of an High
“Disclosure of ownership and thread, manufacturin High . Risk
[TH-6] e pandi _ 9 g Likely
credentials key, or a key-issuing key during Device Impact
Initialize (D).
Manufacturer's component suppliers High
“Malicious/ ) 'p PP .g
Vulnerable provide compromised SW or HW High Risk
u i
[TH-11] , components. Manufacturer uses g Likely
device Impact
. vulnerable opensource codes/
components 0o
libraries.
Threat-
ID Threat Scenario Impact Likelihood Risk
Number
An attacker extracts confidential Medium
[TH-2.1] Leakage of credentials by observing timing, Medium Likely Risk
data’ power etc. Impact
“Injection of Low
data on the An attacker injects previousl| Medium Risk
[TH-3.1] raon njects p y Unlikely
device during authenticated data. Impact
processing’
[TH-4.1] "Deletion of An attacker deletes stored Medium Almost High
' data’ credentials and configuration files. Impact Certain Risk
Attacker succeeds in extractin High
"Disclosure of . . I * g Medium Almost !g
[TH-6.1] . sensitive credentials on the , Risk
credentials , Impact Certain
device.
‘Unauthorized A malicious application gains Medium
access to the Medium Risk
[TH-7.1] unauthorized access to the FDO Likely
FDO . Impact
L application.
application
“Unauthorized High
An unauthorized user gains ) .g
access to the i i Medium Almost Risk
[TH-7.2] access to the device settings to
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Threat- FDO alter security configurations. Impact certain
ID appjizalien Scenario | Impact  Likelihood Risk
Number An attacker gets physical access Medium
“Physical to the device and is able to Medium Risk
[TH=6.1] . . TIRely
attacks conduct physical attacks on the Impact
device.
An attacker gets physical access High
“Physical 9ets phy Medium Almost 9
[TH-8.2] R to the device and removes the , Risk
attacks ) Impact Certain
storage media (e.g., SD card).
. A lack of Vulnerability disclosure High
Lack of . . . .
oraanizational policies, default security policies, Hiah Risk
[TH-9.1] g . etc. causes an avoidable device g Likely
policies & . ) . Impact
. vulnerability/ wrong configuration
procedures .
to go unnoticed
o An attacker sends maliciously High
Failure of the ) . .
[TH- ) crafted messages which cause Medium Almost Risk
device . .
10.1] ) R the OS/Firmware to crash or Impact Certain
OS/Firmware
become unstable.
“Malicious/ ) Medium
An attacker compromises Internal , ,
[TH- Vulnerable High , Risk
) PRNG state and entropy source Unlikely
11.1] device . Impact
. before seeding.
components
“Malicious/ Medium
[TH- Vulnerable An attacker compromises entropy High Unlikel Risk
11.2] device source after seeding. Impact y
components’
“Malicious/ Medium
[TH- Vulnerable An attacker compromises internal High Unlikel Risk
11.3] device PRNG state. Impact y
components’
“Malicious/ Medium
[TH- Vulnerable Cryptographically flawed key High Unlikel Risk
11.4] device generation process. Impact y
components’
“Malicious/ . o Medium
[TH Vulnerable A malicious application on the High Risk
, device conducts side channel g Unlikely
11.5] device Impact
. attacks.
components
“Malicious/ Medium
An attacker uses a backdoor to . .
[TH- Vulnerable i i ) ) High ) Risk
, leak confidential credentials using Unlikely
11.6] device i Impact
. covert channels on the device
components
“Malicious/ High
[TH VulnlellraEIe An attacker exploits the device Hiah Rigk
) using an unprotected SW/HW g Likely
11.7] device , Impact
N debug interface
components
R The device is installed with an ) High
[TH- Downgrade ) ) , High Almost ,
. older, insecure version to render it ) Risk
13.1] attacks Impact certain

exploitable using known exploits.
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Threat- “Exploiting an The diwce |s. prdaltedI wﬁZa . | t :!gh
1[ - iToweate new but galigigygly altere ||m' bt LikoiRSha | Pislsk
Nu?ﬁ%]er software' version, t.o render it exploitable mpact certain
according to the attacker’'s
wishes.
“Exploiting a High
[TH- device due to Due to lack of documentation, the High Almost Risk
14.1] insecure device is incorrectly configured. Impact certain
configuration *
"Advanced High
[TH- er\;istent Log and Event monitorin High Likel R:Sk
15.1] P . g g Impact y
threats
Threat-
ID Threat Scenario Impact Likelihood Risk
Number
. An attacker edits and replays previously , High
Repla High Almost
[TH-1.1] of dZta)‘/ authenticated data between device and Im gact Certain Risk
Rendezvous Server. (TO1) P
An attacker edits and replays previousl| High
‘Replay ered plays previously High Almost 9
[TH-1.2] R authenticated data between device and , Risk
of data . , Impact Certain
Onboarding service. (TO2)
‘Replay An attacker edits and replays High Almost High
[TH-1.3] of data’ communication between device and Impact Certain Risk
Management Service. (Device in Service)
‘Man The threat of an attacker intercepting and High
[TH-5.1] in-the extracting confidential credentials during Medium Almost Risk
' middle" communication between the device and a Impact Certain
server.
Threat-
ID Threat Scenario Impact Likelihood Risk
Number
An attacker deletes stored High
"Deletion of i i i Medium Almost !g
[TH-4.2] . credentials and configuration ) Risk
data ) o Impact Certain
files needed by FDO application.
Attacker succeeds in extractin High
"Disclosure of . ) d Medium Almost .g
[TH-6.1] . FDO sensitive credentials on the ) Risk
credentials , Impact Certain
device.
‘Unauthorized A malicious application gains Medium
access to the Medium Risk
[TH-7.1] unauthorized access to the FDO Likely
FDO L Impact
L application.
application
“Unauthorized High
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Ftdat] access to the An unauthorized user gains Medium Almost Risk
ID Thesat access to thg EDQigop settings | Jmgact k&AL | Risk
Number application’ to alter security configurations.
“Failure of the AT atacker Sends malciousty Hgh
[TH- FDO crafted messages which cause Medium Almost Risk
10.2] o the FDO application to crash or Impact Certain
application
become unstable.
“Malicious/ High
[TH- Vulnerable Cryptographically flawed key High Likely Risk
11.4] device generation process. Impact
components’
The application accepts a rogue High
“Exchanging PPl P g . .g
[TH- ) server as new owner and Medium ) Risk
data with a i ; Likely
12.1] exchanges confidential Impact

rogue server

credentials with it.

This section focuses on Level 1 (L1) security assurance by mitigating the "High Risk" consumer threats. Higher

levels of security assurance will cover the "Medium and Low Risk” consumer threats.

Threat-
ID Threat Scenario Impact = Likelihood = Risk = Mitigation
Number
An attacker obtains The
control of an manufacturer
"Disclosure ownership and shall ensure
.p High . High
[TH-6] of manufacturing key or Impact Likely Risk a secure
credentials’ a key-issuing key P environment
during Device for
Initialize (DI). production
Manufacturer
shall buy
secure
components
from trusted
suppliers, or
Manufacturer’s PP
component suppliers testand
.p pp. validate
“Malicious/ provide compromised against
SW or HW ) . 9 '
Vulnerable High . High predefined
[TH-11] . components. Likely ) )
device Impact Risk requirements
. Manufacturer uses .
components the security
vulnerable
of each
opensource codes/
L component
libraries. .
provided by
untrusted
suppliers or
each open-
source
component
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Threat-

ID Threat Scenario Impact  Likelihood = Risk Mitigation
Number
Threat-
ID Threat Scenario Impact Likelihood Risk Mitigation
Number
Security
credentials in
An attacker .
persistent

deletes stored

"Deletion of Medium Almost High
[TH-4.1] . credentials and . .g
data ) . Impact Certain Risk
configuration
files.
Attacker
succeeds in
[TH-6.1] "Disclosure of extracting Medium Almost High
' credentials’ sensitive Impact Certain Risk
credentials on
the device.
An
nauthorized
“Unauthorized uus:r aiI;s
access to the 9 Medium Almost High
[TH-7.2] access to the ) )
FDO . . Impact certain Risk
L device settings
application .
to alter security
configurations.
An attacker
gets physical
access to the
"Physical ) Medium Almost High
[TH-8.2] R device and . .
attacks Impact Certain Risk

removes the
storage media
(e.g., SD card).

A lack of
vulnerability
disclosure
policies, default
security
policies, etc.,
causes an
avoidable
device
vulnerability/
wrong
configuration to

19/47

storage shall be
protected using
data signature or
hashing
algorithms

Security
credentials in
persistent
storage shall be
protected using
data encryption
algorithms or
tamper resistant
storage

Access control to
minimize the risk
of authorized
access

Manufacturer
may hide the
removable media
storage inside
the FDO Device
in order to
increase the
security of
authorized
physical storage

Manufacturer
shall ensure a
well-documented
Vulnerability
disclosure
policies and
default security
policies in order
to avoid any non-
documented
vulnerability.



go unnoticed.

Threat-
ID Threat Scenario Impact Likelihood Risk Mitigation
Number “Lack of
erganizational High - High
[TH-9.1] policies and Impact Likely Risk
procedures’
An attacker FDO Device shall
sends handle all inputs
maliciously and outputs in a
crafted secure manner
[TH- ‘Failure. of the mgssages Medium Almost High .such.that an
device which cause . , invalid
10.1] . R Impact Certain Risk .
OS/Firmware the input/output does
OS/Firmware to not lead to a
crash or device
become malfunction/crash
unstable.
An attacker Debugging ports
“Malicious/ exploits the should be
[TH- Vulnerable device using an High Likely High disabled for
11.7] device unprotected Impact Risk devices on
components’ SW/HW debug production (e.g.,
interface JTAG)

The device is FDO Device
installed with an should block any
older, insecure software

[TH- "Downgrade version to High Almost High downgrade
13.1] attacks’ render it Impact certain Risk attempts by
exploitable implementing an
using known anti-rollback
exploits. functionality
Device shall
verify the
authenticity and
integrity of all

The device is software updates

"updated" with before they are
installed. Where
a new but .
maliciously this is not
“Exploiting an practicable, a
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ThiEht-
132]

Number

insecure

Sqiiveue

altered version
'8 LeRdfiat
exploitable

according to the

High

rpact

Almost

LikEMRSbd

High

Rigk

trusted repository
shajiggltibee
updates before
the device

[TH-
14.1]

[TH-
15.1]

Threat-
ID
Number

“Exploiting a
device due to
insecure
configuration

"Advanced
persistent
threats’

Threat

attacker’s
wishes.

Due to lack of
documentation,
the device is
incorrectly
configured.

High
Impact

Log and Event
monitoring.

High
Impact

Scenatrio Impact

Almost
certain

High
Risk

High

Likely Risk

Likelihood Risk

installs them.
FDO Device shall
also conduct
updates via a
secure network
communication

Manufacturer
shall document
all possible
threats and
vulnerabilities.
Based on the
documented risks
and
vulnerabilities,
implement
appropriate
security
measures
specifically
targeted to
mitigate the
vulnerabilities to
an appropriate
level

The device
should be able to
monitor log and
activities on the
device, enforce
an access control
of the monitored
events to only
authorized users.

Mitigation

[TH-1.1]

"Replay
of data’

authenticated data
between device and

An attacker edits
and replays

iousl
previously High

Impact

Rendezvous Server.

(TO1)

21/47

Almost
Certain

High
Risk

FDO Devices
should use nonces
to ensure that
signatures are
created on demand
and not replayed
(e.g., to ensure the
"freshness" of
signatures).



FDO Devices

Threat- An attacker edits
ID Threat agdenRlGyS Impact  Likelihood | Risk Sho%ﬁ&%ﬁ? Rees
; to ensure that
Number . previously . .
e enticated-date High Almost High_signatures are
' of data’ Impact Certain Risk
between device and P created on demand
Onboarding service. and not replayed
(TO2) (e.g., to ensure the
"freshness" of
signatures).
An attacker edits FDO Devices shall
and replays implement
communication functionalities that
[TH-1.3] Replay | petween device and High Almost High ' detect replay and
' of data Management Impact Certain Risk ' integrity violations
Service. (Device in of data-in-motion.
Service)
FDO Devices shall
ensure data
encryption in order
to transmit and
receive data
The threat of an i
. . protecting data
attacker intercepting i
and extractin from unauthorized
X i
"Man in ) . g ) ) disclosure. FDO
confidential Medium Almost High .
[TH-5.1] the . . ) ) Devices shall also
) . credentials during Impact Certain Risk ,
middle L implement a secure
communication I
. communication
between the device
channel between
and a server. "
trusted entities
using the latest
version of secure
communication
protocols.
Threat-
ID Threat Scenario Impact Likelihood Risk Mitigation
Number
Security
An attacker credentials in
deletes stored persistent
[TH-4.2] "Deletion of credentials and Medium Almost High storage shall be
' data’ configuration Impact Certain Risk protected using

files needed by
FDO application.

Attacker

succeeds in

22/47

data signature or
hashing
algorithms.

FDO Devices
should include a
hardware-level
access control
mechanism for
memory, while



"Disclosure of extracting FDO Medium Almost High security
(Mhte&aty o - . ) o
o RS sgoRlve  MmRASt  ukeba RSk cdfRiEkh
Number credentials on persistent
the device storage shall be
protected using
data encryption
algorithms or
tamper-resistant
storage.
FDO Devi
An unauthorized ) evice
. settings shall
. ) user gains )
Unauthorized require
access to the ) . N
access to the Medium Almost High authentication
[TH-7.2] FDO app . .
FDO , Impact certain Risk before any
R settings to alter ) i
application . configuration
security )
i ; item can be
configurations.
altered.
FDO Devices
shall handle all
inputs and
outputs in a
An attacker secure manner
sends such that an
maliciously invalid
“Failure of the crafted input/output does
[TH- , Medium Almost High =~ Puvou®
FDO messages which , ) not lead to a
10.2] . Impact Certain Risk .
application cause the FDO device
application to malfunction/crash
crash or become (e.g., checking
unstable. for acceptable
responses or
output for both
valid and invalid
input).
Third-party SW
and HW
components shall
be reviewed and
validated before
being used on
the device. The
build
“Malicious/ Cryptographically )
) ) environment and
[TH- Vulnerable flawed key High ) High ,
, , Likely ) the toolchain
11.4] device generation Impact Risk
components’ rocess used o create
P P ' SW shall be
under
configuration

The application
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management and
version control
while validating
its integrity
regularly.

FDO application
shall enforce



accepts a rogue

mutual

Threat-
P Exphraging SCUEME"  tmpash | Likelihood  Rigk  UUMiHSANGR
data with a owner and Likely ) with remote
Nymber . Impact Risk o
roqlie server exchanges entities (servers)
confidential before
credentials with establishing a
it. connection with
them.
Device Description
) Basic Details
Name FIDO loT Device Onboard .
Information
Category Application rsete Cryptographic
Usage Device Onboarding & Credentials
Authentication FDO Application
Area of Any Environment I
Communication
Use
Protocols
e SFR: Security Functional Requirement Assumptions security assumption(s)
e SAR: Security Assurance Requirement Security security feature(s)
Features
Threat SFR Security Function:
Threat Asset Vulnerabilit Security Goal
ID ¥ ¥ Ref  Requirement (SFF
FDO The device SHALL
Application enforce data
i Insecure Data encryption to be
[TH- Man-in-the- Ownership Transfer and Secure ,q  abletotransmit&
5.1] middle Credential Storage Communication ' receive user data ir
Device a manner prot.ectec
Credential from unauthorized
disclosure.
The device SHALL
provide a secure
communication
channel between
IP itself and other
Communication trusted entities usin
channel Insecure Data the latest stable
[TH- Man-in-the- Secure .
. Transfer and L 1.2 version of secure
5.1] middle Non-IP Communication o
L Storage communication
Communication
protocols.
channel
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Deprecated/Insecul
older versioned
protocols shall be
disabled to prevent
downgrade attacks.



Device Initialize

Threat Threat Ass Vulnerabilit Security Goal SFR i E%Sﬁ{’}',cﬁu%'&' ioh
ID Profg8elDI); y y Ref  R§ifrement (SFF
communication via
Transfef secure channel for
Ownership exchange of
Protocol 0 sensitive data such
(TOO); as authentication
[TH Man-in-the Transfer Insecure Data Secure credentlals,.
5.1] middle Ownership Transfer and Communication Cryptogfaph'lc ore
' Protocol 1 Storage etc., to provide _
(TO1): assured protection
of the channel data
Transfer from modification o
Ownership disclosure.
Protocol 2
(TO2);
The device SHALL
Insecure revent
[TH- Replay of loT Device Secure P ,
Network L 1.4 unauthorized
1.1] data Platform i Communication )
Services connections on all
service ports.
The device SHALL
IP implement
Communication functionalities that
channel Insecure Data detect replay and
[TH- Replay of Secure . . p Y .
Transfer and L 1.5 integrity violations ¢
1.1] data Non-IP Communication i )
L Storage data-in-motion OR
Communication
shall use protocols
channel .
that achieve the
same goal.
Access to device
functionality via a
Exchanain Insecure network interface ir
[TH- data wi?h : loT Device Network Secure the initialized state
12.1] Platform ) Communication SHOULD only be
rouge server Services .
possible after
authentication on
that interface.
Device functionality
that allows security
relevant changes ir
configuration via a
network interface
SHALL only be
accessible after
authentication. The
Exchanging Insecure exception is for
[TH- . loT Device Secure network service
data with a Network L 1.7
12.1] Platform , Communication protocols that are
rouge server Services
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relied upon by the
device and where
the manufacturer
cannot guarantee



Threat Threat Asset Vulnerabilit Security Goal SFR ggéh?ﬁ?fﬁfﬁ%?%nn
ID y y Ret  MUQRIEHIRILEr
ihe device {0
operate.
Integrity of Sensitiv
[TH- security credentials
4.1] Insecure Data Secure Storage in persistent stora
Deletion of FDO ) 'g P 9
. Transfer and of Confidential 2.1 SHALL be protecte
[TH- data Application , , .
42] Storage Credentials using data signatur
' or hashing
algorithms.
Confidentiality of
Sensitive security
credentials in
loT Device persistent storage
_ Platform Insecure Data Secure Storage SHALL be protecte
[TH- Disclosure of . : .
. Transfer and of Confidential 2.2 using data
6.1] credentials FDO . .
. Storage Credentials encryption
Application .
algorithms or tampe
resistant storage, tc
achieve data
confidentiality.
. The device SHALL
Isolation of Data . L
ensure isolation in
. . and Secure )
[TH- Disclosure of lIoT Device Insecure Data ) the execution of
. , Restricted 3.1 .
6.1] credentials Platform Processing ) trustworthy service
Operating
i from less trusted or
Environment .
untrusted services.
Isolation of Data The device
SHOULD include a
. . and Secure
[TH- Disclosure of loT Device Insecure Data Restricted 3.9 hardware-level
6.1] credentials Platform Processing ) ' access control
Operating )
i mechanism for
Environment
memory.
Devices that suppo
suspension or
hibernation states
Isolation of Data SHALL ensure
and Secure integrity by signin
[TH- Disclosure of loT Device Insecure Data , 9 y. y signing
. ) Restricted 3.3 the required resum
6.1] credentials Platform Processing ) )
Operating state before going
Environment into low power mod
and verifying this
signed state upon
resumption.
The device SHALL
loT Device handle all inputs an
Failure of the Platform Insecure outputs in a secure
[TH- device FDO Ecosystem Secure Data 41 manner such that a
10.1] OS/Firmware Application Interfaces Interfaces invalid input/output
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does not lead to a
device
malfunction/crash.



Threat
ID

Threat

Asset

Vulnerability

Security Goal

SFR
Ref

Security Function
e device SH
equirement

validate all inputs

[TH-
10.1]

[TH-
11.7]

[TH-
11.7]

[TH-
12.1]

[TH-
8.2]

[TH-
14.1]

Failure of the
device
OS/Firmware

Malicious/
Vulnerable
device
components

Malicious/
Vulnerable
device
components

Exchanging
data with a
rouge server

Physical
attacks

Exploiting a
device due to
insecure
configuration

loT Device
Platform

FDO
Application

loT Device
Platform

loT Device
Platform

loT Device
Platform

FDO
Application

loT Device
Platform

loT Device
Platform

FDO
Application

Insecure
Ecosystem
Interfaces

Lack of
Physical
Hardening

Lack of
Physical
Hardening

Insecure
Ecosystem
Interfaces

Lack of
Physical
Hardening

Insecure
Default
Settings
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Secure Data
Interfaces

Secure Data
Interfaces

Secure Data
Interfaces

Secure Data
Interfaces

Secure Data
Interfaces

Secure Data
Interfaces

4.2

4.3

4.4

4.5

4.6

4.7

and outputs before
they are processed
(e.g., checking for
acceptable
responses or outpu
for both valid and
invalid input).

There SHOULD be
no access via debu
interfaces, including
JTAG and any form
of scan chain

Where a debug
interface is
physically
accessible, it SHAL
be disabled in
software. Where
there is a business
need to maintain ar
interface on
production devices,
(for example, JTAC
the device shall onl
communicate with
authorized and
authenticated
entities on the
production devices.

In the initialized
state, the network
interfaces of the
device SHALL
minimize the
unauthenticated
disclosure of
security-relevant
information.

Device hardware
SHOULD not
unnecessarily
expose physical
interfaces to attack.

All physical, networ
and logical
interfaces not
required for the
device’s initial setuj
SHALL be
disabled/inactive by
default.



Threat SFR %u i ction
Threat Asset Vulnerability Security Goal SB“"FM
ID N Ref  Raquiemank(SFF
Exploiting a
. ) Insecure used or required fol
[TH- device due to loT Device Strong default ,
) Default ) 5.1 the intended use or
14.1] insecure Platform , security ,
confiquration Settings operation of the
9 device SHALL be
enabled.
The device SHALL
Exoloiting a loT Device display adequate
xploiti
plofting Platform Insecure failure and error
[TH- device due to Strong default .
: Default ) 5.2 messages/ generic
14.1] insecure FDO , security
) . - Settings error codes to
configuration Application )
prevent leaking
device information.
Secure SW
Malicious/ loT Device Use of development
alicious,
ciou Platform processes SHALL
[TH- Vulnerable Insecure or Secure Supply 6.1 be implemented for
11] device FDO Outdated Chain ' P
. software
components Application Components
components preser
in the device.
Third-party SW anc
Malicious/ Use of HW components
[TH- Vulnerable lIoT Device Insecure or Secure Supply 6.2 SHALL be reviewec
11] device Platform Outdated Chain ' and validated befor
components Components being used on the
device.
loT Device The device’s
Platform Use of development
[TH-6] Disclosure of Insecure or Secure Supply 6.3 environment SHALI
credentials FDO Outdated Chain ' be separate from tr
Application Components business/ productic
environment.
The build
environment and th
toolchain used to
Malicious/ loT Device Use of create software
alicious
u Platform SHALL be under
[TH- Vulnerable Insecure or Secure Supply 6.4 confiquration
11] device FDO Outdated Chain ' g
. management and
components Application Components .
version control, anc
its integrity SHALL
be validated
regularly.
The key insertion
. . Insecure SHALL take place
Disclosure of loT Device . Secure Supply .
[TH-6] . Manufacturing i 6.5 securely such that i
credentials Platform Chain
Process protects the keys
against copying.
The device SHALL
support a secure
Exploiting an Insecure boot flow to ensure
[TH- ploting loT Device
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Thgh oo PO et Sobware oty ek SR ¥lEiEhon
D sbhuRet Satagdity Y Ret | HRIY(AARAPRSFF
executed on the
device
Software Images
Exploiting an Insecure SHALL be
[TH- XPofing loT Device y | |
insecure Default Software Integrity 7.2 cryptographically
13.2] Platform , o
software Settings verified before eact
use.
If a component
[TH- Exploiting an loT Device Insecure comprises multiple
13.2] insecure Platform Default Software Integrity 7.3 sub-images, each
' software Settings image SHOULD be
verified separately
The device SHALL
provide a means of
Exploiting an Lack of notification to alert
[TH- Pofing loT Device _ , o
insecure Device Software Integrity 7.4 the administrator
13.2] Platform
software Management whenever a SW or
HW component fail
verification.
The device SHALL
Lack of implement anti-
[TH- Downgrade loT Device Secure rollback functionalit
Secure Update 8.1 .
13.1] attacks Platform Update for all version-
Mechanism updateable
components.
The device SHALL
verify the
authenticity and
integrity of all
» Lack of software updates
Exploiting an ,
[TH- insecure loT Device Secure Secure Undate 8.2 before they are
13.2] Platform Update P ' installed. Where thi
software . . .
Mechanism is not practicable, a
trusted repository
shall verify these
updates before the
device installs therr
The device SHALL
N loT Device Lack of conduct updates vi
[TH- Ex.plomng an Platform Secure a secure network
13.2] Insecure . Update Secure Update 8.3 connection from an
software Operational ) )
. Mechanism authorized
Environment )
repository.
Device updates
SHALL not modify
- Lack of user-configured
Exploiting an )
[TH- . loT Device Secure preferences,
insecure Secure Update 8.4 ,
13.2] software Platform Update security, and/or
Mechanism privacy settings
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without user
notification.



Threat - SFR i ion
Expltidag a Asset Vulnerability Security Goal Ref $ﬁ8WéWcEl§]QREE
ID device due to e e e Ssagiremen (SEF
[TH- insecure lIoT Device Device Strong Device 9.1 tamper-resistant
14.1] configuration Platform Identification ' device identifier.
Management
&
management
Exoloiting a Secure The manufacturer
xploiti
plofting , Lack of , SHOULD provide
[TH- device due to loT Device ) Installation, , .
: Device ) 11.1 users with guidance
14.1] insecure Platform Maintenance and
. . Management L on how to securely
configuration Decommissioning ) ,
set up their device.
Guidance SHALL
N loT Device includ.e all possible
ExPIomng a Platform Lack of Secur.e security measures
[TH- device due to Device Installation, 112 related to the
14.1] insecure Operational Management Maintenance and ' operational
configuration Environment g Decommissioning environment where
the device is being
used.
Guidance SHALL
- describe the basic
Exploiting a Secure .
) . Lack of . requirements
[TH- device due to loT Device . Installation,
: Device . 11.3 needed for the
14.1] insecure Platform Maintenance and
. . Management L successful
configuration Decommissioning , }
installation of the
device
The supplier or
manufacturer of an'
devices and/or
- loT Device servi.ces. SHALL.
Explomng a Platform Lack of Secur.e provide information
[TH- device due to Device Installation, 114 about how the
14.1] insecure Confidential Management Maintenance and ' device removal
configuration Credentials g Decommissioning and/or disposal is tt
be carried out to
maintain the end
user’s privacy and
security.
Policy for secure
decommissioning
Exploiti Secure and
'_DOI ng a ) Lack of , L
[TH- device due to loT Device Device Installation, 115 recommissioning of
14.1] insecure Platform Maintenance and ' devices SHALL be
) i Management .
configuration Decommissioning documented and
followed by all
concerned parties.
A decommissioned
device SHALL mak
Exoloii loT Device Secure secrets and
xploiting a u
P g Platform Lack of , identities
[TH- device due to . Installation,
, ' . Device . 11.6 permanently
14.1] insecure Confidential Maintenance and ) .
. . . Management o inaccessible,
configuration Credentials Decommissioning
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denying attestation



AL AE7 RN

Threat SFR
Threat Asset Vulnerabilit Security Goal
ID y y Ref PRI EHnt (SFF
lIoT Device A device that is
Platform returned from
Exploiting a . ) Lack of Secure decommissioned
[TH- device due to Conﬁder.mal Device Installation, 117 state SHALL
14.1] insecure Credentials Maintenance and ' become
. . Management L C
configuration FDO Decommissioning indistinguishable
Application from a new device.
The device SHALL
be able to generate
loT Device Secure Event a log of at least the
u v
Advanced Platform Lack of o following auditable
[TH- ) ) Monitoring and
persistent Device 121 events: user
15.1] FDO Anomaly o
threats L Management ) authentication, and
Application Detection )
security
configuration
changes.
The device SHALL
Secure Event enforce an access
Advanced ) Lack of o
[TH- i lIoT Device . Monitoring and control of the log
persistent Device 12.2 .
15.1] Platform Anomaly files to only
threats Management ) .
Detection authenticated and
authorized users.
Device usage and
Secure Event g
Advanced ) Lack of o measurement data,
[TH- ) Operational . Monitoring and )
persistent . Device 12.3 SHALL be examine
15.1] Environment Anomaly )
threats Management ) for security
Detection .
anomalies.
When a defined
number of
unsuccessful
Malicious/ Weak authentication
[TH- Vulnerable loT Device Guessable, or Credential attempts has been
11.12] device Platform Hardcoded Guessing 13.1 met or surpassed,
components Passwords Resilience the application
SHALL implement :
timeout throttle for
the authentication
functionality.
The application
SHALL
exponentiall
Malicious/ Weak Credential inc'::'ease retry
[TH- Vulnerable loT Device Guessable, or o 32 | st delays .
11.12] device Platform Hardcoded N g ' P y
Resilience event of multiple
components Passwords
unsuccessful
authentication
timeouts.
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Password entry
SHALL follow the



Malicious/ i Weak Credential n .
THrdat loT Device $5R ggcgﬁw Function
ili S jtyi@pal - i
1482] viiheegble phsseh, ubaerahility eGUBLiFP Ref ﬁgam%%\gﬁp?gﬁ
device Hardcoded Resilience See FDO Allowed
components Passwords Cryptography List c
the secure passwol
policy-
Where the device
interface uses a PlII
or password login fi
Malicious/ Weak . access control, the
i Credential i
[TH- Vulnerable loT Device Guessable, or Guessin 13.4 initial password or
11.12] device Platform Hardcoded Resilienci ' factory reset
components Passwords password SHALL b
unique to each
device in the produ
family.
The confidentiality «
personal data
transiting between :
device and a
- service, especially
Insufficient
[TH- Regulatory FDO Privac Secure Handling 141 associated services
16.1] Sanctions Application .y of Personal Data ' SHOULD be
Protection .
protected, with best
practice
cryptography. Refe
to EDO Allowed
Cryptography List
The application
FDO SHALL enforce
Application mutual
Exchanging Lack of Strong authentication with
[TH- . Operational . o o
12.1] data with a i Device Application 15.1 remote entities
' rouge server Environment Management Authentication (servers) before
establishing a
connection with
them.
The application
Unauthorized SHALL require
Lack of Strong . q.
[TH- access to the FDO ) L authentication
L Device Application 15.2
7.1] FDO Application L before any
L Management Authentication ) o
application configuration item
can be altered.
The device settings
Unauthorized SHALL require
) Lack of Strong . q.
[TH- access to the Device ) L authentication
. . Device Application 15.2
7.2] FDO Configuration L before any
L Management Authentication ) .
application configuration item
can be altered.
The application
Unauthorized SHALL require
Lack of Strong . q.
[TH- access to the FDO ) L authentication
L Device Application 15.3
7.2] FDO Application L before any
. Management Authentication ) .
application configuration item
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Security Goal Assets

The vendor SHALL document an explicit device
boundary. The device boundary SHALL include any
component that performs or software that implements
functionality used to fulfill the FDO Device Onboarding
Requirement.

NOTE: The Vendor SHOULD provide a clear
description of the HW, supported OS versions that
0.1 the evaluation is covering. (Name of the Device,
Hardware Type and Version, Underlying Software
Platform/OS). In addition, the vendor MUST provide
a high-level physical and logical representation of
the device security boundary. The documentation
provided by the vendor SHOULD cover software
attack protection and, if required, hardware attack
protection.

The vendor SHALL document all FDO relevant security
and cryptographic functions implemented within the
0.2 onboarding device, both those on the § 11 FDO Allowed
Cryptography List {#FDO_Allowed_Cryptography_List
and those not on the list.

The vendor SHALL document where device onboarding
user private keys are stored and explain how these
private keys are related to those used by the Device.
Memory isolation is therefore important to prevent
leakage of keys across applications, containers, or
virtual machines. Private keys SHALL never be stored
in plaintext. Private keys SHALL only be stored on
encrypted disks or databases, or in hardware security-
based storages such as TEE, SE, HSM, or TPM. If the
private key is stored in a file or database, its encryption
SHOULD be anchored in a hardware-based root of
trust, such as a trusted platform module (TPM) or crypto
tokens, to prevent theft of keys not in use. Applications
performing the signing operations SHOULD only run on
dedicated systems that are not being used for general
computing to reduce the risk of side-channel attacks to
obtain the keys. The system on which the private key is
stored SHOULD be physically protected from theft.

0.3

The vendor SHALL document all Device Security
Parameters (DSPs). Data parameters used by or stored
within the onboarding device which are FDO Relevant
are called “Device Security Parameter.”" These SHALL,
at minimum, include all FDO user verification reference
data, GUID, Intel EPID Signing Key, Intel EPID Group

ID, Ownership Voucher extension (OVE) key pair,

private key, ownership credential (containing GUID,
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Ref HMAG seggé&_qpng&rtﬁf%gﬁgﬁ?EhtM%réufacturing Security Goal Assets
Credentials, Ownership Voucher, signature or
registration operation counters, and FDO Relevant
cryptographic keys.
For each Device Security Parameter, the vendor SHALL n/a
document the protections that are implemented for this
parameter in order to support the FDO Device
Onboarding Security Goals or FDO Device Onboard
Security Requirements, the location where this
parameter is stored, how the parameter is protected in Device
each storage location, how and when the parameter is Onboarding
0.5 input or output from the Device, in what form the Definition and
parameter is input or output, and when (if ever) the
) . i Key Management
parameter is destroyed. Those Device Security
Parameters whose confidentiality MUST be protected in
order to support the FDO Device Onboard Security
Goals or FDO Device Onboard Security Requirements
SHALL be documented as “Secret Device Onboard
Security Parameters”;
. . Transfer
The device SHALL enforce data encryption to be able )
1.1 to transmit and receive user data in a manner protected Secu.re . Ownership
from unauthorized disclosure. Communication Protocol 2
(TO2);
The device SHALL provide a secure communication Transfer
channel between itself and other trusted entities using Ownership
the latest stable version of secure communication Secure Protocol 2
1.2 protocols. Deprecated/Insecure older versioned Communication (TO2);
protocols shall be disabled to prevent downgrade
attacks.
The device SHALL initiate communication via a secure Transfer
channel, for exchange of sensitive data like Secure Ownership
1.3 authentication credentials, cryptographic keys, etc., to Communication Protocol 2
provide assured protection of the channel data from (TO2);
modification or disclosure.
Device Initialize
Protocol (DI)
Transfer
Ownership
Protocol 0
(TOO0)
The device SHOULD use a transport protocol providing
131 secure communication, where resources allow. If this Secure Transfer
requirement is not met, this MUST be reported in the Communication Ownership
user guidance. Protocol 1
(TO1)
Transfer
Ownership
Protocol 2
(TO2);
14 The device SHALL prevent unauthorized connections Secure loT Device
on all service ports. Communication Platform
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Ref Security Requirement Catalog Security Goal Assets
Communication
The device SHALL implement functionalities that detect Secure channel
1.5 replay and integrity violations of data-in-motion OR shall .
. Communication Non-IP
use protocols that achieve the same goal. L
Communication
channel
Access to device functionality via a network interface in Secure loT Device
1.6 the initialized state SHOULD only be possible after L Platform
- . Communication
authentication on that interface.

Device functionality that allows security-relevant loT Device
changes in configuration via a network interface SHALL Platform
only be accessible after authentication. The exception is Secure

1.7 for network service protocols that are relied upon by the -
. Communication
device and where the manufacturer cannot guarantee
what configuration will be required for the device to
operate.

Integrity of Sensitive security credentials in persistent Secure storage FDO

2.1 storage SHALL be protected using data signature or of Confidential Application
hashing algorithms. credentials

Confidentiality of Sensitive security credentials in loT Device

persistent storage SHALL be protected using algorithms Secure storage Platform
2.2 from the § 11 FDO Allowed Cryptography List of Confidential FDO
{#FDO_Allowed_Cryptography_List} or tamper resistant credentials Application
storage, to achieve data confidentiality PP
Isolation of Data loT Device
The device SHOULD ensure isolation in the execution and Secure Platform
3.1 of trust worthy service from less trusted or untrusted Restricted
services, where applicable. Operating
Environment
Isolation of Data loT Device
and Secure Platform
3.2 The device SHOULD include a hardware-level access Restricted
’ control mechanism for memory, where applicable. ,
Operating
Environment
, , . . Isolation of Data loT Device
Devices that support suspension or hibernation states
. . I ) and Secure Platform
3.3 SHALL ensure integrity by signing the required resume Restricted
' state before going into low power mode and verifying Operatin
this signed state upon resumption. p 9
Environment
loT Device
The device SHALL handle all inputs and outputs in a Platform
41 secure manner such that an invalid input/output does Secure Data
' not lead to a device malfunction, crash or violation of Interfaces FDO
the security goals. Application
. . . loT Device
The device SHALL validate all inputs and outputs Platform
40 before they are processed (e.g., checking for Secure Data
' acceptable responses or output for both valid and Interfaces FDO
invalid input). Application
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including JTAG and any form of scan chain. Interfaces Pratiorm
Where a debug interface is physically accessible, it lIoT Device
SHALL be disabled in software. Where there is a Platform
44 business need to maintain an interface on production Secure Data
devices, (for example, JTAG) the device shall only Interfaces
communicate with authorized and authenticated entities
on the production devices.
loT Device
In the initialized state, the network interfaces of the Platform
. L . . Secure Data
45 device SHALL minimize the unauthenticated disclosure
of security-relevant information. Interfaces FDO, .
Application
46 Device hardware SHOULD not unnecessarily expose Secure Data loT Device
physical interfaces to attack. Interfaces Platform
loT Device
All physical, network, and logical interfaces not required Secure Data Platform
4.7 for the device’s initial setup SHALL be disabled/inactive Interfaces FDO
by default. Application
Only software services that are used or required for the loT Device
5.1 intended use or operation of the device SHALL be Strong default Platform
enabled. More specifically, services only needed for security
onboarding are disabled after onboarding completes.
loT Device
The device SHALL display adequate failure and error Platform
. ) Strong default
5.2 messages/ generic error codes to prevent leaking security FDO
device information if a display is available. L
Application
Secure SW development processes SHALL be IoT Device
implemented for software components present in the Platform
6.1 device, following best security practices (e.g., Secure Secure Supply DO
Software Development Framework (SSDF) Version 1.1: Chain -
Recommendations for Mitigating the Risk of Software Application
Vulnerabilities).
Third party SW and HW components SHALL be listed, loT Device
k ) . Secure Supply
6.2 reviewed, and validated before being used on the Chain Platform
device.
loT Device
Platform
6.3 The device’s development environment SHALL be Secure Supply
separate from the business/ production environment. Chain FDO
Application
loT Device
The build environment and the toolchain used to create Platform
6.4 software SHALL be under configuration management Secure Supply
and version control, and its integrity SHALL be validated Chain FDO
regularly. Application
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securely such that it protects the keys against copying. Chain Platform
The device SHOULD support a secure boot flow to IoT Device
ensure only authorized software can be executed on i Platform
71 . . . . , Software Integrity
the device. If this requirement is not met, this MUST be
reported in the user guidance.
Software Images SHOULD be cryptographically verified loT Device
7.2 before each use. If this requirement is not met, this Software Integrity Platform
MUST be reported in the user guidance.
73 If a component comprises mult.iple sub-images, each Software Integrity IoT Device
image SHOULD be verified separately Platform
The device SHALL provide a means of notification to loT Device
7.4 alert the administrator, during or after onboarding, Software Integrity Platform
whenever a SW or HW component fails verification.
The device SHALL implement anti-rollback functionality loT Device
for all version-updateable components. Platform
NOTE: Anti-rollback is designed to prevent
attacks such as reflashing a device with an older,
more vulnerable image, in order to exploit its known
vulnerabilities or to roll back some device settings to
8.1 i , , Secure Update
factory settings. This can be done by making sure
earlier versions of the firmware cannot be loaded by
malicious users. Similarly, it can be used to protect
FDO Security Parameters from being reverted.
Rollback is possible for recovery purposes but only if
authorized.
The device SHALL verify the authenticity and integrity loT Device
of all software updates before they are installed. Where Platform
this is not practicable, a device-authenticated, trusted
8.2 repository shall verify these updates before the device Secure Update
installs them. In case of inline updates via service info,
the FDO Owner must verify the updates before the
device installs them.
loT Device
If the device cannot verify the authenticity and integrity Platform
8.3 of a.ny software updates before thgy are installed, the Secure Update .
device SHALL conduct updates via a secure network Operational

connection from an authorized repository.

Device updates SHALL NOT modify preferences,
8.4 security, and/or privacy settings that are user-
configured without user notification.

The device SHALL contain a unique device identifier
9.1 (FDO GUID). This device identifier SHOULD be tamper-
resistant.

The device SHALL be capable of continuous minimal
operation in adverse situations (e.g., loss of network
access) and recover cleanly when the network signal is
regained.

10.1
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Ref

11.1

11.2

11.5

121

12.2

Security Requirement Catalog

on how to set up their device securely, according to the
threat model of this certification.

Guidance SHALL include all applicable security
measures related to the operational environment where
the device is being used.

Guidance SHALL describe the basic requirements
needed for the successful installation of the device.

The supplier or manufacturer of any devices and/or
services SHALL provide information about how the
device removal and/or disposal is to be carried out to
maintain the end user’s privacy and security.

Policy for secure decommissioning and factory reset of
devices SHALL be documented and delivered to all
concerned parties.

NOTE: For the definition of decommissioning,
refer to section 3.2.6 in Security Evaluation

Standard for loT Platforms (SESIP) v1.1
GP_FST_070

A decommissioned device SHOULD make secrets and
identities permanently inaccessible, denying attestation
and access to any bound data. If this requirement is not
met, this MUST be reported in the user guidance. FDO
credentials are excluded from this requirement.

A device that is factory reset SHALL become
indistinguishable from the original device with exception
of the firmware version and the FDO Credentials.

The device SHALL be able to generate a log of at least
the following auditable events: user authentication and
security configuration changes.

The device SHALL enforce an access control of the log
files to only authenticated and authorized users.
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Ref The VendoS8tidtity (Revjdiresmrgu@itabeghow Device

security anomalies.

If the device authenticates users, when a defined
number of unsuccessful user authentication attempts
13.1 has been met or surpassed, the application SHALL
implement a timeout throttle for the authentication
functionality.

If the device authenticates users, the application
SHALL exponentially increase retry attempt delays in
the event of multiple unsuccessful user authentication

timeouts.

13.2

Password entry SHALL follow best security practices
(e.g., ANSSI recommendations in section 4 of
https://www.ssi.gouv.fr/uploads/2021/10/anssi-guide-
authentification_multifacteur_et_mots_de_passe.pdf).

13.3

Where the device interface uses a PIN or password
login for access control, the initial password or factory
reset password SHALL be unique to each device in the
product family.

13.4

The confidentiality of personal data transiting between a
device and a service, especially associated services,
14.1 SHALL be protected, with best practice cryptography.

Refer to § 11 FDO Allowed Cryptography List
{#FDO_Allowed_Cryptography_List}

The application SHALL enforce mutual authentication
15.1 with remote entities (servers) before establishing a
connection with them.

The device settings SHALL require authentication

15.2
before any configuration item can be altered.

The application SHALL require authentication before

15.3
any configuration item can be altered.

All FDO keys (base and derived cryptographic key
material) SHALL only be used for FDO operations. In
16.1 other words, these keys SHALL NOT be used for any
purpose but what is required to execute the TO1 and
TO2 protocol exchanges.

Ownership transfer SHALL occur only once during the
device lifecycle. If the device is re-commissioned
(factory reset) then ownership transfer can occur again.

This is not meant to exclude a device from using FDO
multiple times in order to accomplish onboarding
multiple hardware or software components within a
single device with multiple components (e.g.,
onboarding multiple virtual machines running within the
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Ref device or as%%‘{}?ﬁywﬁ@é?}#%%%R?E‘.’é’ﬁ%i%gbased sub- Security Goal Assets
devices)
FDO Attestation SHOULD contain only the information loT Device
specified in the specification for the payload. Each Platform
COSE header SHOULD contain the minimum number
of fields needed to perform a signing operation, with
other fields MUST be justified for privacy for a given
application. Each COSE body SHOULD NOT contain
OVEExtralnfo fields. Extra fields MUST be justified for
privacy for a given application Each COSE body
PublicKey SHOULD NOT use X5CHAIN and SHOULD
16.3 NOT contain additional certificates. Any deviations Privacy
MUST be justified for privacy for a given application.
NOTE: Although this spec states OVEExtra and
X5CHAIN SHOULD NOT be used, these features
have been added so they can be used with
justification. Any use of these options will be
evaluated for privacy by the FIDO Certification
Secretariat.
The Ownership Voucher SHALL contain the minimum loT Device
16.4 amount of information necessary to validate each entity Privacy Platform
in the supply chain.
The following is a classification of security parameters that are stored in the FDO Device.
o Externally provisioned credentials
e FDO Protocol parameters
e TLS parameters and TLS connection parameters, if TLS is in use
The following table describes parameters in each category:
Category Name ltem Preserve Description
Keypair may be ECDSA or EPID.
Public key and/or Device
Externally Private Key certificate may be stored on the
Provisioned Device Key From Device CAl* device but is not used for FDO.
Credentials Keypair
yp Certificate is stored in Ownership
Voucher.
FDO Boolean examined on device boot
Protocol DCActive (bool) Switch to Enable Al to determine if FDO should be run
FDO on Boot or if the device should be booted
Parameters
normally.
FDO DCProtVert . Velrsion of the FDO protocol t.o
Protocol (uint16) Protocol Version Al which FDO parameters pertain.
Parameters
HMAGC secret for HMAC secret for the HMAC in the
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Protoco (bstr) Ownership protected by HMAC (See spec:
Parameters Voucher OVHeaderHMac). The device
stores the key to this HMAC.
String that describes the kind of
FD i f i
© DCDevicelnfo Device Info deYICG, often usec.j to d.etell'mlne
Protocol (tstr) Strin Al which capsule of initialization data
Parameters g is appropriate. Format is up to the
device manufacturer.
FDO Device identifier for onboarding,
DCGuid (bstr ) allocated at random by device
Protocol i Device GUID Al
.size 16) manufacturer. Reset by Owner
Parameters .
during TO2.
FDO DCRVInfo Structured instructions for finding
Protocol (formatted Rendezvousinfo Al a rendezvous server.
Parameters CBOR array)
Hash of the manufacturer’s public
FDO key, OVPubKey in the Ownership
DCPubKeyHash Hash of Mfg Voucher. This value anchors the
Protocol ) , Al . .
(cbor: [int,bstr]) Public Key base of the Ownership Voucher in
Parameters . .
the device, allowing the
Ownership Voucher to be verified.
Nonces used during the FDO
FDO rotocol, stored during protocol
Nonce (bstr P . ) 9P
Protocol size 16) Nonces Al execution. 5 different nonces are
Parameters ' used across the FDO protocols.
See spec, section 3.3.7.
FDO Key exchange method selected b
Selected Key . y. -g y
Protocol ; kexSuiteName Al Device during TO2 protocol.
Exchange suite
Parameters
FDO Cipher suite mechanism selected
Selected Cipher ) , P . .
Protocol Suite cipherSuiteName Al by Device during TO2 protocol.
Parameters
Identification of the TO2 server for
purposes of FDO or TLS+FDO,
Rendezvous .
FDO ) ) derived from a Rendezvous
information Rendezvous
Protocol ) A Server as result of TO1 protocol.
derived from Blob
Parameters 701 protocol Used as the target for FDO or
P TLS+FDO connection in the TO2
protocol.
List of server certificates trusted
TLS Trusted .
TLS TLS trust Certificate Al for TLS, usually CA certificates.
parameters anchor Used to determine trust in the
Database
remote TLS server
Client private key, if used with
TLS TLS Client TLS. FDO is silent on whether a
TLS Client Key - Cl CAl , 198! Wnemer:
parameters Private Key client certificate authentication is
used with TLS.
Client certificate, which matches
client private key, if used with TLS.
TLS TLS Client TLS Client ent private ey, I used wi
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certificate authentication is used

with TLS.
TLS Selected ciphersuite during TLS
) ) ) TLS Ciphersuite . P g
Connection TLS Ciphersuite Code Al connection.
Parameters
TLS Selected Ke Selected key exchange
i Key Exchange y . d . ¢
Connection . Exchange Al mechanism during TLS
Mechanism . .
Parameters Mechanisms connection.

(*) CAIl - Requirement for: C - Confidentiality; A - Availability; | - Integrity.

o FIDO Device Onboard Specification: https://fidoalliance.org/specs/FDO/fido-device-onboard-v1.0-ps-
20210323/fido-device-onboard-v1.0-ps-20210323.htmI#0OV

e FIDO Security Reference: hitps://fidoalliance.org/specs/fido-v2.0-id-20180227/fido-security-ref-v2.0-id-
20180227 .html#dfn-sa-1

o ARM PSA Platform Security Architecture Model:
https://armkeil.blob.core.windows.net/developer/Files/pdf/PlatformSecurity Architecture/Architect/ DEN0079_P
SA_SM_ALPHA-03_RCO01.pdf

e ETSIEN 303 645:
https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101p.pdf

o EUROSMART loT SCS: https://www.eurosmart.com/eurosmart-iot-certification-scheme/
e OWASRP loT Vulnerabilities: https://owasp.org/www-pdf-archive/OWASP-loT-Top-10-2018-final.pdf

e GlobalPlatform Security Evaluation Standard for loT Platforms (SESIP): https://globalplatform.org/specs-
library/security-evaluation-standard-for-iot-platforms-sesip-v1-0-gp_fst_070/

If a vendor wants to add a cryptographic security function to the Allowed Cryptography list, then the vendor / lab
shall provide a written argument that:

o Additional candidates for algorithms shall at least support a security strength of 112 bits,

e ltils not a proprietary solution,

o |t fulfills the required security attributes (e.g., if the use requires confidentiality and data authentication, the
primitive provides this),

e It as a security strength that can be readily characterized,

e ltis accepted or recommended by at least one major international standardization group (e.g.ISO, IETF), or
one national or European organizations (e.g., NIST [SP800-131Ar2], ANSI, SOGIS [SOGISCrypto]) and

¢ It has undergone extensive public review.

NOTE: The vendor is responsible for any extension of the COSE and EAT protocols to support a new
cryptographic security function.

The stated security level identifies the expected number of computations that a storage-constrained attacker
(who has access to more than 2780 bytes of storage) shall expend in order to compromise the security of the
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cryptographic security function, under the currently best-known attack that can be conducted under this storage
constraint. This has been extracted from the currently best-known relevant attacks against each cryptographic
primitive, and is expected to shift over time as attacks improve.

At the time of this document’s is publication, there are not yet any standardized (NIST Project or ISO/IEC JTC
1/SC 27/WG 2 SD8 on Post-Quantum Cryptography) quantum-safe cryptographic algorithms for asymmetric
algorithms (e.g., signature, key protection based on RSA, and anonymous attestation). It is also not yet clear if
the key size SHOULD (or SHOULD NOT) be increased for symmetric algorithms.

If the security level stated is n (where the security level is here defined with a classical computing power, and
does not take into account quantum cryptanalysis), then the “expected number of computations’ is less than the
expected number of computations required to guess an “(n+1)-bit random binary string’, and "not less than the
number of computations required’ to guess an 'n’ bit random binary string (i.e., on average, the number of
computations required is less than "2"n" computations and greater than or equal to "2*(n-1)" computations.)

11.2.1. Post-Quantum Cryptography

Requirements or rules other than those specified in this list of cryptographic algorithms may apply. Please refer
to FDO specifications [FDO-Specification] for additional information and requirements.

Quantum computers are expected to solve problems faster than conventional computing can do. To what extent
quantum computers will shorten the time needed to solve some difficult mathematical problems is a matter of
controversy. In theory, a large scale, stable, and fault-tolerant quantum computer leveraging Shor’s algorithm
could break asymmetric cryptography based on either RSA or Elliptic Curve technology. This means that the
factorization of large composite numbers (on which RSA security is based) or the computation of discrete
logarithms (on which DSA and ECDSA are based) would become feasible with the use of a quantum computer
regardless of the sizes of the keys.

When such mature quantum computers will be available for cryptanalysis purposes is another unknown. Yet
because of the serious consequences of this threat becoming a reality, the NIST has decided to start developing
standards for asymmetric quantum safe cryptography (https://csrc.nist.gov/projects/post-quantum-cryptography).
A call for contributions has started the process for the selection of quantum safe algorithms eligible for
standardization back in 2016. Discussions on standardization of quantum safe cryptographic primitives are also
ongoing at ETSI CYBER and ISO/IEC JTC 1/SC 27. Stateful hash-based signatures are the first family of
quantum safe cryptographic mechanisms standardized (NIST SP 800-208 and ISO 14888-4).

NIST has recently published the list of selected post-quantum algorithms for asymmetric cryptography after the
conclusion of the Round 3 of the screening process (https://csrc.nist.gov/projects/post-
quantumcryptography/round-3-submissions). This list includes 3 finalist (Crystals-Dilithium, Falcon, Rainbow)
and 3 alternate (GeMSS, Picnic, Sphincs+) candidates for a signature algorithm, and 4 finalist (Kyber, NTRU,
SABER, Classic McEliece) and 5 alternate (Bike, FrodoKEM, HQC, NTRUprime, SIKE) candidates for a Key
Encryption Mechanism/Encryption algorithm. NIST expects to select at most one candidate between Kyber,
NTRU and Saber for KEM, and one between Dilithium and Falcon (all based on structured lattices). The final
standard will be released as draft for public comment in 2022-2023, and finalized by 2024.

NIST has not planned to standardize key agreement mechanisms to replace DH/ECDH. NIST explained the
rationale in its FAQ: “NIST believes that in its most widely used applications, such as those requiring forward
secrecy, Diffie-Hellman can be replaced by any secure KEM with an efficient key generation algorithm.” Another
solution is to use a hybrid approach, mixing a “classical” algorithm with a quantum-safe one. In this case, keys
derived by a hybrid key establishment scheme remain secure if at least one of the underlying schemes is secure.
NIST plans to incorporate a hybrid key establishment construction in a future revision of NIST SP 800- 56C.

Dealing with symmetric cryptography, a conservative approach regarding post-quantum symmetric cryptography
is to double the key size (i.e., migrating from AES-128 to AES-256) and increase the digest size (i.e., migrating
from SHA-256 to SHA-384). But Grover’s algorithm (which could theoretically be used to weaken the security of
block ciphers and hash functions) will provide little or no advantage for attacking symmetric cryptography or hash
functions. Consequently, AES-128, AES-192 and SHA-256 are still recommended in this version of the
document.
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11.2.2. Confidentiality Algorithms

When using a symmetric algorithm with a particular mode of operation (e.g., counter mode) or in a combination
(e.g., data authentication algorithm as the combination of a MAC and a hash), the resulting security strength is
the lowest security strength of the underlying primitives.

NOTE: Provide confidentiality, up to the stated security level.

Algorithm Specified in Security Level (bits)
AES-128 FIPS197], [ISOIEC-18033-3 128
AES-192 FIPS197], [ISOIEC-18033-3 192
AES-256 FIPS197], [ISOIEC-18033-3 256

11.2.3. Hashing Algorithms

NOTE: Provide pre-image resistance, second pre-image resistance, and collision resistance.

Algorithm Specified in Security Level (bits)
SHA-256 FIPS180-4], [ISOIEC-10118-3 128
SHA-384 FIPS180-4], [ISOIEC-10118-3 192
SHA-512 FIPS180-4], [ISOIEC-10118-3 256

11.2.4. Data Authentication Algorithms

NOTE: Provide data authentication. It is not uncommon to truncate the result of a MAC, but to be resistant,
the final length should be at least 96 bits (see SOGIS Note 14-MACTruncation96 in SOGISCrypto). The
security level cannot exceed the final length.

Specified
Algorithm P in Security Level (bits)
HMAC using an Minimum of the length of the output of the hash used[1], one-half
allowed hashing FIPS198-1 of the number of bits in the hash state[2], or the number of bits in
algorithm the HMAC key.
HMAC-SHA256 RFC4868 256
HMAC-SHA384 RFC4868 384
HMAC-SHA512 RFC4868 512

NOTE: [1]Both due to the obvious guessing attack, and covers the case where the supplied key is hashed
for the HMAC. [2]Based on a birthday attack; a collision of the final state can lead to an existential forgery of
longer messages with the same prefix.

11.2.5. Key Protection Algorithms

NOTE: Provide confidentiality and data authentication.
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Algorithm Specified in Security Level (bits)

Depends on the
parameter size:
according to NIST,
112 bits for RSA

RFC3447]. Key generation must be according to
RSAOAEP FIPS186-4](https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-

4.pdf). 2048 and 128 bits for
RSA 3072
CBC
SP800-38A
Mode

11.2.6. Agreement Algorithms

Allowing two or more parties to generate a shared secret. It is generally followed by a key derivation function
(KDF), as described in the next section, to generate one or several keys from the shared secret.

Security Level

Algorithm Specified in
9 P (bits)
Diffie-Hell DH) with 2048-bi =112
fie-Hellmann (DH) with 2048-bit [SP800-56Ar3], [ISOIEC-11770-3] >
key
ECDH on P-256 SP800-56Ar3], NIST P-256, ISO/IEC 128
© 13157-2
EGDH on P-384 [SP800-56Ar3], [FIPS186-4], ISO/IEC 192
13157-2
11.2.7. Key Derivation Functions (KDFs)
Specified
Algorithm P in Security Level (bits)
KDF in counter min(Bit length of key derivation key Ki used as input, Security level
SP800-108
mode of PRF)
11.2.8. Signature Algorithms
NOTE: Provide integrity, authentication, and non-repudiation.
Algorithm Specified in Security Level (bits)

ECDSA on NIST P-256 ECDSA-ANSI], [FIPS186-4], [ISOIEC-14888-3 128
ECDSA on NIST P-384 ECDSA-ANSI], [FIPS186-4], [ISOIEC-14888-3 192

RSA2048 PKCS v1.5 FIPS186-4] [ISOIEC-9796-2 112
RSA2048 PKCS v2.1 (PSS) FIPS186-4] [ISOIEC-9796-2 112
RSA3072 PKCS v1.5 FIPS186-4] [ISOIEC-9796-2 128
RSA3072 PKCS v2.1 (PSS) FIPS186-4] [ISOIEC-9796-2 128
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11.2.9. AEAD Algorithms

NOTE: Provide confidentiality and data authentication.

Algorithm Specified in Security Level (bits)

AES-GCM [SP800-38D Equal to the security strength of the underlying cipher.

AES-CCM [SP800-38C Equal to the security strength of the underlying cipher.
ChaCha20-Poly1305 RFC8439 256

NOTE: ChaCha20-Poly1305 is specified in the given IETF RFC, but it is on the informational track. It is
recommended by French ANSSI.

For an overview of Cryptography used in FDO, see[FDO-Specification] Appendix C
(https://fidoalliance.org/specs/FDO/FIDO-Device-Onboard-RD-v1.1-20211214/FIDO-device-onboard-spec-v1.1-
rd-20211214.html)

NOTE: FIDO Alliance is aware of a later use ofFuture Crypto (Enhanced Strength for Quantum Safe
Cryptography) and will update the tables once standardized (NIST, ISO/IEC).
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