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1 Introduction

Appendix A: Example Payload

This section describes the status of this document at the time of its publication. Other documents may supersede
this document. A list of current FIDO Alliance publications and the latest revision of this technical report can be
found in the FIDO Alliance specifications index at https://www.fidoalliance.org/specifications/.

This document was published by the FIDO Alliance as an errata to a Proposed Standard Specification.
If you wish to make comments regarding this document, please Contact Us. All comments are welcome.

Implementation of certain elements of the related Specification, including when updated by this errata, may
require licenses under third party intellectual property rights, including without limitation, patent rights. The FIDO
Alliance, Inc. and its Members and any other contributors to this errata and the related Specification are not, and
shall not be held, responsible in any manner for identifying or failing to identify any or all such third party
intellectual property rights.

THIS FIDO ALLIANCE ERRATA AND THE RELATED PROPOSED STANDARD FIDO ALLIANCE
SPECIFICATION ARE PROVIDED “AS IS” AND WITHOUT ANY WARRANTY OF ANY KIND, INCLUDING,
WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTY OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

This document contains errata to Credential Exchange Format 1.0
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The contents of example-file were missing and cfx example was updated.

Original Text

"version": {
"major": 1,
"minor": 0O
s
"exporterRpId": "exporter.example.com",
"exporterDisplayName": "Exporter app",
"timestamp": 1705228800,
"accounts": [
{
"id": "DZSXp7iBQY-Fg-0ofakQtQ",
"username": "jane smith",
"email": "jane.smith@example.com",
"fullName": "Jane Smith",
"items": [
{
"id": "90F-QjVDQo2Wp2xWPw6ZhA",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "GitHub Login",
"subtitle": "Work GitHub account",
"scope": {
"urls": ["https://github.com"],
"androidApps": []
i
"credentials": [
{
"type": "basic-auth",
"username": {
"id": "-eZX0Gw-TzO0sBFwt67N7ZA",
"fieldType": "string",
"value": "johndoe",
"label": "Username field"
b
"password": {
"id": "wgu3wTcXSYawrGMWMtaANg",
"fieldType": "concealed-string",
"value": "securepasswordl23",
"label": "Password field"

"type": "totp",

"secret": "JBSWY3DPEHPK3PXP",
"period": 30,

"digits": 6,

"issuer": "Google",

"algorithm": "sha256",

"username": "jane.smith@example.com"

I
"tags": ["development", "git", "work"]
by
{
"id": "akKA3YOjQRuK7sKplBOY9w",
"creationAt": 1705142400,
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"modifiedAt": 1705228800,
"title": "WebAuthn.io",
"subtitle": "johndoe",
"credentials": [
{
"type": "passkey",
"credentialId": "Y3J1ZGVudGlhbElkRXhhbXBszQ",
"rpId": "webauthn.io",
"username": "johndoe",
"userDisplayName": "John Doe",
"userHandle": "cnEzaNHWcYK3coWZjvoaV1Hj9gnI12mKe2dL2HZVFlY",
"key": "MIGHAgEAMBMGBYqGSM49AgEGCCqGSM49AWEHBGOwawIBAQQgARuU 0sCt2
OEpgVxb4Puq3Ga5VVLpuTY75ngvZ1yq3X6hRANCAASMdk1XLsKOoOThxIPpOd1ZuSOsTInf6BZtSelhqvLBWOFOL331 b)
sr_ STUHjCLn816gcRIwe70QvbQubz1dY",
"fido2Extensions": {
"hmacSecret": {
"algorithm": "HS256",
"secret": "c2VjcmVOX2tleVIOkYXRh"

"id": "iz0Q6JWoQ CbDRboCPJ1Tg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Visa Credit Card",
"subtitle": "Personal Visa card",
"credentials": [
{
“"type": "credit-card",
"number": {
"id": "MTIz",
"fieldType": "concealed-string",
"value": "4111111111111111",
"label": "Card Number"

i

"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Cardholder Name"

1

"cardType": {
"fieldType": "string",
"value": "Visa",
"label": "Card Type"

b

"verificationNumber": {
"fieldType": "concealed-string",
"value": "123",
"label": "CVV"

e

"pin": {
"fieldType": "concealed-string",
"value": "0000",
"label": "PIN"

i

"expiryDate": {
"fieldType": "year-month",
"value": "2027-08",
"label": "Expiry Date"
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+

"validFrom": {
"fieldType": "year-month",
"value": "2024-02",
"label": "Valid From"

] ’
"tags": ["finance", "credit card", "personal"]

"id": "2cGy6PN0SQ2cW43NVxjGSg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "wWifi",

"subtitle": "Home Wifi",
"credentials": [

{

"type": "wifi",

"ssid": {
"fieldType": "string",
"value": "Home Network",
"label": "Wi-Fi SSID"

)i

"networkSecurityType": {
"fieldType": "wifi-network-security-type",
"value": "WPA2",
"label": "Security Type"

i

"passphrase": {
"fieldType": "concealed-string",
"value": "mypasswordl23",
"label": "Wi-Fi Password"

g

"hidden": {
"fieldType": "boolean",
"value": "false",
"label": "Hidden Network"

}

}

"id": "s4TK1UNTRhG4j1DQawUz8g",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Home alarm",
"subtitle": "instructions",
"credentials": [
{
"type": "note",
"content": {
"fieldType": "string",

"value": "some instructionts to enable/disable the alarm",

"label": "alarm"

"id": "BQzS9Ws3RnOabLzFuyOu7Q",
"creationAt": 1705142400,

HmAads F2AAA+ITI. 1TT7AENNOONN
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MNUULI LCTUAL . L1L/UJ£Zc00VUVU,
"title": "Driver License",
"subtitle": "US",
"credentials": [

{

"type": "drivers-license",

"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Full Name"

i

"birthDate": {
"fieldType": "date",
"value": "1990-05-15",
"label": "Date of Birth"

17

"issueDate": {
"fieldType": "date",
"value": "2020-06-01",
"label": "Issue Date"

b

"expiryDate": {
"fieldType": "date",
"value": "2030-06-01",
"label": "Expiry Date"

Yo

"issuingAuthority": {
"fieldType": "string",
"value": "Department of Motor Vehicles",
"label": "Issuing Authority"

i

"territory": {
"fieldType": "subdivision-code",
"value": "CA",
"label": "Territory"

Y

"country": {
"fieldType": "country-code",
"value": "US",
"label": "Country"

i

"licenseNumber": {
"fieldType": "string",
"value": "D12345678",
"label": "License Number"

i

"licenseClass": {
"fieldType": "string",
"value": "C",
"label": "License Class"

}

}
]
o
{

"id": "HH163ybfQG6GBRHlyrvKfg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "House Address",
"subtitle": "US",
"credentials": [

{

"type": "address",
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"streetAddress": {
"fieldType": "string",
"value": "123 Main Street",
"label": "Street Address"
i
"postalCode": {
"fieldType": "string",
"value": "12345",
"label": "Postal Code"

i

"city": {
"fieldType": "string",
"value": "Springfield",
"label": "City"

17

"territory": {
"fieldType": "subdivision-code",
"value": "CA",
"label": "State"

b

"country": {
"fieldType": "country-code",
"value": "US",
"label": "Country"

+
"tel": {
"fieldType": "string",
"value": "+1-555-123-4567",
"label": "Telephone"
}
}
1
I
{

"id": "Z4cFmc21Q5-vCVwdlwIx1lg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "SSH Key",
"subtitle": "GitHub",
"credentials": [

{

"type": "ssh-key",

"keyType": "ssh-rsa",

"privateKey": "MIIG QIBADANBgkqhkiG9wOBAQEFAASCBucwggbjAgEAA0IBgQ
Cn4-QiJojZ9mgc9KYIIvDWGaz4qFhfOCButg6L8zEoHKwuiN-mqcEciCC0a9BNiImm8NTTehZvrrglGG59zIbqYtDAH VI
vtb49xPzIv-M651Yqj081IbRItEIHKCq7aH8G1DMENgGOEZzIGj1L70kQym4THIMHL - s4mUyr gb2un1ZBDixAQsphU8iC
tukWCIkmQg4CSj1Gh3WbB1Z-EX5eWOEXuAw4XsSbBTWVICHRowVIpYqPVEYSpHsoCjEcd988p19hpiGknA0J4z7JfUlNg
~1chb8GCTDT-2DCBRApbsIg6TOBVS-PR6emAQ3eZzUWO-3 oRM4ipQujltQy8ulU6gvYIAgqx5wXGMThVpZcUgahKiSsVo
b84iMe4DG3W8jz4qibyyNvOVedEzPUZ11Xd1GIFoy9uKNuSTe-1ksicAcluZN6LuNsPHcPxFCzOcmoNnVXEKAXInt-ys
CDVasroZSAHZnDjUD4oNsLI3VIONGxgXrkwSHOCAWEAAQKCAYAA2SDMT70BHW10GM90QalZS4u-ktfQHhn31-FxbrhWGp
Dt8gYABVT6Y4dKN6 rMtn7D9gVSATZCAn3HXx8aWAvcXHaspxe9YXiZDTh-KA8EIXxBQn-TiDASLHOd ryABqmMp20vYKtR7
31IIXFFBSrBMwdunKzLwmKwZLWqOSWT6vVbwpxRyR9CyByodF6DjmZK3QB2qQ3jqlLIHWXLOVnyArY7HLvUv fLLK4vMPq
SH-FdHvhcEhwgMlWT44g- fhqWtCINnjDgLK3FPbI8Pz9TF8dWIvOmp5Q6iSBuale9x2LizVuNSqiFc7ZTLeoG4nDj7T2B
BOE1rNUDEN1aBo-UZmHIK7LrzfW B-ssi2WwIpfxYallO6HFod5 YQiXV1GunyH1lchCsbvOFtXvAHASO4HTKTINbWhRF1(
gnKpAaHDPCVuwp3eq6YfOoLbXrL3KFZ3jwWiWbpQXRVvpqzalwZn3CN1lyQgYS9j17a9wrPky-BoJIxXjZ oImWLECgCEAO
LwiHvmTYFTCC7PN938Agk9 NQs5PQ18MRn90JImyfSpYqf gNp-Md7xUgtF MTif7uelp2J7DYf6Tj9EYTIg4EuW-SQgFP:
fiJnl-zGFeTQQqlISvwjsA4E8ZSt-GIumjZTg6YilLl A79udwm24swt7ignVViOPtPGOM34S1tAamjZzq2eZDmAF6pAfmu’
dinCMR1E1kNJYbxeqlLigqQCXuwBBnH000JofN3AkvzjRUBBOudvniqYxH3PQcxPxAoHBAMXT5KwBhZhnJedYN87Kkcpl7x
kpU8b -aXeZoNykCeoC-wgIQexnSWmFk4HPKCNXvCWLbkOTIMHrTAKFnaOww230b-Vi6A9n0rozo9vtoJligl14GBOgUgEm
LhO1P5AE8yzogE-ILHypOBgXt8vGIfzpDnCkN-GK18g00MPrR4NACLO-Rshc5nLs7BGB4SEi1126Y6mSfp85m0 - - 1QhWMz
zqJEHCWKVcZYdCdEONP9j s04EUNK33Kt1JIWzZTQKBWATOpBpGwmZRp35Lpx2gBitZhcVxrgdNBna02 fNyAGPvZD8SLQLI
dAiov_a23Uc PDbWLL5Pp9gwzj-s5g1lrssVOXdE8aUscrlb5rARANNL1 Tos6u8ZUZ3sNgGaZx7a8U4gyYboexWyo9ECL(
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AdkGBm7 -AkM4euFwC9N6xsa t5zKK5d676hcOm-8SxivYCBkgkrqlfeGuzCQxU-mVsCOit6U-va8ojUjLGkZ800uCwBf4
13-acU7vx908 gQKBwB7BrhU6MWrsc-cr 1KQaXum9mNyckomi82RFYvb8Yrilcg38FBy9XqNRKeBa9MLw1HZYpHbzsXs!
7u4eQMLoDTLVNUC5L6dKAIlowoyTa24uH90WWTg a8mTZMeljhgrew-AJq27NV6z4PswR9GenDmyshDDudz7rBsf1ZCQR
UfWRelV7BHU6UPBsXn4ASF4xnRyM6WvcKy9coKZcUqqgm3fLM 90izCCMIgfXHBrE-x7nBqst746qlEedSRrQKBwQCYYw
CHN1Zx10 NMkDJ-hp7 InHF6mz_3V058iCb19TLDVUC2dDGPXNYWWTTI9PclefwV5HNBHCATTzgB4dpQyNiDyV914HL7DFI
duoPnwBYjeFre54v0YjjnskjJ07myircdbdX i-7LMUw5aZZXCC8a5BD rdV6IKIWIG5QBXbe5fVf1Xw0jBTzlhIPIgh
fSu-mFikp5BRwHGBqsKMju6inYmW6YADeY Sv0QjDEB37RqGZxqyIx8V2ZYwU",
"keyComment": "Work SSH Key",
"creationDate": {
"fieldType": "date",
"value": "2023-01-01",
"label": "Creation Date"
}
"expiryDate": {
"fieldType": "date",
"value": "2025-01-01",
"label": "Expiry Date",
"extensions": []
X
"keyGenerationSource": {
"fieldType": "string",
"value": "Generated using OpenSSH",
"label": "Key Generation Source"

"id": "EWM-4m3pSEi0ZBQbFVB92g",

"creationAt": 1705142400,

"modifiedAt": 1705228800,

"title": "ID card",

"subtitle": "US",

"credentials": [

{

"type": "file",
"id": "VGVzdEZpbGVJRA",
"name": "example-document.pdf",
"decryptedSize": 2048576,
"integrityHash": "dGhpcyBpcyBhIHNhbXBsZSBpbnR1Z3JpdHkgaGFzaA"

"id": "U9TPhd80SsWKKUtx3HxVsA",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "ID card",
"subtitle": "US",
"credentials": [
{
"type": "identity-document",
"issuingCountry": {
"fieldType": "country-code",
"value": "US",
"label": "Issuing Country"
i
"documentNumber": {
"fieldType": "string",
"value": "123456789",
"label": "Document Number"
Yo
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“ldentiTicationNumber:: {
"fieldType": "string",
"value": "ID123456789",

"label": "Identification Number

}I

"nationality": {
"fieldType": "string",
"value": "American",
"label": "Nationality"

L

"fullName": {
"fieldType": "string",
"value": "Jane Doe",
"label": "Full Name"

I

"birthDate": {
"fieldType": "date",
"value": "1990-04-15",
"label": "Birth Date"

i

"birthPlace": {
"fieldType": "string",
"value": "New York, USA",
"label": "Birth Place"

g

"sex": {
"fieldType": "string",
"value": "F",
"label": "Sex"

i

"issueDate": {

"fieldType": "date",
"value": "2020-01-01",
"label": "Issue Date"

i

"expiryDate": {

"fieldType": "date",
"value": "2030-01-01",
"label": "Expiry Date"

},

"issuingAuthority": {
"fieldType": "string",
"value": "Department of State",
"label": "Issuing Authority"

"id": "K4BBINWWTS21ZqzTUnGH6Q",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Passport",
"subtitle": "US",
"credentials": [
{
"type": "passport",
"issuingCountry": {
"fieldType": "country-code",
"value": "US",
"label": "Issuing Country"

Yo
"nacennrtTuvne": [
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"fieldType": "string",
"value": "Regular",
"label": "Passport Type"
i
"passportNumber": {
"fieldType": "string",
"value": "A12345678",
"label": "Passport Number"
b
"nationalIdentificationNumber": {
"fieldType": "string",
"value": "ID123456789",
"label": "National Identification
17
"nationality": {
"fieldType": "string",
"value": "American",
"label": "Nationality"

b

"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Full Name"

)i

"birthDate": {
"fieldType": "date",
"value": "1990-01-01",
"label": "Birth Date"

i

"birthPlace": {
"fieldType": "string",
"value": "Los Angeles, USA",
"label": "Birth Place"

i

"sex": {
"fieldType": "string",
"value": "M",
"label": "Sex"

i

"issueDate": {
"fieldType": "date",
"value": "2015-06-15",
"label": "Issue Date"

i

"expiryDate": {
"fieldType": "date",
"value": "2025-06-15",
"label": "Expiry Date"

}

"issuingAuthority": {
"fieldType": "string",

Number"

"value": "U.S. Department of State",

"label": "Issuing Authority"

"id": "LmInpZjdRwKIKZFdbBz19g",
"creationAt": 1705142400,
"modifiedAt": 1705228800,

: "John Doe",
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"subtitle": "personal name",
"credentials": [

{

"type": "person-name",

"title": {
"fieldType": "string",
"value": "Dr.",
"label": "Title"

b

"given": {
"fieldType": "string",
"value": "John",
"label": "Given Name"

17

"givenInformal": {
"fieldType": "string",
"value": "Johnny",
"label": "Informal Given Name"

b

"given2": {
"fieldType": "string",
"value": "Michael",
"label": "Second Given Name"

)i

"surnamePrefix": {
"fieldType": "string",
"value": "van",
"label": "Surname Prefix"

i

"surname": {
"fieldType": "string",
"value": "Doe",
"label": "Surname"

Y

"surname2": {
"fieldType": "string",
"value": "Smith",
"label": "Second Surname"

i

"credentials": {
"fieldType": "string",
"value": "PhD",
"label": "Credentials"

L

"generation": {
"fieldType": "string",
"value": "III",
"label": "Generation"

b

}
]
o
{

"id": "TMrjj3uIRtitVmIpiwXmyg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "API key",
"subtitle": "john doe",
"credentials": [
{
"type": "api-key",
"key": {
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"fieldType": "concealed-string",
"value": "AIzaSyAyRofL-VJHZofHc-q0SkqV0dhvgQoJADk",
"label": "API Key"
i
"username": {
"fieldType": "string",

"value": "john doe",
"label": "Username"

b

"keyType": {
"fieldType": "string",
"value": "Bearer",
"label": "Key Type"

}

"url": {
"fieldType": "string",
"value": "https://api.example.com",
"label": "API URL"

b

"validFrom": {
"fieldType": "date",
"value": "2025-01-01",
"label": "Valid From"

)i

"expiryDate": {
"fieldType": "date",
"value": "2026-01-01",
"label": "Expiry Date"

"id": "QtvgfXSgS806ukLNZZKMlw",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Generated Password",
"subtitle": "john doe",
"credentials": [
{
"type": "generated-password",
"password": "KozyS!cf#Nc9C799"

I
"collections": [
{
"id": "0dimB17dRRyPLGKGXEEm5Q",
"creationAt": 1705228800,
"modifiedAt": 1705315200,
"title": "Work Accounts",
"subtitle": "A collection of pro accounts for various services",
"items": [
{
"item": "TMrjj3uIRtitVmIpiwXmyg",
"account": "DZSXp7iBQY-Fg-0OofakQtQ"

+
{
"item": "Z4cFmc21Q5-vCVwdlwlx1lg",
"account": "DZSXp7iBQY-Fg-0OofakQtQ"
},
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"item": "90F-QjVDQo2Wp2xWPw6ZhA",
"account": "DZSXp7iBQY-Fg-0ofakQtQ"

}
]
}
]
}
]
}
Rl
Corrected Text
{
"version": {
"major": 1,
"minor": O
I
"exporterRpId": "exporter.example.com",
"exporterDisplayName": "Exporter app",

"timestamp": 1705228800,
"accounts": [
{
"id": "DZSXp7iBQY-Fg-0ofakQtQ",
"username": "jane smith",
"email": "jane.smith@example.com",
"fullName": "Jane Smith",
"items": [
{
"id": "90F-QjVDQo2Wp2xWPw6ZhA",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "GitHub Login",
"subtitle": "Work GitHub account",
"scope": {
"urls": ["https://github.com"],
"androidApps": []
i
"credentials": [
{
"type": "basic-auth",
"username": {
"id": "-eZXOGw-Tz0sBFwt67N7ZA",
"fieldType": "string",
"value": "johndoe",
"label": "Username field"
b
"password": {
"id": "wgu3wTcXSYawrGMWMtaANg",
"fieldType": "concealed-string",
"value": "securepasswordl23",
"label": "Password field"

“type": "totp",
"secret": "JBSWY3DPEHPK3PXP",
"period": 30,
"digits": 6,
"issuer": "GitHub",
"algorithm": "sha256",
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"username": "jane.smith@example.com

] ’
"tags": ["development", "git", "work"]

"id": "akKA3Y0jQRuK7sKplBOY9w",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "WebAuthn.io",
"subtitle": "johndoe",
"credentials": [
{
"type": "passkey",
"credentialId": "Y3J1ZGVudGlhbElkRXhhbXBszQ",
"rpId": "webauthn.io",
"username": "johndoe",
"userDisplayName": "John Doe",
"userHandle": "cnEzaNHWcYK3coWZjvoaV1Hj9gnI12mKe2dL2HZVF1Y",
"key": "MIGHAgEAMBMGBYyqGSM49AgEGCCqGSM49AWEHBGOwawIBAQQgARuU 0sCt2
0EpgVxb4Puq3Ga5VVLpuTY75ngvZ1yq3X6hRANCAASMdk1XxLsKOoOThxIPpOd1ZuSOsTInf6BZtSelhqvLBWOFOL331 b;
sr STUHjCLn816gcRIJwe70QvbQubz1dY",
"fido2Extensions": {
"hmacCredentials": {
"algorithm": "hmac-sha256",
"credWithUV": "j3N5T9qLpWz2rYf4vS61Dn1KpQx8EOfRc2a7Bm5nUs

"credWithoutUV": "y2R8tL3eWf5qBz0sK4hHn9rVgX7pD1lcQm6uTj2

i
"credBlob": "eyJ1c2VyTmFtZSI6ICIKb2huIERVZSISICJ1c2VySWQiOiAi
amRvZSOWMDEiLCAiZW1lhaWwiOiAiamRvZUBleGFtcGx1LmNvbSJ9",
"largeBlob": {
"uncompressedSize": 129,
"data": "HYxBCoUwDESvMgcQT-Hqr71ATIMt1KQkkY-3twrDLIb3Zq8t
MEMKUZ7pBRO8TNwdDtAEcaN3vXfsulnVbGZrNhf82PYr15malJTXCGOQkkLaAXETnmBOb53051GbYwQds lYHw"
i

"payments": true

"id": "i1z0Q6JWoQ CbDRboCPJ1Tg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Visa Credit Card",
"subtitle": "Personal Visa card",
"credentials": [
{
"type": "credit-card",
"number": {
"id": "MTIz",
"fieldType": "concealed-string",
"value": "4111111111111111",
"label": "Card Number"

Yo

"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Cardholder Name"

s
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"cardlype": {
"fieldType": "string",
"value": "Visa",
"label": "Card Type"

i

"verificationNumber": {
"fieldType": "concealed-string",
"value": "123",
"label": "CVV"

3

"pin": {
"fieldType": "concealed-string",
"value": "0000",
"label": "PIN"

i

"expiryDate": {
"fieldType": "year-month",
"value": "2027-08",
"label": "Expiry Date"

e

"validFrom": {
"fieldType": "year-month",
"value": "2024-02",
"label": "Valid From"

s
"tags": ["finance", "credit card", "personal"]

"id": "2cGy6PN0SQ2cW43NVxjGSg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Wifi",

"subtitle": "Home Wifi",
"credentials": [

{

"type": "wifi",

"ssid": {

"fieldType": "string",
"value": "Home Network",
"label": "Wi-Fi SSID"

}

"networkSecurityType": {
"fieldType": "wifi-network-security-type",
"value": "wpa2-personal",
"label": "Security Type"

b

"passphrase": {

"fieldType": "concealed-string",
"value": "mypasswordl23",
"label": "Wi-Fi Password"
X
"hidden": {
"fieldType": "boolean",
"value": "false",
"label": "Hidden Network"
}
}
1
"id": "cATK1IINTRhGA4 1NNaudIZz2A"
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"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Home alarm",
"subtitle": "instructions",
"credentials": [
{
"type": "note",
"content": {
"fieldType": "string",

"value": "some instructionts to enable/disable the alarm",

"label": "alarm"

"id": "BQzS9Ws3RnOabLzFuyOu7Q",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Driver License",
"subtitle": "US",
"credentials": [
{
"type": "drivers-license",
"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Full Name"
Yo
"birthDate": {
"fieldType": "date",
"value": "1990-05-15",
"label": "Date of Birth"
i
"issueDate": {
"fieldType": "date",
"value": "2020-06-01",
"label": "Issue Date"
b
"expiryDate": {
"fieldType": "date",
"value": "2030-06-01",
"label": "Expiry Date"
1
"issuingAuthority": {
"fieldType": "string",
"value": "Department of Motor Vehicles",
"label": "Issuing Authority"

b

"territory": {
"fieldType": "subdivision-code",
"value": "US-CA",
"label": "Territory"

)i

"country": {
"fieldType": "country-code",
"value": "US",
"label": "Country"
i
"licenseNumber": {
"fieldType": "string",
"value": "D12345678",
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"label": "License Number"
Yo
"licenseClass": {
"fieldType": "string",
"value": "C",
"label": "License Class"

"id": "HH163ybfQG6GBRHlyrvKfg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "House Address",
"subtitle": "US",
"credentials": [

{

"type": "address",

"streetAddress": {
"fieldType": "string",
"value": "123 Main Street",
"label": "Street Address"

i

"postalCode": {
"fieldType": "string",
"value": "12345",
"label": "Postal Code"

Yo

"city": {
"fieldType": "string",
"value": "Springfield",
"label": "City"

i

"territory": {
"fieldType": "subdivision-code",
"value": "US-CA",
"label": "State"

b

"country": {
"fieldType": "country-code",
"value": "US",
"label": "Country"

1y

"tel": {
"fieldType": "string",
"value": "+1-555-123-4567",
"label": "Telephone"

}

}

"id": "Z4cFmc21Q5-vCVwdlwIx1lg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "SSH Key",
"subtitle": "GitHub",
"credentials": [
{
"type": "ssh-key",
"keyType": "ssh-rsa",
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"privateKey": "MIIG QIBADANBgkqhkiG9wOBAQEFAASCBucwggbjAgEAA0IBgQ
Cn4-QiJojZ9mgc9KYIIvDWGaz4gqFhTfOCButg6L8zEoHKwuiN-mgqcEciCC0a9BNiImm8NTTehZvrrglGG59zIbqYtDAH; VI
vtb49xPzIv-M651Yqj081IbRItEIHKCq7aH8G1DMENgGOEZzIGj1L70kQym4THIMHL - s4mUyr gb2un1ZBDixAQsphU8iC
tukWCIkmQg4CSj1Gh3WbB1Z-EX5eWOEXuAw4XsSbBTWVICHRowVIpYqPVEYSpHsoCjEcd988p19hpiGknA0J4z7]fUTNg
~1chb8GCTDT-2DCBRApbsIg6TOBVS-PR6emAQ3eZzUWO-3 oRM4ipOQujltQy8ulU6gvYIAgqx5wXGMThVpZcUgahKiSsVo
b84iMe4DG3W8jz4qibyyNvOVedEzPUZ11Xd1GIFoy9uKNuSTe- 1ksicAcluZN6LuNsPHcPxFCzOcmoNnVXEKAXInt-ys
CDVasroZSAHZnDjUD4oNsLI3VIONGxgXrkwSHOCAWEAAQKCAYAA2SDMT70BHW10GM90QalZS4u-ktfQHhn31-FxbrhWGp
Dt8gYABVT6Y4dKN6rMtn7D9gVSA1ZCANn3Hx8aWAvcXHaspxe9YXiZDTh -KABEIXxBQn-TiDA5SLHOd ryABgmMp20vYKtR7
31IIXFFBSrBMwdunKzLwmKwZLWqOSWT6vVbwpxRyR9CyByodF6DjmZK3QB2qQ3jqlLIHWXLOVnyArY7HLvUv fLLK4vMPq
SH-FdHvhcEhwgMlWT44g- fhqWtCINnjDgLK3FPbI8PzOTF8dWIvOmp5Q6iSBuale9x2LizVuNSqiFc7ZTLeoG4nDj7T2B
BOE1rNUDENlaBo-UZmHIK7LrzfW B-ssi2WwIpfxYallO6HFod5 YQiXV1GunyH1lchCsbvOFtXvAHASO4HTKTINbWhRF1(
gnKpAaHDPCVuwp3eq6YfOoLbXrL3KFZ3jwWiWbpQXRVvpqzalwZn3CN1yQgYS9j17a9wrPky-BoJxXjZ oImWLECgCEAO
LwiHvmTYFTCC7PN938Agk9 NQs5PQ18MRn90JImyfSpYqf gNp-Md7xUgtF MTif7uelp2]7DYf6fj9EYTIg4EuW-SQgFP:
fiJnl-zGFeTQQqlISvwjsA4E8ZSt-GIumjZTg6YilLl A79ud4wm24swt7iqnVViOPtPGOM34S1tAamjZzq2eZDmAF6pAfmu’
dinCMR1E1kNJYbxeqlLiqQCXuwBBnHO000JofN3AkvzjRUBBOudvniqYxH3PQcxPxAoHBAMXxT5KwBhZhnJedYN87Kkcpl7x(
kpU8b -aXeZoNykCeoC-wgIQexnSWmFk4HPKCNXVCWLbkOTIMHrTAKFnaOww230b-Vi6A9n0rozo9vtoJligl14GBOgUgEm
LhO1P5AE8yzogE-ILHypOBgXt8vGIfzpDnCkN-GK18g00MPrR4NACLO-Rshc5nLs7BGB4SELi126Y6mSTp85m0 - - 1QhWMz
zqJEHCWKVcZYdCdEONP9j sO4EUNK33Kt1JIWzZTQKBWATOpBpGwmZRp35Lpx2gBitZhcVxrgONBna02 fNyAGPvZD8SLQLI
dAiov_a23Uc PDbWLL5Pp9gwzj-s5glrssVOXdE8aUscrlb5rARANNL1 Tos6u8ZUZ3sNqGaZx7a8U4gyYboexWyo9ECL!
AdkGBm7 -AkM4euFwCION6xsa t5zKK5d676hcOm-8SxivYCBkgkrqlfeGuzCQxU-mVsCOit6U-va8ojUjLGkZ800uCwBf4
13-acU7vx908 gQKBwB7BrhU6MWrsc-cr 1KQaXum9mNyckomi82RFYvb8Yrilcg38FBy9XgNRKeBa9MLw1HZYpHbzsXs)
7u4eQMLoDTLVNUC5L6dKATI1owoyTa24uH90WWTg a8mTZMeljhgrew-AJq27NV6z4PswR9GenDmyshDDudz7 rBsf1ZCQR
UfWRelV7BHUG6UPBsXn4ASF4xnRyM6WvcKy9coKZcUqqgm3fLM 90izCCMIgfXHBrE-x7nBqst746qlEedSRrQKBwQCYYw
CHN1Zx10 NMkDJ-hp7 InHF6mz_3V058iCb19TLDVUC2dDGPXNYWWTTI9PclefwV5HNBHCATTzgB4dpQyNiDyV914HL7DFI
duoPnwBYjeFre54v0YjjnskjJ07myircdbdX i-7LMUw5aZZXCC8a5BD rdV6IKIWIG5QBXbe5fVT1Xw0jBTzlhIPIgh
fSu-mFikp5BRwHGBqsKMju6inYmW6YADeY Sv0QjDEB37RqGZxqyIx8V2ZYwU",

"keyComment": "Work SSH Key",

"creationDate": {

"fieldType": "date",
"value": "2023-01-01",
"label": "Creation Date"
},
"expiryDate": {
"fieldType": "date",
"value": "2025-01-01",
"label": "Expiry Date"
1
"keyGenerationSource": {
"fieldType": "string",
"value": "Generated using OpenSSH",
"label": "Key Generation Source"

"id": "EWM-4m3pSEi0ZBQbFVB92g",

"creationAt": 1705142400,

"modifiedAt": 1705228800,

"title": "ID card",

"subtitle": "US",

"credentials": [

{

"type": "file",
"id": "VGVzdEZpbGVJIRA",
"name": "example-file.txt",
"decryptedSize": 21,
"integrityHash": "crWLSY08T2f3yGaHQLDrMVvSvuulYdXZewkjps4221Q"

N2 A . NHATALAOAC ALNZIZLIL O LT~ AT
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"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "ID card",
"subtitle": "US",
"credentials": [
{
"type": "identity-document",
"issuingCountry": {
"fieldType": "country-code",
"value": "US",
"label": "Issuing Country"
1
"documentNumber": {
"fieldType": "string",
"value": "123456789",
"label": "Document Number"
i
"identificationNumber": {
"fieldType": "string",
"value": "ID123456789",
"label": "Identification Number"
)i
"nationality": {
"fieldType": "string",
"value": "American",
"label": "Nationality"

i

"fullName": {
"fieldType": "string",
"value": "Jane Doe",
"label": "Full Name"

Y

"birthDate": {
"fieldType": "date",
"value": "1990-04-15",
"label": "Birth Date"

i

"birthPlace": {
"fieldType": "string",
"value": "New York, USA",
"label": "Birth Place"

L

"sex": {
"fieldType": "string",
"value": "F",
"label": "Sex"

17

"issueDate": {
"fieldType": "date",
"value": "2020-01-01",
"label": "Issue Date"

b

"expiryDate": {
"fieldType": "date",
"value": "2030-01-01",
"label": "Expiry Date"

)i

"issuingAuthority": {
"fieldType": "string",
"value": "Department of State",
"label": "Issuing Authority"

18/22



"id": "K4BBINWWTS21ZqzTUnGH6Q",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Passport",
"subtitle": "US",
"credentials": [
{
"type": "passport",
"issuingCountry": {
"fieldType": "country-code",
"value": "US",
"label": "Issuing Country"
i
"passportType": {
"fieldType": "string",
"value": "PP",
"label": "Passport Type"
)i
"passportNumber": {
"fieldType": "string",
"value": "A12345678",
"label": "Passport Number"
i
"nationalIldentificationNumber": {
"fieldType": "string",
"value": "ID123456789",
"label": "National Identification Number"
Yo
"nationality": {
"fieldType": "string",
"value": "American",
"label": "Nationality"

i

"fullName": {
"fieldType": "string",
"value": "John Doe",
"label": "Full Name"

i

"birthDate": {
"fieldType": "date",
"value": "1990-01-01",
"label": "Birth Date"

}

"birthPlace": {
"fieldType": "string",
"value": "Los Angeles, USA",
"label": "Birth Place"

i

"sex": {
"fieldType": "string",
"value": "M",
"label": "Sex"

)i

"issueDate": {
"fieldType": "date",
"value": "2015-06-15",
"label": "Issue Date"

I
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"expiryDate": {
"fieldType": "date",
"value": "2025-06-15",
"label": "Expiry Date"
+
"issuingAuthority": {
"fieldType": "string",
"value": "U.S. Department of State",
"label": "Issuing Authority"

"id": "LmInpZjdRwKIKZFdbBz19g",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "John Doe",

"subtitle": "personal name",
"credentials": [
{
"type": "person-name",
"title": {
"fieldType": "string",
"value": "Dr.",
"label": "Title"
i
"given": {
"fieldType": "string",
"value": "John",
"label": "Given Name"
Yo

"givenInformal": {
"fieldType": "string",

"value": "Johnny",

"label": "Informal Given Name"
i
"given2": {

"fieldType": "string",

"value": "Michael",

"label": "Second Given Name"
b

"surnamePrefix": {
"fieldType": "string",
"value": "van",
"label": "Surname Prefix"

1

"surname": {

"fieldType": "string",
"value": "Doe",
"label": "Surname"

i

"surname2": {

"fieldType": "string",
"value": "Smith",
"label": "Second Surname"

)i

"credentials": {
"fieldType": "string",
"value": "PhD",
"label": "Credentials"

i
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"generation": {
"fieldType": "string",

"value": "III",
"label": "Generation"
}
}
]
|
{
"id": "TMrjj3uIRtitVmIpiwXmyg",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "API key",
"subtitle": "john doe",
"credentials": [
{
"type": "api-key",
"key": {
"fieldType": "concealed-string",
"value": "AIzaSyAyRofL-VJHZofHc-q0SkqV0dhvgQoJADK",
"label": "API Key"
)i
"username": {
"fieldType": "string",
"value": "john doe",
"label": "Username"
i
"keyType": {
"fieldType": "string",
"value": "Bearer",
"label": "Key Type"
Yo
"url": {
"fieldType": "string",
"value": "https://api.example.com",
"label": "API URL"
},
"validFrom": {
"fieldType": "date",
"value": "2025-01-01",
"label": "Valid From"
i
"expiryDate": {
"fieldType": "date",
"value": "2026-01-01",
"label": "Expiry Date"
}
}
]
o
{

"id": "QtvgfXSgS806ukLNZZKMlw",
"creationAt": 1705142400,
"modifiedAt": 1705228800,
"title": "Generated Password",
"subtitle": "john doe",
"credentials": [
{
“"type": "generated-password",
"password": "KozyS!cf#Nc9C799"
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—

1,

"collections": [

{

}

/

"id": "0dimB17dRRyPLGKGXEEm5Q",
"creationAt": 1705228800,
"modifiedAt": 1705228800,
"title": "Work Accounts",

"subtitle": "A collection of pro accounts for various services",

"items": [
{
"item": "TMrjj3uIRtitVmIpiwXmyg",
"account": "DZSXp7iBQY-Fg-0ofakQtQ"

I
{
"item": "Z4cFmc21Q5-vCVwdlwIx1lg",
"account": "DZSXp7iBQY-Fg-0OofakQtQ"
I
{
"item": "90F-QjVDQo2Wp2xWPw6ZhA",
"account": "DZSXp7iBQY-Fg-0OofakQtQ"
}

En

The content of example-file. txt is:

this is a sample file
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