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o Change Authentication Online by:

(@) Developing unencumbered Specifications that
define interoperable mechanisms that supplant

reliance on passwords

(b) Operating programs to help ensure industry

adoption

(c) Submitting mature Specifications for formal

standardization



-IDO Alllance’'s Role..

“Paper” Specifications

Interoperability and Conformance testing
Trademark licensing against criteria
Thought leadership, nurture ecosystem
The Alliance does not ship products!

Implementations left to commercial vendors
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Why Authentication is
Cybersecurity Priority #1

Poor authentication mechanisms are a commonly
exploited vector of attack by adversaries, the 2013
Data Breach Investigations Report (conducted by
Verizon in concert with the U.S. Department of
Homeland Security) noted that 767 of 2012 network
intrusions exploited weak or stolen credentials.

-- NIST Roadmap for Improving Critical Infrastructure Cybersecurity,12-Feb-
2014



Today's Passwords

REUSED PHISHED KEYLOGGED



Today's Password Alternatives

One Time Codes with SMS or Device

SMS DEVICE USER STILL
USABILITY USABILITY EXPERIENCE PHISHABLE



Major Industry Trend

Simpler, Stronger Local Device Auth

NEW WAVE: CONVENIENT
SECURITY

Carry Personal Data Pins & Patterns today Slma%ltehr‘eiiirggt?oer: local

PERSONAL DEVICES LOCAL LOCKING




Putting It Together

The problem:
Simpler, Stronger online

The trend:
Simpler, Stronger local device auth

Why not:
Use local device auth for online auth?

This is the core idea behind FIDO standards!
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-1IDO timeline

1.0
Final
Specs
(UAF & U2F)
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FIDO 1.0 FINAL
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UAF Deployments

Starting in April 2014, customers can use their finger to pay with PayPal from their new
Samsung Galaxy S5 because the FIDO Ready™ software on the device securely
communicates between the fingerprint sensor on their device and PayPal's service in
the cloud.

In July 2014, Alibaba also launched FIDO-based payments using Samsung Galaxy S5.

Clients available for
these operating systems:

P °
w = 10S
Windows*7 Wmdows 8 ano>=201d

Software Authenticator Examples:
Voice/Face recognition, PIN, QR Code, etc.

e Stronger biometric-based
authentication.

e F[Easytodeploy.
Biometric information never leaves the
device.

e Provides a unique public and private key
pair for each application or service.

@% lenovo.
Pal

@) Synaptics’ P
i og

Nok Nok
© 2014 FIDO Alliance

Aftermarket Hardware Authenticator Examples:
USB fingerprint scanner, MicroSD Secure Element

LABS



U2F Deployment

In late October, Google released support for U2F in its Chrome browser. In
parallel, Yubico and Plug-Up introduced FIDO U2F Security Keys, public key
hardware devices that provide high-security using strong authentication
based on the FIDO U2F protocol. Google

2-Step Verification

e Stronger two-step verification (2SV) for

Google Accounts users. - -li
. EaSy to deploy Insert your Security Key
e \Works seamlessly on Windows, OSX and oo vt o ot

Li n uX I D sk for my Security Key again on this

e Security Key performs cryptographic
functions.

8g

g -
=
@

e Provides a unigque public and private key
pair for each application it protects.

SETUP: www.pu.fr/

/ Ready

© 2014 FIDO Alliance
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Lower Cost &
Complexity

010 231



No 3rd Party in the Protocol

No Secrets on the Server side

Biometric data (if used) never leaves device
No link-ability between Services

No link-ability between Accounts

© 2014 FIDO Alliance



Final 1.0 spec announced

Explosive growth in Alllance membership
First products are shipping

First deployments are live

Great momentum heading into 2015

To learn more about membership visit:

https.//fidoalliance.org/membership/how-to-join

© 2014 FIDO Alliance
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FIDO Registration
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Decouple User Verification Method from
Authentication Protocol

A

ONLINE SECURITY

PROTOCOL




brett@fidoalliance.org
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