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How an epic blunder
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Engineers flout universal taboo by enci

by Dan Goodin - Nov 1, 2013 12:00 pm UTC

I Wikipedia

Four weeks ago, Adobe disclosed a sustaing
corporate network that threatened to spawn
meaner malware attacks by giving criminals
raw source code for the company's widely ug
ColdFusion applications. Now, researchers al
same breach could significantly strengthen t
crackers' collective hand by revealing a stag
million passcodes used over the years by Ad
many of them from the FBI, large corporatior]
sensitive organizations.

That's because Adobe engineers used reve
encryption to scramble the passwords contai
9.3-gigabyte file that's now available online.

they flouted aimost universally recognized bg
that call for stored passwords to be protecteq
another one-way cryptographic hashing algq
ground hamburger can't be converted back |
cryptographic hashes and return them to thej

Russian criminals steal 1.2 billion
passwords

By James O'Toole and Jose Pagliery @CNNTech August 6, 2014: 6:56 AM ET
3 _—

Russian hackers know your password

NEW YORK (CNNMoney)

Russian criminals have stolen 1.2 billion Internet user names and
passwords, amassing what could be the largest collection of stolen
digital credentials in history, a respected security firm said
Tuesday.

There's no need to panic at this point - Hold Security, the firm that discovered the
theft, says the gang isn't in the business of stealing your bank account information.
Instead, they make their money by sending out spam for bogus products like
weight-loss pills.

The Milwaukee-based firm, didn't reveal the identities of the targeted websites, citing
nondisclosure agreements and a desire to prevent existing vulnerabilities from being
more widely exploited.

Hold Security founder Alex Holden told CNNMoney that the trove includes credentials
gathered from over 420,000 websites -- both smaller sites as well as "household

cess to
rts, the
b protect

ersonal
you
t youre not

buse this
a company

ation Army.

kach, but the

thwart cracking by requiring crackers to pass

individual password guesses through the same

2014
2013

Dec. 2013

Oct. 2013

May 2013

April 2013

March 2013

ion?

1.2bn?

397m




Cloud Authentication




Password Issues

HL Password could be stolen

Password might be
entered into untrusted from the server

App / Web-site
(“phishing”)

Inconvenient to type

password on phone
Internet '
Something Authentication

Too many passwords to

remember

- re-use / cart
abandonment




OTP Issues

OTP vulnerable to real-
time MITM and MITB
attacks

Inconvenient to type OTP
on phone

Internet

Something Authentication
I\ e
OTP HW tokens are ) H3a4 k
expensive and people
don’t want another device

SMS security questionable,
especially when Device is the
phone




Implementation Challenge
A Plumbing Problem




Authentication Needs

Do you want to login?

Do you want to transfer $100 to Frank?
Do you want to ship to a new address?
Do you want to delete all of your emails?

Do you want to share your dental record?

Authentication today:

Ask user for a password

(and perhaps a one time code)



Purpose Geolocation
(from IP addr.)

Explicit Authentication

S

Authentication Risk Engine
Server




. Passwords are insecure and inconvenient
especially on mobile devices

. Alternative authentication methods are silos
and hence don‘t scale to large scale user
populations

. The required security level of the
authentication depends on the use

. Risk engines need information about the
explicit authentication security for good
decision



How does FIDO work?

Deice .
Authenticator



FIDO Experiences

ONLINE AUTH REQUEST Local USER Verification SUCCESS

PASSWORDLESS EXPERIENCE (UAF standards)

f'

Transaction Detail Show a biometric or PIN Done

SECOND FACTOR EXPERIENCE (U2F standards)

Login & Password Insert Dongle, Press button Done




FIDO Universal 2"9 Factor (U2F)



How does FIDO U2F work?

uservercaiong Authenticator

................

Verify user
presence




How does FIDO U2F work?

Same Authenticator
as registered before?

Is a user
present?

Authenticator

........

Can verify user
presence




How does FIDO UAF work’?

" Identity binding to be |

.. done outside FIDO:
.. This this “John Doe
W|th customer ID X”.

...........

__________

Same Authenticator
as registered before?

Same User as
enrolled before?

Authenticator

........

Can recogmze the ™
user (i.e. user
verification), but
doesn’t have an
identity proof of
“.the user.




How does FIDO U2F work?

How is the key protected?

verveicatond Authenticator

.................

Verify user
presence




® Core idea: Standard public key cryptography:
o User's device mints new key pair, gives public key to server
o Server asks user's device to sign data to verify the user.
o One device, many services, "bring your own device" enabled

® Lots of refinement for this to be consumer facing:
o Privacy: Site specific keys, No unique ID per device
o Security: No phishing, man-in-the-middles
o Trust: Verify who made the device
o Pragmatics: Affordable today, ride hardware cost curve down
o Speed for user: Fast crypto in device (Elliptic Curve)

Think "Smartcard re-designed for modern consumer
web"



U2F Authenticator

U2F Registration

FIDO Client / Relying
Browser Party
< ApplD, challenge
\KJ
check ApplD a

a; challenge, origin, channel id, etc.

generate: | €

7

key kpub

key k

priv

handle h

Y
fc

kp,,h, h, attestation cert, Signature(a,fc,k.n,,h,h)>

— /
Y

fc, kp,,h, h, attestation cert, s

cookie

store:

key kpub

handle h



U2F Authentication

FIDO Client/

U2F Authenticator Browser

handle, ApplID, challenge

Relying
Party

<
( N AN
check AppID h a

h, a; challenge, origin, channel id, etc. )
< retrieve
retrieve: N~ ~ — key K,
key kpriv fc from
from handle h
handle h;
chtr++
cntr, signature(a,fc,cntr) <
g J
Y
. cntr, fc, s
>
check
signature
using
key kpub
set cookie




User Presence API: Registration

{"typ":"register"”,

"cid_pubkey": {
n ktyll : mn Ecll R
"crv":"P-256",

}s

callb

callback = functi
sendToServer(

response[ ‘clientDs:

"challenge" :"KSDJsdASAS-AIS_AsS",

"x": "HzQwlfXX7Q4S5MtCRMzP09tOyWjBgqR14tJ18",
"y":"XVguGFLIZx1fXg375hi4-7-BxhMljwa2Ht4"

"origin":"https://accounts.google.com"

\

/

s://www.google.com/facets.json’ },

@ O
) N
/ ’0\?@\ N @ @ Qo
sponse 0 ¢ S B S
& S \ N
P ST N ‘\,bob {@é":\c;z}e' &
& ¥ 5 > & ;
€L &£ w—\é\q A s S
— k \ A
1 65 1 L X.509 X

response[ ‘toke




User Presence API: Auth.

{
"typ":"authenticate",

"challenge":"KSDJsdASAS-AIS_AsS",
"cid_pubkey": {

n ktyll : n Ec n ,
"crv":"P-256",
nayv "x" : "HzQWLFXX7Q4S5Mt CRMzPO9tOyWjBqR14tI8"

"y":"XVguGFLIZx1fXg375hi4-7-BxhM1jw42Ht4"
}s

"origin":"https://accounts.google.com"

}

~

A

-sadsAJDKLSAD’ },

J

/facets.json’,

.
)
& X
o""q}Q 0006&
callback = funct response| ———
sendToServer 1 4

response[ ‘client
response[ ‘token




Authentication Example

Gmail » ‘ e

C' @ https://accounts.google.com/ServiceLogin?service=mail&passive=true&rm=false&co... 5

€ -

Google

One account. All of Google.

Sign in to continue to Gmail

Email
Password
v/ Stay signed in Need help?

Create an account

One Google Account for everything Google

BEM&ED 2> HE

| English (United States) 3

About Google  Privacy & Terms  Help



Authentication Example

07 NV T )
'S % B cmail

€« C' | & https://accounts.google.com/ServiceLogin?service=mail&passive=true&rm=false&co... %A\? =

Google

One account. All of Google.

Sign in to continue to Gmail

nnlu2fdemo@gmail.com

o000t see
v/ Stay signed in Need help?

Create an account

One Google Account for everything Google

BEM&ED 2> BHE

About Google  Privacy & Terms  Help




Authentication Example

/ Edsign in - Google Accounts x ‘:::_3

L C' | @ https://accounts.google.com/SecondFactor?continue=https%3A%2F%2Fmail.google.c... 57| =

Google

2-Step Verification

Tip: You may need to tap or re-insert your
security key.

Confirm using your security key

ul

Use a verification code instead

v/ Don't ask for my security key again on this
computer

About Google  Privacy & Terms  Help




Authentication Example

M Inbox - nnlu2fdemo@gm: %
> C

> [ https://mail.google.com/mail/u/0/?shva=1&pli=1#inbox @i\ﬂ =

Google ES wot BoA e (@)

Gmail ~ O~ © More ~ o 8

& Primary 22 Social ¥ Promotions +

I inbox =
Starred
Important
Sent Mail
Drafts
» Circles

old Personal messages and messages that don't appear in other tabs will be shown here.
More ~

‘Rolf- Q

Your Primary tab is empty.

To add or remove tabs click inbox settings.

0 GB (0%) of 15 GB used ©2014 Google - Terms & Privacy
Manage . Last account activity: 3 minutes ago
powered by Google Details

No recent chats
Start a new one

De
)



FIDO Universal Authentication
Framework (UAF)



FIDO Experiences

ONLINE AUTH REQUEST Local USER Verification SUCCESS

PASSWORDLESS EXPERIENCE (UAF standards)

f'

Transaction Detail Show a biometric or PIN Done

SECOND FACTOR EXPERIENCE (U2F standards)

Login & Password Insert Dongle, Press button Done




How does FIDO UAF work?

userverfcaion Authenticator




How does FIDO UAF work?

Same Authenticator
as registered before?

Same User as
enrolled before?

Authenticator

\

........

/"Can recognize the ™
user (i.e. user
verification), but
doesn’t have an
identity proof of

“.the user.




How does FIDO UAF work’?

" Identity binding to be |

.. done outside FIDO:
.. This this “John Doe
W|th customer ID X”.

...........

__________

Same Authenticator
as registered before?

Same User as
enrolled before?

Authenticator

........

Can recogmze the ™
user (i.e. user
verification), but
doesn’t have an
identity proof of
“.the user.




How does FIDO UAF work?

How is the key protected
(TPM, SE, TEE, ...)?
What user verification

method is used?




Attestation & Metadata

Signed Attestation Object

Verify using trust anchor
included in Metadata

Understand Authenticator

security characteristic O

by looking into Metadata ™

(and potentially other sources) Metadata



a™ PUT Ll 78l 2313

< Finger Scanner Relyn]g Pa rty

Use fingerprint recognition as an
alternative to entering passwords.

Fingerprint manager

1 fingerprint is registered.

Change alternative password

Screen lock
Swipe

Verify Samsung account ‘
off s e '

Pay with PayPal




< Pay with PayPal

.........

.........

Link your PayPal account to your device i y Web
to make faster and more secure PayPal App i
payments using any of your registered ; App

fingerprints. When your PayPal account Pre pare
has been linked, you will have access to

special offers from your favourite
stores. If you do not have a PayPal
account, sign up for one now.

The FIDO Ready™ support must be

installed before you can link your
PayPal account.

FIDO Ready™ support

.........

PayPal account

Link




FIDO DO
Authenticator Server

Link Fingerprint




PayPal

.........
____________

Log in to register your FIDO App Web
fingerprint with PayPal Authenticator App Server
o Prepare

nLegacy Auth +
Initiate Reg.

pat@example.com

| naIn

Cm
(1)02){3){4){5)6/7){8J9/{0]

gjwlefrithyjulijolp
alsidifllgfnfjjfcf I S8
(tlz)x]clvibinimjea

symial i ] co)

...........




PayPal FIDO ' App | Web
. Authenticator App Server
@ Prepare
e Hormanon 2 ¢|—egacy Auth +
‘ ————

Initiate Reg.

/
.........
...........




PayPal FIDO App Web FIDO
. Authenticator App Server
¢> Prepare
e nancial nformation. | ¢|—696}Cy Auth+ |
Initiate Reg.

Reg. Request

——————————

+ Policy

/
.........
...........




...........

___________

FIDO App Web FIDO

App Server
o Prepare

¢Legacy Auth +
Initiate Reg.

Reg. Request

——————————

+ Policy

Authenticator

/
.........
...........




UAF Registration

...........

___________

F1DO App Web

App Server
o Prepare

¢Legacy Auth +
v Initiate Reg.

Authenticator

"header": { "op”: "Reg", "upv": "1.0", "appID": "https://mycorp.com/fido"},
"challenge”: "qwudh827hddbawd8gbdqj3bduq3duq56t324zwasdqdwrt”,
"username":"banking personal”,
"policy": {
"accepted”: [[{
"authenticationFactor"”": 00000000000001ff,
"keyProtection"”: 000000000000000e,
"attachment”: 00000000000000f,
"secureDisplay": 000000000000001e,
"supportedSchemes™: "UAFVI1TLV"}]],
"disallowed"”: {"aaid": "1234#5678"}



@ i UAF Registration

U7 Ll 6%l 2316

Pat Johnson  ® 0 e

FIDO App VAVeb FIDO
Authenticator pp Server
Link your fingerprint o> Prepare
Login secured by fdo ¢Legacy Auth +
Initiate Reg.
Reg. Request
+ Policy

Link your fingerprint to your
account.

/
.........
...........

Verify User &

Generate New
' Key Pair
(specific to RP Webapp)




NGT Ll 7%l 23:16

A UAF Registration

Pat Johnson  ® 0 e
FIDO App Web FIDO

App Server
0 Prepare

¢Legacy Auth +
Initiate Reg.

Reg. Request

P N N

+ Policy

o Reg. L

Response

Authenticator

Link your fingerprint

Login secured by fico

Link your fingerprint to your
account.

/
) TS —
\5-------—’ -

Verify User &

Generate New
' Key Pair
(specific to RP Webapp)




@  UAF Registration

B U7 Ll 6%l 2316

Pat Johnson

...........

___________

| App Web FIDO

App Server
@ Prepare

L egacy Auth +

Key Registration Data:
« Hash(FinalChallenge)

« AAID Initiate Reg.
« Public key __iReg. Request
+ KeylID + Policy | |
» Registration Counter Reg. L
« Signature Counter Response
« Signature (attestation key)
FinalChallenge=Hash(AppID | FacetID
| tisData | challenge)
fy User &
Generate New
Key Pair

(specific to RP Webapp)



UAF Registration

...........

___________

FIDO App Web FIDO

App Server
oD Prepare

Legacy Auth +
@ Initiate Reg.

Reg. Request

_____ T Policy | |
Reg.
Response

Authenticator

Download the PayPal app

........... Success ..

Verify User &

Generate New
' Key Pair
(specific to RP Webapp)




FIDO Building Blocks

[ TLS Server Key

BROWSER / APP

WEB SERVER

Cryptographic
authentication key
reference DB

Authentication
keys

Attestation key

Authenticator
Metadata &
attestation trust
store




FIDO Authenticator

Using HW based crypto > AAID 1

Based on FP Sensor X ‘

Attestation Key 1 .1

FIDO Authenticator

Pure SW based implementation > AAID 2

Based on Face Recognition alg. Y ‘

Attestation Key 2 .1

AAID: Authenticator Attestation ID (=model name)



Privacy & Attestation

Model A ¢
s




Attestation & Metadata

Signed Attestation Object

Verify using trust anchor
included in Metadata

Understand Authenticator

security characteristic O

by looking into Metadata ™

(and potentially other sources) Metadata



Facet ID / AppID

Relying Party

Relying Party Web Application Server

All Facets belong to

: - : / same ApplD
Windows Android :

Appl.

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

|
|
|
|
|
|
|

Determine Facet ID
Platform /_

...... Map Facet ID to

o T - /_ ApplD

Associate call with
ApplD

Resource Access



FIDO
Authenticator Server




FIDO DO
Authenticator Server

BEGIN CHECKOUT




___________

___________

F1DO App Web

Authenticator App Server
¢ Prepare

PayPal checkour

..........
__________




___________

___________

F1DO App Web

App Server
0 Prepare

Authenticator

Just once

..........
..........




...........

___________

F1DO App Web

App Server
¢ Prepare

¢ Initiate ]
Authentication

Authenticator

/
.........
...........




...........

___________

FIDO App Web FIDO

App Server
¢ Prepare

¢ Initiate ]
Authentication

Auth. Request

——————————

with Challenge

Authenticator

/
.........
...........




UAF Authentication

...........

___________

FIDO App VAVeb FIDO
Authenticator ;::> pp Server
¢ Prepare
Paypal ¢ Initiate ]
Authentication

Auth. Request

P N N N ————————————————

Al;‘l'lﬁ hl’\ﬂllﬁhﬂf\

"header”: {"op": "Auth", "upv": "1.0", "appID": "https://mycorp.com/fido"},
"challenge": "triz786ighwer8764g6574234515reg45z",
"policy": {
"accepted”: [[{
"authenticationFactor"”: 00000000000001ff,
"keyProtection": 000000000000000e,
"attachment"”: 00000000000000ff,
"secureDisplay”: 000000000000001e,
"supportedSchemes”: "UAFV1TLV"}]],
"disallowed": {"aaid": "1234#5678"}

H



ff =190 UAF Authentication

PNGT Ll 55%m 21:35

___________

PayPal

___________

FIDO App Web FIDO

App | EENES
oD Prepare

¢ Initiate ]
Authentication

Auth. Request

P N N N ————————————————

with Challenge

Authenticator

Pat Johnson

pat@example.com

Change login option

[:I Keep me logged in on this device

Log in to your account with your
fingerprint.

/
~,
S oo e

Verify User &

Sign Challenge
(Key specific to RP
Webapp)




UAF Authentication

...........

___________

FIDO App Web FIDO

App Server
o Prepare

0 Initiate  {
Authentication

Auth. Request

with Challenge

Auth.
o

Response

Authenticator

/
.........
...........

Verify User &

Sign Challenge
(Key specific to RP
Webapp)




...........

Web FIDO
App Server

___________

Initiate

SignedData:

« SignatureAlg Authentication

« Hash(FinalChallenge) __{Auth. Requesti
« Authenticator random with Challenge

« Signature Counter Auth.

- Signature Response

FinalChallenge=Hash(AppID | FacetD /S
| tisData | challenge)

ify User &
Sign Challenge

(Key specific to RP
Webapp)




PayPal

Pat Johnson

Payment complete!

Return to the merchant’s web site to
continue shopping

Return to the merchant

UAF Authentication

___________

FIDO App
Authenticator

o

¢> Prepare

Initiate

...........

A

—————

Authentication
uth. Request

with Challenge

Auth.

€

Response

___________

Success

Verify User &

Sign Challenge
(Key specific to RP
Webapp)

...........

FIDO
Server




Transaction Confirmation

Device Relying Party

FIDO g Browser \//A‘VEb
Authenticator or Native " : PP

App 0 Initiate Transaction ™"

___________ Authentication Request | |

+ Transaction Text
___________ Authentication Responsei
+ Text Hash,
signed by User’s private key = “w-------- ’ 0
| Validate
Display Text, Verify Response &

User & Unlock Text Hash

’ Private Key using User’s Public
(specific to User + RP Webapp) Key



Transaction Confirmation

Device Relying Party
FIDO ' Browser Web
Authenticator i or Native b | ivioig Teansaction App
SignedData: \
- SignatureAlg quest
« Hash(FinalChallenge) | ext
* Authenticator random
» Signature Counter
« Hash(Transaction Text) SPONSE: _____
« Signature
QY et ’ 5
F|naICha:lzzg::lacs;;ﬁsséty FacetlD Validate
Response &
Text Hash
Private Key using User’s Public
(specific to User + RP Webapp) Key



The FIDO Authenticator Concept

Injected at
manufacturing,
doesn’t change

FIDO Authenticator

User
J{ Verification / Attestation Key
Presence
Transaction
Confirmation Authentication Key(s)
Display

Optional Generated at
Components runtime (on

Registration)




Using Secure Hardware

FIDO Authenticator in SIM Card

. SIM Card
User Verification

(PIN) Attestation Key

Authentication Key(s)




Client Side Biometrics

Trusted Execution Environment (TEE)

FIDO Authenticator as Trusted Application (TA)

User Verification / Presence
Attestation Key

Store at Enrollment

Authentication Key(s)

Compare at Authentication
Unlock after comparison




Combining TEE and SE

Trusted Execution Environment (TEE)

FIDO Authenticator as Trusted Application (TA)

User Secure Element

Verification /

Presence Attestation Key

e.g. GlobalPlatform
Trusted Ul

Transaction
Confirmation Authentication Key(s)
Display




UAF Specifications

_— UAF Client API

Relying Party Web

Application Server

UAF Protocol

Specification

— UAF Client API

T UAF ASM API

' UAF Authenticator FIDO Server
FIDO Authenticator Commands




FIDO & Federation



MobileApp Browser PF_Userinfo API/RS

App invokes browser objectj

Pass AS authz page

Load AS authz page

< Login User

‘302 Redirect with authz code

Passes authz code to application \)</
Trade authz code

Return access token & id token

o S e

examine/validate Id_tokenj

Use access token on call for User Info

y ]

Validate tokenj

Return user info

Use access token on call for app data

Y ]

Validate tokenj

Retumn data

D e

|> 4 4y 4y __] |>
w

MobileApp Source: Paul Madsen, FIDO Seminar, May 2014 PF_Userinfo API/RS




MobileApp Browser AS PF Userinfo API/RS
| | | | |
App invokes browser objectj : : : :
i l l l :
I Pass AS authz page >:— I I {
| | | |
| | | I
| | | |
| | | |
| | |
| | |
| | |
| | |
| | | |
| | | |
| 1 | |
' \ YV : l :
:HPasses authz code to application x i | i
: Trade authz code ’J' : :
| : | |
| Retumn access token & id token I ! !
A | | |
| | |
examine/validate Id_tokenj : : :
i : I :
: Use access token on call for User Info : ’1: i
I I
| | * |
| | |
: : \Validate tokenj :
e e : e
Return user info
> | | |
[ Use access token on call forapp data | I -
| | | 1
| | |
: : : Validate tokenj
: I l .
i< Retum data l I i
MobileApp Source: Paul Madsen, FIDO Seminar, May 2014 AS PF_Userinfo API/RS




Complementary

® FIDO

o Insulates
authentication server
from specific
authenticators

o Focused solely on
primary authentication

o Does not support
attribute sharing

o Can communicate
details of
authentication to
server

® Federation

o Insulates applications
from identity providers

o Does not address
primary authentication

o Does enable secondary
authentication &
attribute sharing

o Can communicate
details of authentication
from IdP to SP

Source: Paul Madsen, FIDO Seminar, May 2014



FIDO & Federation

First Mile Second Mile
) i

FIDO USER DEVICE IdP Service Provider

BROWSER / APP UAF Protocol FEDERATION SERVER Federation

FIDO CLIENT

FIDO
AUTHENTICATOR FIDO SERVER

£

Knows details about the
Authentication strength

Knows details about the
Identity and its verification
strength.




High

Assurance

Low

FIDO & Federation

SSO slide
\
|
federatio

n No more
‘Password123‘
bump

High Frequency of login Low

Source: Paul Madsen, FIDO Seminar, May 2014



High

Assurance

Low

FIDO & Federation

—

status
quo

Continuum

federatio

n

S
T

High

Frequency of login

Low
Source: Paul Madsen, FIDO Seminar, May 2014



High

Assurance

Low

status
quo

FIDO & Federation

FIDO +

federatio
n

S
T

High

Frequency of login Low
Source: Paul Madsen, FIDO Seminar, May 2014



FIDO at Industry Event — Readiness

lenowvo.:a -

THOSE %

WHOTDO: SIM as Secure Element PayPaI
w /(m\r\[ﬁ Fingerprint, TEE, Mobile [}lgk Nok

ARM® (((, Speaker Recognition @) Synaptics’

N\

infineon @ Mobile via NFC

® AGNITIO
GO-Trust PIN + MicroSD -
X plug-0®

--
USB
@oberthur B

MMMMMMMMMMM

G TRUSTONIC




FIDO Ready™ Products Shipping today

OEM Enabled: Samsung Galaxy S5 smartphone & Galaxy TabS OEM Enabled: Lenovo ThinkPads with
tablets Fingerprint Sensors

— Clients available for these operating systems:
Downloads | FI . "y
(] AS =m W |OSﬂ
Windows /7 Windowss  anazon
Software Authenticator Examples: Aftermarket Hardware Authenticator Examples:

Speaker/Face recognition, PIN, QR Code, etc.  USB fingerprint scanner, MicroSD Secure Element



FIDO is used Today

Alipay Offering Fingerprint Payment Partnering
with Samsung

July 16, 2014 By CIW Team — Leave a Comment

PayPal and Samsung launch FIDO
B ;I]tia;lct)otgi(e;re! ifyou are new here, you might want o subseriy — glUthentication and ﬁngerprint payments
for Samsung Galaxy S5

IE follow Recommend
>

By Adam Vrankul Tweet

February 25, 2014 - The FIDO Alliance has announced the first
deployment of FIDO authentication and biometric fingerprint payment
options, through a new collaboration between PayPal and Samsung,
for the shiny new Galaxy S5 smartphone.

According to the alliance, users of the Galaxy S5 can now login and
shop via fingerprint in online, mobile and in-store payments wherever PayPal is accepted. This
is made possible through FIDO Ready software and a new embedded fingerprint sensor. Per
FIDO specifications, the only information a user's device shares with PayPal is a unique
encrypted key that allows PayPal to verify the identity of the customer without having to store any
biometric information on PayPal servers.

Alipay announced its cooperation with Samsung Galaxy S5 to offer Alipay users payment by fingerprint.



Different authentication use-cases lead to different
authentication requirements

Today, we have authentication silos

FIDO separates user verification from authentication
protocol and hence supports all user verification
methods

FIDO supports scalable security and convenience
User verification data is known to Authenticator only
FIDO complements federation

=» Consider developing or piloting FIDO-based

authentication solutions

Dr. Rolf Lindemann, Nok Nok Labs, rolf@noknok.com




