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AGENDA

The Problem




Data Breaches...

data breaches in 2014

records since 2012

cost/breach



i
¥
L g s
. e B B s o = = = B I IR
e . e = L B (P PO S
i e B B B E I I O I .
ot e e e o S B B B SR I —— -
e o 2 P
e e, o CV I VB R S S,
- 4 i ol ol ) bl ik it ol ik
’ ...-.cLLL...Lile-L...Tl._.tI..l..»._..
i S s o T g P, .
.;n;&LLLLilleltlllapn.
i i e I e P [
l;LLkLLLLLLiLiLJi..._
il il ol i
ol b d bl i s g

e e e
e e R
bk s e

loited

weak or stolen

lons exp
credentials”

trusi

1N

“76% of 2012 networ

2013 Data Breach Investigations Report



The world has a PASSWORD PROBLEM




ONE=HME PASSCOCE

Improve security but aremns ough to use
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WE NEED A
NEW. . MOD




WE CALL OUR
NEW MODEL

L WSast IDentity Online

online authentication using
public key cryptography
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The Solution
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HOW OLD AUTHN WORKS
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HOW FIDO AUTHN WORKS




online auth
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Authentication Challenge Biometric Verification* Authenticated

_ Online
Second Factor Experience (U2F Standards)
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Second Factor Challenge Insert Dongle* / Press Button Authenticated
Online

*There are other types of authenticators
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User needs to login or User Approval
authorize a transaction
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Signed Response verified using
Public Key Cryptography

Login Complete




FIDO UAF

UNIVERSAL AUTHENTICATION FRAMEWORK

| AUTHENTICATOR




THE BUILDING BLOCKS

FIDO USER DEVICE RELYING PARTY

BROWSER/APP h WEB SERVER
FIDO CLIENT
FIDO SERVER

ASM
FIDO UPDATE

FIDO AUTHENTICATOR




ATTESTATION & METADATA

FIDO FIDO Server Metadata







No 3rd Party in the Protocol

NoO Secrets on the Server side

Biometric Data (if used) Never Leaves Device

No Link-ablility Between Services

No Link-ablility Between Accounts
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— Better security for online ser __
Reduced cost for the enterprise
Simpler and safer for ConS'u
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The Alllance




.. Theé FIDO Alliance is an open industry
| association of over 250
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FIDO SCOPE
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Develop Operate Pursue Formal
Specifications Adoption Programs Standardization



v’ Services/Apps :
PP £l Bank of America. DISCOVER

v’ Devices/Platforms = aiibabacrou =
v Vendors/Enablers N\
ING & O PayPal SN VISA
MasterCard USAA®

fido

alliance

Go 816 == Microsoft

dgcomo T

Jidy

CrucialTec™ Daon 8'5@ @_ (intela
- Board Members ARM ﬁ’a?k Nok W @)oberthur o comm

RSA @) synaptics <> vASCC> yubico



Sponsor Members
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v Public Sector

Government Members

“The fact that FIDO has now welcomed government
participation is a logical and exciting step toward further
advancement of the Identity Ecosystem; we look forward to
continued progress.” -- Mike Garcia, NSTIC NPO
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v Industry Partners Our mission is highly complementary to many other associations
around the world. We welcome the opportunity to collaborate
with this growing list of industry partner organizations.
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— 2014 FIDO ADOPTION —

“Secure Consumer Payments Enabled for
Alipay Customers with Easy-to-Use
Fingerprint Sensors on Recently-Launched

Samsung Galaxy S5”,
September 17, 2014

PayPal

Alibaba Group

“PayPal and Samsung Enable
Consumer Payments with Fingerprint
Authentication on New Samsung
Galaxy S5”,

Feb 24,2014

Google

“Google Launches Security Key,
World’s First Deployment of Fast
Identity Online Universal Second
Factor (FIDO U2F) Authentication”,
October 21, 2014



— 2015 FIDO ADOPTION —

“Today, we’re adding Universal 2nd Factor (U2F) security
keys as an additional method for two-step verification,

giving you stronger authentication protection.”

August 12, 2015

“Google for Work announced
Enterprise admin support for
FIDO® U2F “Security Key”,
April 21, 2015

“Qualcomm launches d
Snapdragon fingerprint

scanning technology”,

March 2, 2015 GO gle

“Microsoft Announces FIDO
Support Coming to Windows 10
Feb 23, 2015

argest mobile network in
Japan becomes first
wireless carrier to enhance
customer experience with
natural, simple and strong
ways to authenticate to
DOCOMO'’s services using
FIDO standards”

May 26, 2015

Bankof America.

=

“the technology
supporting fingerprint
sign-in was built
according to FIDO
(Fast IDentity Online)
standards.”
September 15, 2015

“GitHub says it
will now handle
what is called
the FIDO
Universal 2nd
Factor, or U2F,
specification”
October 1, 2015



20-NOV-2015

FIDO Authentication Poised for Continued Growth as Alllance
Submits FIDO 2.0 Web API to W3C

W3C has accepted our submission

Specifications required to define a FIDO-compliant Web API
Designed to extend FIDQO’s existing reach to all platforms
OEM community should begin to plan their support now

RP community should deploy FIDO 1.x now knowing FIDO
standards are “future proof” --strategically positioned as the
de facto authentication scheme for the Web & OS Platforms
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