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Anthem now says 78.8M were affected by breach
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Target Now Says 70 Million People Hit in Data Breach

Neiman Marcus Also Says Its Customer Data Was Hacked
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IN 2014...

data breaches

personal records stolen

average cost per breach



We have a PASSWORD PROBLEM
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Adding more authentication
——hoslargely been rejected by users
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HOW DOES FIDO WORK?
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THE BUILDING BLOCKS

FIDO USER DEVICE RELYING PARTY

=)

BROWSER/APP

WEB SERVER

FIDO CLIENT

FIDO SERVER

FIDO UPDATE

FIDO AUTHENTICATOR

METADATA SERVICE



ATTESTATION & METADATA
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FIDO FIDO Server Metadata

Authenticator




FIDO UNIVERSAL 2NP FACTOR

@ USER VERIFICATION O FIDO AUTHENTICATION O

AUTHENTICATOR




Step 1

U2F AUTHENTICATION DEMO EXAMPLE

~ Stay signed in



Step 2

U2F AUTHENTICATION DEMO EXAMPLE

nnlu2fdemo@gmail.com




Step 3

U2F AUTHENTICATION DEMO EXAMPLE

2-Step Verification

Tip: You may need to tap or re-insert your
security key.

Confirm using your security key

Jse a venfication code instead

v Don't ask for my security key again on this
computer



Step 4

- U2F AUTHENTICATION DEMO EXAMPLE -
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FIDO UNIVERSAL
AUTHENTICATION FRAMEWORK UAF

@ USER VERIFICATION @ FIDO AUTHENTICATION @

AUTHENTICATOR




SECURE CHECKOUT 1

SGNIN  BecOME A MEMBER ()

HIPPING OPTIONS

FIRST NAME

LAST NAME

COUNTRY

ADDRESS

STEP 1

N

UAF AUTHENTICATION
DEMO EXAMPLE



PayPal

Pat Johnson
pat@example.com

STEP 2

. UAF AUTHENTICATION
) DEMO EXAMPLE

Change login option

E] Keep me in(]()nh’l In on this device

Log in to your account with your
fingerprint.



Abercrombie & Fitch

Current purchase

Review PayPaI -

@ We're sending your billing address to the
merchant to complete this transaction,

ara x

HBilVelater » PayPal ser
Get 6 months to pay on all purchases of $99+*

STEP 3

UAF AUTHENTICATION
DEMO EXAMPLE

Pat Johnson
650 Castro Street

Mountain View, CA 94041
United States




STEP 4

UAF AUTHENTICATION
) DEMO EXAMPLE

Return to the merchant e

Payment complete!

Return to the merchant’s web site to
continue shopping






No 3rd Party in the Protocol

No Secrets on the Server side

Biometric data (if used) never leaves device

No link-ability between Services or Accounts




— Beftter Security for online services

Reduced cost for the enterprise

Simple & Safe for consumetr:




The FIDO Alliance isanopen
association of more than 180"
diverse member-organizations.es
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FIDO TIMELINE

y @ FIDO 1.0 FINAL
i Specification
First UAF & U2F

Deployments

fidoS )

Ready Specification
FIDO Ready Review Draft
Program
Alliance
Announced t
A
FEB DEC FEB FEB-OCT DEC 9
2013 2013 2014 2014 2014

(6 Members) (59 Members) (84 Members) (129 Members) (152 Members)
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v Windows used by
1.5 billion users

v Windows 10in 190
countries by Q3

v Free upgrade

FIDO in Windows 10
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TRENDING NOW
88 NASA's wild experimental plane wing has 18 propellers attached to it

. LosIN|siGNUP  |ONGFORM . VIDEO . REVIEWS. TECH. SCIENCE. ENTERTAINMENT. DESIGN . BUSINESS. US&WORLD. F

PREVIOUS STORY NEXT STORY
FCC chairman tries to convince Congress that Obama US scientists can soon run experiments orj

doesn't have a secret plan... marijuana

Windows Hello lets you sign into
Windows 10 devices with your face or
finger

By Tom Warren on March 17,2015 12:00 pm ¥ @tomwarren

iIndows

HOME BLOGS VIDEOS WINDOWS.COM NEWSROOM

Windows For Your Business

Microsoft Announces FIDO Support
Comlng to Windows 10
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v' First healthcare
deployment
v Physician access

to health records
v oTH FIDO Alliance Members Medimpact and Nok Nok Labs to Deliver FIDO
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PayPal continues FIDO enablement in 2-Step Verification
improved mobile wallet app. O
Google has FIDO in Chrome and e
2-Step Verification.

Samsung adds fouch to Galaxy® Sé

Confirm using your security key

1

and ships FIDO on all Galaxy® devices 0

caps lock

v Don't ask for my security key again on this
computer

PayPal

Pat Johnson
pat@example.com

Samsung Galaxy S6 will feature touch
sensor for fingerprint scanning

Change login option

~
-

S . \\\

2014 Deployments G

G

Log in to your account with your
fingerprint.




A range of

FIDO PRODUCTS

IS Now available
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