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"IN 2014...

708 data breaches
82 million

personal records stolen

S3.5 million

average cost per breach




We have a PASSWORD PROBLEM
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Adding more authentication
“hasargely been rejected by users
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HOW DOES FIDO WORK?

@



S E

Transaction Detail User Authentication Done

Second Factor Experience (FIDO U2F Standards)
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FIDO UNIVERSAL 2NP FACTOR

@ USER VERIFICATION O FIDO AUTHENTICATION Q
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Step 1

U2F AUTHENTICATION DEMO EXAMPLE

v’ Stay signod in



Step 2

U2F AUTHENTICATION DEMO EXAMPLE

nanlu2fdemoi@gmail com




Step 3

U2F AUTHENTICATION DEMO EXAMPLE

2-Step Verification




Step 4

U2F AUTHENTICATION DEMO EXAMPLE -
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FIDO UNIVERSAL
AUTHENTICATION FRAMEWORK UAF

@ USER VERIFICATION @ FIDO AUTHENTICATION @

AUTHENTICATOR




STEP 1

. UAF AUTHENTICATION
. DEMO EXAMPLE




STEP 2

- UAF AUTHENTICATION
. DEMO EXAMPLE




Abercrombiie & Fltch

PayPal &

We're sending your billing address to the
metchant to complete this transaction

Vg X73359
HBRViclater » PayPal v
Get 6 months to pay on all purchases of $99++

UAF AUTHENTICATION
DEMO EXAMPLE
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Phone 650-21009974
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STEP 4

UAF AUTHENTICATION
, DEMO EXAMPLE

Payment complete!

Return 1o the merchant’s web sile 1o
conlinue shopping

Return to the merchant e .
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No 3rd Party in the Protocol

No Secrets on the Server side

Biometric data (if used) never leaves device

No link-ability between Services or Accounts




— Beftter Security for online services

Reduced cost for the enterprise

Simple & Safe for consumer




The FIDO Alliance is an op ﬁki' BN\

association of more than
diverse member-organizations.
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FIDO TIMELINE

FIDO 1.0 FINAL
i Specification
First UAF & U2F

Deployments

fidoSE)

Ready Specification
FIDO Readly Review Draft
Program
Alliance
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FEB DEC FEB FEB-OCT DEC ¢
2013 2013 2014 2014 2014

(6 Members) (59 Members) (84 Members) (129 Members) (152 Members)
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A range of

FIDO PRODUCTS

IS Now available
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PayPal confinues FIDO enablement in 2-Step Verification
improved mobile wallet app. I
Google has FIDO in Chrome and e
2-Step Verification.

Samsung adds FIDO enabled Touch
authentication to Galaxy® Sé

GO Sle “) Synaptics’

Samsung Galaxy Sé will feature touch
sensor for fingerprint scanning

2014 Deployments

Log in to your account with your
fingerpnmt







Windows used by
1.5 billion users
Windows 10 in 190
countries by Q3
Free upgrade for
consumer

VIDED . REVIEWS . TECH . SCIENCE . ENTERTAINMENT . DESIGN . BUSINESS . USEWORLD. ¥

CnEm

Windows Hello lets you sign into
Windows 10 devices with your face or
finger

Windows For Your Business

FIDO in Windows 10 | Microsoft Announces FIDO Support

Coming to Windows 10



v' Market leader to
ship FIDO client
85+ OEMs as of Q4
>1 billion Android
devices shipped

v Innovative sensor
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FIDO in Snapdragon
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Qualcomm Snapdragon
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Most Popular

Qualcomm Is The No.1 Player In The The Global Baseband & Application
Processor Market

Qualcomm is currently the leader in the global cellular baseband chip market as well as
the smartphone applications processor market, with a 64% and 51% share in the two
segments, respectively. According to research firm Strategy Alalvtics, LTE basebands
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v First healthcare

deployment
to health records

v up to 50 million
Healthcare users

FIDO Alliance Members Medimpact and Nok Nok Labs to Deliver FIDO
Authentication to Physicians, an Industry First for Healthcare
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© Medimpact First in Healthcare to Deploy FIDO
Publicabons Authentication, with Nok Nok Labs Enabling
Physician Access Portal
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v Google for Work announced Enterprise Y ST IORYHNG WRRTSRt, FaRter I mOrs vy
admin support for FIDO® U2F “Security PEND, (S
Key"” — April 21

v Google for Work is used by over 5
million businesses worldwide

v “The Security Keys are a great step
forward, as they are very practical and
more secure.” — Woolsworth IT

amagon.
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FIDO in Enterprise
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Governments
worldwide are

looking at FIDO C .
DO featured at Governments Prioritize Strong

White House Summit Authentication in Cybersecurity and
e elllsBers fem Consumer Protection
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2013 Data Breach Investigations Report (conducted
by Verizon in concert with the U.S. Department of
Homeland Security) noted that 76% of 2012 network
intrusions exploited weak or stolen credentials.

FlDO & Goverﬂmerﬁ' -- NIST Roadmap for Improving Critical Infrastructure Cybersecurity,12-

Feb-2014
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» Reflecting anincreased
focus on Government

collaboration worldwide -

» Details to be published
early next quarter when
legal framework is finalized
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